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Security
Advisory:
CVE-2025-
55644 -
Use-After-
Freein
GPAC
MP4Box

Processing
a crafted
MPA4 file
with invalid
BIFS
GlobalQua
ntizer
commands
causes
gf_node_ge
t_tag() to
access a
freed 192-
byte
Quantizatio
nParamete
r node at
scenegrap
h/base_sce
negraph.c:
1263,
resulting in
a heap use-
after-free

..." - Infosec Exchange
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Summary:
During
MPEG-4
BIFS scene
decoding,
BM_Parse
GlobalQua
ntizer() in
bifs/memo
ry_decoder.
c first calls
gf_node_un
register()
atline 176
to release a
Quantizatio
nParamete
r node,
freeing the
192-byte
heap
region.
Without
clearing
the stale
pointer, the
function
then calls
gf_node_ge
t_tag() on
the same
address at
line 181,
performing
a READ of
8 bytes at
offset 0

into the
froad

..." - Infosec Exchange
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crafted
MP4
containing
invalid
GlobalQua
ntizer BIFS
commands
, corrupted
ODF
descriptors
,and
malformed
box types
(PEC1808,
fre) reliably
triggers
this free-
then-use
sequence
through the
-svg dump
path.

CWE:
CWE-416 -
Use After
Free

Affected
Componen
t

scenegrap
h/base_sce
negraph.c:
1263

Affected
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(GPAC
Multimedia
Open
Source
Project)

Affected
Version:
MP4Box
2.4 and
earlier;
tested at
commit
f5b7cdc63
a7f326904
0778c5431
a8f6c310b
c9f3

Attack
Conditions:
An attacker
supplies a
locally
accessible
crafted
MP4 file
embedding
invalid BIFS
scene data.
The victim
runs
MP4Box -
svg on the
file to
trigger
BIFS scene
parsing. No
elevated
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are
required.

Impact:
The use-
after-free
causes a
fatal crash
(Denial of
Service).
Use-after-
free
vulnerabiliti
es can
allow
attackers
to control
freed heap
memory
contents
and
potentially
redirect
execution
flow; code
execution
cannot be
excluded.

Fix /
mitigation
status:
The issue
was fixed
in GPAC
commit:
63eccc33d
4a2b731eb
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3ad4

Users
should
updateto a
GPAC build
containing
this
commit or
later.

References

- Issue:
github.com
/gpac/gpa
c/issues/3
2.

- PoC:
github.com
/sigdevel/p
ocs/blob/ ...
- Fix:
github.com
/gpac/gpa
c/commit/
63...

-CVE
record:
cve.org/CV
ERecord?
id=CVE-
2025-...

Credit:
@sigdevel
(Alexander
A.
Shvedov)
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