5/4/26, 3:05 PM [OFBIZ-13162] [SECURITY] (CVE-2024-48962) Enhance Parameter Encoding in MacroMenuRenderer - ASF Jira

Public signup for this instance is disabled. Go to our Self serve sign up page to request an account. Report potential
security issues privately

) m/ OFBIZ-1525 Issue to group security concerns / OFBIZ-13162

[SECURITY] (CVE-2024-48962) Enhance Parameter Encoding in

MacroMenuRenderer

v Details
Type: 9 sub-task Status:
Priority: 2 Major Resolution: Fixed
Affects Version/s: None Fix Version/s: 18.12.17
Component/s: None
Labels: None
Sprint: Bug Crush Event - 21/2/2015

v Description

MacroMenuRenderer should utilize UtilCodec.SimpleEncoder to encode parameter values when available.

v Activity

v ASF subversion and git services added a comment - 28/Oct/24 12:54

Commit a1472b3c52294b80eab45abecb1c11209e9db4a6 in ofbiz-framework's branch refs/heads/trunk from Deepak Dixit
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=a1472b3c52 ]

Improve Parameter Encoding in MacroMenuRenderer (6FB2-13162)

v ASF subversion and git services added a comment - 28/Oct/24 12:55

Commit 012f5c0cc28659f59c3e26adb67bea3c0501d473 in ofbiz-framework's branch refs/heads/release24.09 from Deepak Dixit
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=012f5c0cc2 ]

Improve Parameter Encoding in MacroMenuRenderer (6FB1Z-13162)

<

ASF subversion and git services added a comment - 28/Oct/24 12:56

Commit 761fb67d7f15cbb7fb7262453c79c8f50910f8e9 in ofbiz-framework's branch refs/heads/release18.12 from Deepak Dixit
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=761fb67d7f ]

Improve Parameter Encoding in MacroMenuRenderer (6FB12-43162)

v ASF subversion and git services added a comment - 26/Nov/24 07:13

Commit eee6cch71b40637b4055ed507f81502479091051 in ofbiz-framework's branch refs/heads/trunk from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=eee6cch71b ]

Improved: Prevent URL parameters manipulation (8FB{Z-43147)

This follows Leila comment. It simplifies the SecuredUpload::isValidEncodedText
content and renames it isNotValidEncodedText

Also 3 new deniedWebShellTokens are added, some more to come

To quickly test on trunk demo the fix from ©FB{2-£3162 is temporarily reverted

v ASF subversion and git services added a comment - 26/Nov/24 07:32

Commit 578ch539d84f3a0efbe7945160849c39c424c5d8 in ofbiz-framework's branch refs/heads/trunk from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=578cb539d8 ]

Improved: Prevent URL parameters manipulation (©6FBt2-13147)
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Reverts the revert in 6FB12-13162
Adds a @SuppressWarnings("unused") to MacroFormRenderer::executeMacro

v ASF subversion and git services added a comment - 28/Nov/24 09:30

Commit c36b6f555762e031a9f087af2818294a4d536f20 in ofbiz-framework's branch refs/heads/release24.09 from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=c36b6f5557 ]

Improved: Prevent URL parameters manipulation (8FB{Z-13147)

This follows Leila comment. It simplifies the SecuredUpload::isValidEncodedText
content and renames it isNotValidEncodedText

Also 3 new deniedWebShellTokens are added, some more to come
To quickly test on trunk demo the fix from ©FB{2-13162 is temporarily reverted

Conflict handled by hand in SecuredUpload.java

v ASF subversion and git services added a comment - 28/Nov/24 09:30

Commit a7¢2dc356d412864ed1be973d6288a81b705c0c7 in ofbiz-framework's branch refs/heads/release24.09 from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=a7c2dc356d ]

Improved: Prevent URL parameters manipulation (6FBZ-13147)

Reverts the revert in ©6FB12-13162
Adds a @SuppressWarnings("unused") to MacroFormRenderer::executeMacro

v ASF subversion and git services added a comment - 30/Nov/24 12:18

Commit b663c864a7da5450e684feec879ce3cd91a0973d in ofbiz-framework's branch refs/heads/release18.12 from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=b663c864a7 ]

Reverted: commits post to 761fb67d7f commit (S6FBtZ-13162)
This is for a quick test on stable demo. It will be quickly reverted.

Revert "Improved: adds an OFBiz-Online-Documentation.adoc file.txt"
This reverts commit a1342e17b4bb6b4317018e57f3fdb5d3ca835386.

Revert "Improved: Prevent URL parameters manipulation (6FBtZ-1314#)"
This reverts commit 59e79c6f39beb031cf2b476215b0701745725a64.

Revert "Fixed: [SECURITY] Several CVEs in Apache Tomcat (6FB1Z43180)"
This reverts commit allelfba91da54e59c4d7b22cd7562009558bc7f.

Revert "Improved: Prevent URL parameters manipulation (©FBtZ-431447)"
This reverts commit b15ffa06fc348c085ael78a77a4e4e83f610f4f8.

Revert "Fixed: Support non-breaking spaces in numeric strings (6FB2-1+3168)"
This reverts commit 98abd377d05530190ee954beel16768c7dc4adb59.

Revert "Fixed: Support non-breaking spaces in numeric strings (6FBZ-1+3168)"
This reverts commit 8a3293a78756827ddaec42456f1blda59ele5e58.

Revert "Improved: Prevent URL parameters manipulation (6FB1Z-13147)"
This reverts commit de26aaebb484c7fdfe84b0efff52f31f8db5be8b.

Revert "Improved: updates README.adoc for JDK use, now 11"
This reverts commit 42d0ad8532aleae80bce597¢818edla453a9ca9c.

v ASF subversion and git services added a comment - 30/Nov/24 12:41

Commit 8ff652efc49613b7858da95f807475cab8894ef2 in ofbiz-framework's branch refs/heads/release18.12 from Jacques Le Roux
[ https://gitbox.apache.org/repos/asf?p=ofbiz-framework.git;h=8ff652efc4 ]

Reverted: Commit b663c86 (6FBtZ-13162)

v People

Assignee:

Deepak Dixit
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Votes:

0 Vote for this issue

Watchers:

2 Start watching this issue
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Created:
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