
wsrep_sst_mariabackup on the donor side interpolates parameters sent by the joiner into the command line without proper validation.

For example, certificate's CommonName can contain arbitrary characters.
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Activity

 added a comment - 2026-04-23 14:00

I gave up. This is how I tried to make the test:

--- a/mysql-test/suite/galera/t/galera_sst_mariabackup_encrypt_with_key_server.test

+++ b/mysql-test/suite/galera/t/galera_sst_mariabackup_encrypt_with_key_server.test

@@ -16,9 +16,32 @@ SELECT 1;

 --source include/wait_condition.inc

 

 # Confirm that transfer was SSL-encrypted

---let $assert_text = Using openssl based encryption with socat

---let $assert_select = Using openssl based encryption with socat: with key and crt

---let $assert_count = 1

---let $assert_file = $MYSQLTEST_VARDIR/log/mysqld.1.err

---let $assert_only_after = CURRENT_TEST

---source include/assert_grep.inc

+--let SEARCH_FILE = $MYSQLTEST_VARDIR/log/mysqld.1.err

+--let SEARCH_PATTERN = Using openssl based encryption with socat: with key and crt

+--source include/search_pattern_in_file.inc

+

+--echo #

+--echo # MDEV-39413 wsrep unsafe handling of parameters

+--echo #

+

 Sergei Golubchik
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but node_2 doesn't start no matter what I tried.
Also aborted SST leaves mbstream and socat processes running, but they timeout eventually.
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