4/18/26, 3:02 PM JVNVU#90646130: = EMKRIZH (T 2EEEROTFIXREDRIEE

e

NBEH : 2026/04/07 BALFEHHE : 2026/04/13

JVNVU#90646130
FHO=ZTRRRICH (T 2 EREROFIREFOMESHE

B
BERO=ZFERRRIC(E. EREROFXREFORSBUENFEL £7.

HEERIIDVATL

GENESIS64
o Version 10.97.35 & U6 ABTD/ s—2 3>

e JCONICS Suite
o Version 10.97.3 & ¢ ABTOD/ N—2 3 >

e MobileHMI
o Version 10.97.3% & ¢ N ARTOD/N—2 3 >

e Hyper Historian
o Version 10.97.3F & U ABTOD/ N— 3 >

e AnalytiX
o Version 10.97.3% & ¢ N ARTOD/N—2 3 >

e MC Works64

o BIN—T3

e GENESIS
o Version 11.02F & ¢ ABTD/ N—2 3 >

FEHETERR

= EMHM A HYRId B GENESIS64, ICONICS Suite, MobileHMI, Hyper
Historian, AnalytiX, MC Works64#5 & {*GENESIS(Z (. XDMEFMHATFEL F
ER

o ERLEBROFXMREF (CWE-312)
o CVE-2025-14815

o SQLiteAFBL-O—HILF v v aleENrBMIZH>THY.
P OSQLY —/N—DFBAEFIRIZSQLABEAMER 2 M TWBI55 (2
RSN EAER(TET

o GUITOHEZENIFROFXIRIFE (CWE-317)
o CVE-2025-14816

https://jvn.jp/vu/JVNVU90646130/

HOME
JVNE I * ]

REL - roRays @

BEELTI—F—E £
WN-JF

WN-JP (SR
VNVU
TA

TRnotes

JVIM iPedia
Wt —y<— 3
MyJYN
JVNJIS/ARSS
~RUFEN R

IERE TR E
HEERIEIEEE OEH

2l IJEFE B

HESEE

1/3


https://jvn.jp/index.html
https://jvn.jp/index.html
https://jvn.jp/nav/jvn.html
https://jvn.jp/nav/jvn.html
https://jvn.jp/nav/jvnhelp.html
https://jvn.jp/nav/jvnhelp.html
https://jvn.jp/report/index.html
https://jvn.jp/report/index.html
https://jvn.jp/jp/index.html
https://jvn.jp/jp/index.html
https://jvn.jp/adj/index.html
https://jvn.jp/adj/index.html
https://jvn.jp/vu/index.html
https://jvn.jp/vu/index.html
https://jvn.jp/ta/index.html
https://jvn.jp/ta/index.html
https://jvn.jp/tr/index.html
https://jvn.jp/tr/index.html
http://jvndb.jvn.jp/
http://jvndb.jvn.jp/
http://jvndb.jvn.jp/apis/myjvn/index.html
http://jvndb.jvn.jp/apis/myjvn/index.html
https://jvn.jp/rss/index.html
https://jvn.jp/rss/index.html
https://jvn.jp/nav/index.html
https://jvn.jp/nav/index.html
https://jvn.jp/reply/index.html
https://jvn.jp/reply/index.html
http://www.ipa.go.jp/security/vuln/report/
http://www.ipa.go.jp/security/vuln/report/
https://jvn.jp/contact/index.html
https://jvn.jp/contact/index.html

4/18/26, 3:02 PM JVNVU#90646130: EHN=ZEMERIZH T 2EEEROFEXRENNESSE
o WEZRIT HHyper Historian Splitter#éBE(IZ UL T, SQLY—/N—D
ARAE A TEIZSQLERREAMER S N T W\ BI5E ICAIESSMNE R 4 %
bEXE

PETNZE
WBHIZL ) SQLY —N—DBHERA GRS N, #ERE LT, BRIEA L. 18
BRIA. Y—ERERKFE (DoS) HThNSAREMAH 1) £ 7.

WERTTE

CVE-2025-14815[[) [T}k :

Ty 77— b BR%. BEK - E#KERET 3

GENESIS64, ICONICS Suite, MobileHMI, Hyper Historian, AnalytiX, GENESIS(Z
BIL TiE. XRBEORFRAFAL . ¢t DERFEEHIRRY S CVE-2025-14815[1]
(Foo TERESK - BB, ARMEL T A,

HWEANEEMZA 6 L < (IBERK - E#HKERHT S

MC Works64(ZBE L Tid. MRBRDIREFEIH Y FBA.

MC Works647 5 GENESIS64~DE X ] X 5 Kiig 5H . FIREHIERT HCVE-
2025-14815[@) (> "EIEIK - EEK ) AFEREL T Z& 0y,

CVE-2025-14816[[) [T %% :

Tv7TTr— b9

GENESIS64, ICONICS Suite, MobileHMI, Hyper Historian, AnalytiX, GENESIS|Z
BIL TIE. WRIFORFMRAFRL T &0,

7$H. MC Works64[ZRIL Tld. XNRRDIBETFEIZH Y A

Tyv7T— b REOB&HA . BEK - BERREOFMICOVLTIE. FREHD
RftT MR L T2,

NV YER

O e
—=%% GENESIS64, ICONICS Suite, MobileHMI, Hyper Historian, AnalytiX,

BkIX  MC Works64 R U'GENESISIZ ST B BREBDBHRIRA LY. T ARV
&t — ' RIEE(DoS)D S

EEER

1. ICS Advisory | ICSA-26-097-01
Mitsubishi Electric GENESIS64 and ICONICS Suite products

JPCERT/CCh SO EETS

JPCERT/CCIC &DHEE8 147 tria R

https://jvn.jp/vu/JVNVU90646130/ 2/3


https://www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2025-023.pdf
https://www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2025-023.pdf
https://www.mitsubishielectric.co.jp/psirt/vulnerability/pdf/2025-023.pdf
https://www.cisa.gov/news-events/ics-advisories/icsa-26-097-01

4/18/26, 3:02 PM JVNVU#90646130: = EMKRIZH (T 2EEEROTFIXREDRIEE

B¢

Z ONEEsHEE RIS . REMAE~OEM A BRI

. B%EHIPCERT/CCIZHRE
L. JPCERT/CCHBEIRE & DFFEAEITLE L 1=,

BEVE
JPCERT &2
JPCERT REPORT
CERT Advisory
CPNI Advisory
TRnotes

CVE

JVN iPedia

EFTEE

2026/04/13
[S%£154R] (ZICS Advisorydd V) > o &IBINL % L 1=

Copyright (c) 2000-2026 JPCERT/CC and IPA. All rights reserved.

https://jvn.jp/vu/JVNVU90646130/ 3/3



