
Security Listings

CVE-2022-26597 Stored XSS with site name in Open Graph
integration
Description
Cross-site scripting (XSS) vulnerability in the Layout module's Open Graph integration in Liferay Portal 7.3.0 through 7.4.0 allows remote attackers to inject arbitrary web script
or HTML via the site name.

Severity
5.4 (CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N)

Affected Version(s)
Liferay Portal 7.3.0 - 7.3.7
Liferay Portal 7.4.0

Fixed Version(s)
Liferay Portal 7.4.1
January 2022 source patch for Liferay Portal 7.3.7. Details for working with source patches can be found on the Patching Liferay Portal page.
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Found a Bug?

If you have found, or think you have found a bug, help us to help you by letting us know!

Learn How >

This Website Uses Cookies

This website uses cookies and similar tools, some of which are provided by third parties (together “tools”). These tools enable us and the third parties to
access and record certain user-related and activity data and to track your interactions with this website. These tools and the information collected are used
to operate and secure this website, enhance performance, enable certain website features and functionality, analyze and improve website performance,
and personalize user experience. If you click "Accept All”, you allow the deployment of all these tools and collection of the information by us and the third
parties for all these purposes. If you click “Decline All” your IP address and other information may still be collected but only by tools (including third party
tools) that are necessary to operate, secure and enable default website features and functionalities. Review and change your preferences by clicking the
“Configurations” at any time. Visit our Privacy Policy

Configuration Accept All Decline All
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https://github.com/liferay/liferay-portal/releases/tag/7.4.1-ga2
https://github.com/community-security-team/liferay-portal/compare/7.3.7-ga8...7.3.7-cumulative.patch
https://liferay.dev/learn/security/patching
https://nvd.nist.gov/vuln/detail/CVE-2022-26597
https://liferay.dev/
https://liferay.dev/
https://liferay.dev/vulnerabilities?category=121753907
https://liferay.dev/vulnerabilities?category=121753902
https://liferay.dev/feedback/report-a-bug
https://www.liferay.com/privacy-policy
https://www.liferay.com/privacy-policy


Found a Security Vulnerability?

There's a different process available if you have a security issue to report...

Learn How >

Hall of Fame!

Raise your profile - report security vulnerabilities and enter the Hall of Fame!

Learn How >
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