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CVE-2026-48689
9.8 (Critical)

CWE-193 (Off-By-One Error), CWE-122 (Heap-
based Buffer Overflow)

FastNetMon Community Edition <= 1.2.9

src/dynamic_binary buffer.hpp, lines 101, 110,
121, 149, 160 (five separate methods)

Remote (NetFlow / sFlow / IPFIX / BGP
processing)

Lorikeet Security

This bug is structurally identical to the famous one-byte heap overflows that took out Sendmail
in 2003 and dnsmasq in 2017. It is a single character difference in a bounds check, repeated
across five methods of the same class, in a buffer abstraction that is used by virtually every

protocol path FastNetMon implements.

The class is dynamic binary buffer t in src/dynamic binary buffer.hpp .lItis
FastNetMon's general-purpose growable byte buffer, used to serialize BGP messages,

NetFlow template flowsets, IPFIX records, and Flow Spec NLRI. It has a maximum size

( maximum internal storage size ), a current write offset ( internal data shift ),

and a heap-allocated backing buffer. Five of its append/copy methods check whether a new
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"code execution as the FastNetMon process user" is short.

The bug

// src/dynamic _binary buffer.hpp around line 110 (append dynamic_ buffer)
bool append dynamic buffer(const dynamic binary buffer t& src) {
size t length = src.get used size();
if (internal data shift + length > maximum internal storage size + 1) {
return false; // <-- BUG: +1
}
memcpy (internal storage + internal data shift, src.get internal storage(), 1
internal data shift += length;
return true;

// Same check, four other methods:

// - append data as pointer (line ~101)
// - append data as object ptr (line ~121)
// - memcpy from ptr (line ~149)
// - memcpy from object ptr (line ~160)

// But append byte() at line 87 uses the correct check:
bool append byte(uint8 t b) {
if (internal data shift > maximum internal storage size - 1) {
return false; // CORRECT
}
internal storage[internal data shift++] = b;
return true;
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maximum internal storage size + 1 . The difference is that the buggy check permits a
write where internal data shift + length == maximum internal storage size +

1 —that is, a write whose last byte lands at index maximum internal storage size ,
which is one past the last valid index of a buffer of size maximum internal storage size .

One byte past the end.

The append byte method at line 87 uses the correct form. The fact that one method gets
the check right and five get it wrong is a strong signal that this is a mechanical bug —
probably a copy-paste with an off-by-one ambiguity that the author noticed but did not resolve

(see the "TODO: Why +1?" comment).

The one-byte heap overflow as an exploit primitive

A single-byte overwrite is enough. The classical exploitation technique is to allocate the buffer
such that its end abuts a glibc heap chunk metadata structure. On 64-bit glibc, the chunk
header for the next allocation is a 16-byte structure: an 8-byte prev _size field (used when
consolidating with the previous chunk) and an 8-byte size field that holds the chunk size
plus three flag bits ( PREV_INUSE , IS MMAPPED , NON MAIN ARENA ). The one byte the
attacker can write past the end of dynamic _binary buffer t lands on the low byte of

prev_size (if the buffer is exactly aligned) or on the low byte of size (if it's offset by 8).

Both targets enable well-documented heap corruption techniques:

e Off-by-one onto the size field — expand the apparent size of the next chunk, then trigger
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These techniques have been documented in detail since at least 2005 and have produced
exploits against real-world targets repeatedly. There is no novel research required to

weaponize a one-byte heap overflow in 2026.

Reachability: everywhere

The buffer class is used pervasively. The reachability surface includes:

How an attacker reaches the buggy

Code path
P methods

BGP message encoding (announcel/withdraw) Any BGP UPDATE message that triggers
route processing in FastNetMon causes
attribute serialization into a
dynamic binary buffer t

sFlow sample processing sFlow agent data is staged through the buffer
class during flow-record extraction.
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How a fix should look

// Replace in all five methods:
if (internal data shift + length > maximum internal storage size + 1) {

// With:
if (internal data shift + length > maximum internal storage size) {

One character. Five places. Done. The TODO comment at line 100 can be removed.

The defensive secondary improvement is to add a unit test that allocates a buffer of a known
small size, fills it to exactly the maximum, then attempts one more byte through each of the six
append/copy methods. If any of them succeed, the test fails. This is the kind of test that a

developer writes once, runs in ClI forever, and never has to think about again.

For project maintainers more generally: every fixed-size-with-a-bounds-check class in your
codebase should have a unit test that exercises the boundary. The test is one function. It

catches every off-by-one in this class structurally. There's no excuse for not having it.

Compensating controls

* Restrict every input plugin's reachability. This bug is reachable from every protocol
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checks at every malloc / free and aborts on detected corruption. The cost is moderate
(a few percent of throughput) and the benefit is converting a one-byte overflow from

“exploit primitive" to "abort on detection."

Build with -D_FORTIFY_SOURCE=3 (the strongest fortify level). This adds compiler-
Inserted bounds checks to memcpy calls where the destination size is known at compile
time. The dynamic_binary buffer_t 'sinternal_storage is a member array of known

maximum size; FORTIFY can detect over-copies into it.

Audit for other off-by-ones. The "+1" pattern is mechanical. Grep src/ for >
maximum_internal storage size + 1 and any similar boundary expressions. If your
tree has been forked or patched locally, check whether the same anti-pattern appears in

your local changes.

Run AddressSanitizer in test. ASan trivially catches one-byte heap overflows at the time
they happen. A FastNetMon build under ASan in your test environment with a fuzz harness

over NetFlow templates will surface this bug within seconds.

The pattern: copy-paste with off-by-one indecision

This bug has a specific failure mode worth naming: the developer wasn't sure whether the
check should be > max or >= max or > max + 1 , picked one of the wrong forms, and
left a "TODO: Why +1?" comment in the code. The TODO is the smoking gun. The developer
knew the check was suspicious. They chose the form that allowed one extra byte rather than

the form that disallowed the exact maximum, possibly out of an intuition that "the buffer should
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central case in any code involving array indexing. If your reviewer can't immediately reason

through why the +1 is correct, the check is wrong. Get a second pair of eyes, write a test, do

not commit on intuition.

Disclosure timeline

Date Event

2026-04-25 Vulnerability identified during Lorikeet Security source code audit of FastNetMon
Community Edition 1.2.9

2026-04-25 Vendor (Pavel Odintsov / FastNetMon LTD) notified at the contact published in
SECURITY.md

Vendor response

2026-05-23 Lorikeet Security publishes responsible disclosure report
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