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CVE-2026-48696
6.0 (Medium)

CWE-120 (Buffer Copy without Checking Size), CWE-
676 (Use of Potentially Dangerous Function)

FastNetMon Community Edition <= 1.2.9

src/actions/exabgp action.cpp, function
exabgp prefix ban manage() , lines 21-31

Local (configuration file)

Lorikeet Security

FastNetMon talks to ExaBGP — the Python-based BGP speaker that many operators use as a

programmable BGP route injector — via a simple command-line protocol. The function
exabgp prefix ban manage() In src/actions/exabgp action.cpp formats an ExaBGP

announce-or-withdraw command into a fixed 256-byte stack buffer using sprintf() and then

writes the result to ExaBGP's input pipe.

The format string is "announce route %s next-hop %s community %s\n" , which consumes
about 40 bytes of fixed text, leaving roughly 216 bytes for the three variable-length string
substitutions (prefix, next-hop, community list). The prefix and next-hop are bounded (an IPv4
prefix is at most 18 characters; an IPv6 next-hop is at most 39 characters), but the community list
IS unbounded. The exabgp community configuration value is read from fastnetmon.conf

with no length validation.
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The vulnerable code

// src/actions/exabgp action.cpp, lines 21-31
void exabgp prefix ban manage(const std::string& prefix,
const std::string& next hop,

const std::string& community) {
char bgp message[256];

sprintf(bgp message,
"announce route %s next-hop %s community %s\n",
prefix.c str(),
next hop.c str(),

community.c str()); // <-- OVERFLOW

This is the canonical sprintf -into-a-fixed-buffer bug. Every "C programming pitfalls" article
from the past 35 years lists it. The C standard library has provided snprintf() since C99
(1999) precisely to avoid this; using sprintf() in 2026 in a security-relevant code path is a
code smell that compiler warning configurations should flag with -Wformat-security (which

the default FastNetMon CMake build does not enable).
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needs the ability to either modify the configuration file or coerce an operator into supplying a long
community list. But unlike (which fires at startup), this bug doesn't fire until

FastNetMon actually invokes ExaBGP — which happens during an active DDoS mitigation.

The implication: the overflow can be timed. An attacker who can briefly modify the configuration
file just before a DDoS attack lands can choose precisely when the corrupted-stack code path
executes. This is useful in scenarios where the attacker is coordinating a multi-stage attack: caus
traffic, FastNetMon attempts to push an ExaBGP announcement, the announcement code

overflows, the daemon crashes (or, with the right payload, the daemon's stack is hijacked).
The attack scenarios:

* Malicious or compromised configuration management. Same shape as CVE-2026-48690.
An operator's Ansible playbook templates the community list from a database query; the quer

returns more entries than expected; the resulting config overflows on first BGP announcement

Tutorial transcription errors. A blog post describes setting up granular community-based
blackholing with 20+ communities. An operator copies it verbatim; the community list grows;

the bug becomes live.

Operator who wants more communities. An operator legitimately needs to attach many
communities (e.g., multiple upstream providers each requiring their own community for
blackhole signaling) and configures a long list. The configuration is valid; the daemon's code

path is not.

The "Medium" CVSS rating reflects the local attack vector. In practice, the bug is more dangeroug
than that score suggests because the trigger is operator-supplied configuration that an operator

might reasonably set in production.
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fPIE , attacker-controlled bytes overwriting the saved return address. The overflowed bytes here
come from the community string, which is the operator-supplied configuration value — so the
bytes are not fully attacker-chosen unless the attacker is also the operator. But for an attacker
who can write the configuration file (because they have local shell access on the FastNetMon

host), they choose the community string and therefore the overflow bytes.

The chain is: write malicious community string to fastnetmon.conf - wait for an attack (or
generate one) — FastNetMon invokes exabgp prefix ban manage with the malicious
community — sprintf overflows the stack — saved return address now points to attacker-chosen

address — code execution at function return.

How a fix should look

void exabgp prefix ban manage(const std::string& prefix,
const std::string& next hop,
const std::string& community) {
// 1. Use std::string, no fixed buffer.
std::string bgp message "announce route

+ prefix
" next-hop " + next hop

community " + community + "\n";

// 2. (Defensive) Reject communities that are obviously pathological.

if (community.size() > 1024) {
log error("exabgp community list too long: %zu bytes", community.size());
return;
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fixed-size char[256] Ina 2026 C++ codebase except for narrowly performance-constrained

inner loops; this is not one of those.

If you must use a fixed-size buffer, use snprintf() with a size argument and check the return

value to detect truncation:

char bgp message[1024];
int n = snprintf(bgp message, sizeof(bgp message),
"announce route %s next-hop %s community %s\n",
prefix.c _str(), next hop.c str(), community.c str());
if (n <0 || (size t)n >= sizeof(bgp message)) {
log error("ExaBGP message would be truncated: %d >= %zu",
n, sizeof(bgp message));
return;

Either form is structurally safe. The original code is not. There is no defensible reason to retain it.

Compensating controls

* Audit your exabgp community configuration value. Countthe communities you've
configured. If you have more than 15 (each community is ~11 characters), you are
approaching the overflow threshold. Most operators only need 1-5 communities for blackhole

signaling; long lists usually indicate misconfiguration or a misunderstood requirement.

* Lock down /etc/fastnetmon.conf permissions. Same advice as
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Enable -Wformat-security inyour CMakeLists.txt. The compiler will flag this sprintf
call as a security issue at build time. Worth fixing once at the project level so all future calls ge

checked.

If you don't use ExaBGP, disable the action. FastNetMon supports multiple BGP-speaker
backends (ExaBGP, GoBGP). If you use GoBGP, the ExaBGP code path is dead code;

configure FastNetMon to use only GoBGP and the buggy function is never reached.

The pattern: don't write to fixed-size buffers, ever

Three CVEs in this disclosure series (this one, , and ) come
from the same root cause: a fixed-size buffer paired with a length value that wasn't checked

against the buffer's actual capacity. Every one of them is preventable by the same set of habits:

. Use bounded standard-library APIs. snprintf instead of sprintf . strlcpy instead
of strcpy . std::string instead of char[256] . std::vector<T> insteadof T

arr[N] .

. Check destination size at every copy. If you must copy, the copy length must be the
minimum of (source bytes available, destination space remaining). The destination space

remaining is always knowable; use it.

. Enable compiler warnings that catch these patterns at build time. -Wformat-security
-Wstringop-overflow , -Walloca-larger-than . These cost nothing and catch real
bugs.
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three bugs in this CVE series under default build flags is operating at a 1995 hygiene level.

Disclosure timeline

Date Event

2026-04-25 Vulnerability identified during Lorikeet Security source code audit of FastNetMon
Community Edition 1.2.9

2026-04-25 Vendor (Pavel Odintsov / FastNetMon LTD) notified at the contact published in
SECURITY.md

Vendor response

2026-05-23 Lorikeet Security publishes responsible disclosure report
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