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Attack Type

B2(CVE-2025-51678)

CWE-1420

RISC-V

No

No

PicoRV32(https://github.com/YosysHQ/picorv32)
. Commit ID
87c89acc18994c8cf9a2311e871818e87d304568

Context-dependent
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CWE-1198

RISC-V
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No

PicoRV32(https://github.com/\
. Commit ID
87c89acc18994c8cf9a2311e8

Context-dependent
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SynFuzz CVE

B2(CVE-2025-51678)

Memory Interface

The bug resides within the processor memory
interface, where the address calculation for
subsequent memory operations is not accurately
updated. This flaw can result in disruptions to
memory access, such as incorrect instruction
fetching or inadvertent data retrieval from
unintended memory locations, thereby
compromising the reliability and integrity of the

processor's operation.

https://github.com/YosysHQ/picorv32/issues/269

Issue Location:

https://github.com/YosysHQ/picorv32/issues/269

Trigerring Input: When mem_addr is
X"00000074" and pcpi_insn is X"DD679663"
Expected Output: mem_addr: 64 bit memory

value PicoRV value: xxxxxxxx (unknown value)
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B3(CVE-2025-51678)

Co-processor Interface

The bug has been identified in
Processor Interface, where ins
for the co-processor are not fu
decode stage, leading to incor
data being forwarded to the cc
bug undermines the reliability
instruction execution, limiting t
and compatibility of hardware

through the co-processor inter

https://github.com/YosysHQ/pi

Issue Location:

https://github.com/YosysHQ/pi
Trigerring Input: When mem_e
X"00000074" and pcpi_insn is
Expected Output: mem_addr:

value PicoRYV value: XXXXXXXX
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