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package Businesé?:OnlinePavment::StoredTransaction; “

use 5.008004;

use strict;

use warnings;

use Carp;

use Business::0nlinePayment;
use Crypt::0penSSL: :RSA;

use Crypt::CBC;

use Storable;

use MIME: :Base64,

use Digest::MD5;

our @ISA = qw(Business::0nlinePayment);
our @EXPORT_OK = ();
our @EXPORT = ();

our $VERSION = '0.01';

# Preloaded methods go here.

sub set_defaults {
my $self = shift;
$self->build_subs(qw(public_key));

sub map_fields {
my $self = shift;
my %content = $self->content();
$content{'type'} = lc($content{'type'});
$content{'action'} =lc($content{'action'});
$self->transaction_type($content{'type'});
$self->public_key($content{'password'});
$content{'password'} = "'"';
$content{'name'} = $content{'first_name'}.' '.$content{'last_name'}
unless defined $content{'name'};
$content{'expiration'} =~ /(\d\d)\D*(\d\d)/ if $content{'expiration'};
$content{'expiration_month'} = $1
unless defined $content{'expiration_month'};
$content{'expiration_year'} = $2
unless defined $content{'expiration_year'};
$content{'currency'} = 'USD $'
unless defined $content{'currency'};
$self->content(%content);

sub submit {
my $self = shift;
my %actions = ('normal authorization' => 1,
'authorization only' => 1,
'credit' => 1,
'post authorization' => 1,
'void' => 1);
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57 $self->map_fields();

o WP o i () $self->content();

59 Mfi’o‘prllC_key = $self->public_key(); v
66 croak—'No publib kcy fotnd—in 'paDDWUIdI" tnless $publib_kcy,
61 if ($actions{$content{action}}) {

62 my $rsa_pub = Crypt::0penSSL: :RSA->new_public_key($public_key);
63 my $plaintext = Storable::nfreeze(\%content);

64 my $seckey = Digest::MD5::md5_hex(rand());

65 my $encseckey;

66 eval { $encseckey = $rsa_pub->encrypt($seckey) };

67 my $cipher = Crypt::CBC->new( {'key' => $seckey,

68 "cipher' => 'Blowfish',
69 1)

70 my $ciphertext = $cipher->encrypt($plaintext);

71 $ciphertext = encode_base64($ciphertext);

72 $ciphertext =~ s/\s+//g;

73 $encseckey = encode_base64($encseckey);

74 $encseckey =~ s/\s+//g;

75 $ciphertext = "$encseckey:$ciphertext";

76 if ($ciphertext and !$@) {

77 $self->is_success(1);

78 $self->authorization($ciphertext);

79 $self->error_message('"success");

80 }

81 else {

82 $self->is_success(0);

83 $self->error_message("failed to encrypt $@");

84 }

85 }

86 else {

87 croak "Bad Action >$content{action}< - That action is not supported'
88 }

89 }

90

91 1,

92 | __END__
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