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/ CVE-2026-38931
simplephp Cross Site Scripting (XSS) Vulnerability

i Overview

e CVE ID: CVE-2026-38931
e Vendor: creatorsofcode
e Product: simplephp
’ e Version: GitHub commit 5184cff (Latest as of 2026-02-27)
e Vulnerability Type: Cross Site Scripting (XSS)

e Affected Component: /admin/config-module.php

Description

simplephp's latest version (Development version at commit 5184cff) contain an
Cross Site Scripting (XSS) vulnerability in the /admin/config-module.php

component.

This vulnerability is caused by the lack of proper Cross Site Scripting (XSS)
defenses in certain components. An attacker can construct a stored Cross Site
Scripting (XSS) vulnerability by persistently storing malicious scripts on the
server. When other users visit the affected pages, the malicious scripts execute

automatically in their browsers.
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@ Osshooard Module Configuration

89 Modules Configure installed and active modules

M Themes
Modules Hello World Module

Simple demonstration module configuration. Customize the greeting message and display options.

‘Theme Customizer

Greeting Color

The c or the greeting text
Show Timestamp.
She
Display Position
Hidden (Debug Mode)
Where to display the greeting message.
Custom CSS

hello-world { font-si

Add custom CSS styles for the greeting

Save Configuration

[ togout
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<script>alert(666666) </script>

> togout

| After the page displays "Configuration saved successfully", we visit the website

homepage and find that the XSS alert box appears, confirming the existence of a

stored XSS vulnerability.

@ 192.168.213.128

666666
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