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Company：FUJIAN APEX SOFTWARE CO., LTD.​

official website: https://www.apexsoft.com.cn​

Product: https://www.apexsoft.com.cn/platform/index.htm

Affected version:  <2.1

Vulnerability Type: Remote Code Execution (RCE)​

Attack Vector: Network (Remote)​

 漏洞描述 (Description)：​

A critical vulnerability has been identified in the LiveBOS pla

CO., LTD.. The flaw exists within the /feed/UploadImag

1. Authentication Bypass: An attacker can bypass the se

extension (e.g., ;js.jsp ) to the URL path.​

2. Path Traversal & Arbitrary File Upload: The endpoint 

the multipart request, allowing the use of ../  sequenc

3. Remote Code Execution (RCE): An unauthenticated re

JSP file into the webroot or other sensitive directories. B

execute arbitrary system commands (e.g., whoami ) an

Impact Score (CVSS v3.1):​
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