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CVE-2025-70420: Authenticated SQL
Injection in Genesys Latitude

Disclosures

During a security assessment, OkunSec identified an authenticated SQL injection vulnerability
in Latitude v25.1.0.420, developed by Genesys. Latitude is a debt collection platform used to
manage accounts, process payments, and handle debtor communications. As such, it
processes sensitive PIl and financial data, making it an attractive target for threat actors.

The issue was identified in the status parameter of the
/InteractionCollectorWebClient/api/inventory endpoint, which can be accessed via the “Agent
Desktop” navigation menu and clicking the “Inventory” link.
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We observed that appending a single quote to the parameter value triggered a database
error, indicating improper input handling.
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==
Edited request ~ Response
Pretty  Raw  Hex ® B W = | pretty Raw  Hex a@ w =
1 GET /InteractionCollectorWebClient/api/inventory age:l& 1 HTTPfl.1 S00 Internal Server Error
pageSize=10&sortColunn=6ascending=false&count=0&accountld=0 HITP/1.1 2 Cache-Control: no-cache
2 Host: | - 3 Pragma: no-cache
3 x-csrf-token: 4 Content-Type: application/json; charset=utf-8
- | -l g e - "] S5 Expires: -1
o = 6 Server: Microsoft-IIS/10.0
4 Accept-lLanguage: en-US,en;g=0.9 7 X-AspNet-Version: 4.0.3031%
S Accept: application/json, text/plain, */* 8 X-Powered-By: ASP.NET
6 User-Agent: Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/S37.36 (KHTML, S X-UA-Compatible: IE=edge
like Gecko) Chrome/143.0.0.0 Safari/537.36 10 Date: Fri, 12 Dec 2025 17:41:34 GMT
7 dbConnection: Latitude.Database 11 Content-Length: 242
2 Referer: =1 B o'y L 12
9 Accept-Encoding: gzip, deflate, br 13| )
10 Cookie: FedAuth= )
I s ? == E I,
- - N = - iy 1 L 14 {
" . f = - e "message" :
B - =il e " f- "an error has occurred. If this problem persists, please contact
™ wmm L L - Technical Support.",
= = "= - B "exceptionType":"SqlException®,
- L — - N = L] "exceptionMessage" :
-~ - L] = "Incorrect syntax near '001'.\r\nUnclosed quotation mark after the
=l u - . o character string ''."
5, S ik - }

Using SQLMap, we automated the injection and were able to enumerate the database system,
including its version and databases.

[ ] [INFO] the back-end DBMS
back-end DBMS: Microsoft SQL Server
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] [WARNING] HTTP error codes detected during run:
(Bad Request) - 1 times

| ] fetched data logged to text files under '/home/kali/.local/

While the injection worked, we were unable to extract sensitive data from the “Latitude” table,
likely due to extra protections at the database layer.

Disclosure Timeline

e 2025-12-10 — Vulnerability discovered and client notified
e 2025-12-23 — Vendor notified (first attempt)

e 2026-01-30 — Vendor notified (second attempt)

e 2026-03-18 — Vendor notified (third attempt)

e 2026-04-21 — Public disclosure
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