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Date: Tue, 28 Jan 2014 20:38:23 -0700

From: Kurt Seifried <kseifried@...hat.com>

To: Open Source Security <oss-security@...ts.openwall.com>,

        Assign a CVE Identifier <cve-assign@...re.org>

Subject: OpenSSH J-PAKE vulnerability (no cause for panic! remain calm!)
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Hash: SHA1

http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/schnorr.c

Revision 1.10: download - view: text, markup, annotated - select for diffs
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In the experimental, never-enabled JPAKE code: clear returned digest and

length in hash_buffer() for error cases; could lead to memory corruption

later if EVP_Digest* fails.  Pointed out by Mark Dowd

As I understand it this can be enabled via code edit/gcc command line

options, so not sure if this qualified for a CVE or not (vuln in code,

yes, is code reachable? not under any default setup, and even on

non-default you have to go pretty far off to enable it).

- -- 

Kurt Seifried Red Hat Security Response Team (SRT)
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