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PASTEB' N paste Search... LOGIN
(/DOC_API) (/TOOLS) (IFAQ)
( | ) 0 (/LOGIN)
Public P rchi
ublic Pastes (/archive) SIGN UP
. Untitled (JCGbK3kQ?source=public_paaie@NUP)
Untitled SHARE 56 min ago | 7.86 KB
AGUEST MAR 24TH, 2026 454 0 NEVER 3 TWEET

Untitled (/N9pGarxH?source=public_pastes)
1 hour ago | 30.62 KB

Not a member of Pastebin yet? Sign Up (/signup), it unlocks many cool ) o .
Y Sign Up (/signup) Y Untitled (/35AAjvja?source=public_pastes)

features! 2 hours ago | 5.74 KB
Untitled (/UOKkPFnvR?source=public_pastes)
text (/archive/text) 5.18 KB | None | raw (/raw/Tk4LgMG2) 2 hours ago | 5.93 KB
0 (/login?return_url=%2FTk4LgMG?2) download (/dI/Tk4LgMGZ2) Untitled (/icqzrPMT?source=public_pastes)
0 (/login?return_url=%2FTk4LgMG2) clone (/clone/Tk4LgMG2) 3 hours ago | 18.99 KB
embed (/fembed/Tk4LgMG2) Untitled (/Ffn3kpzF?source=public_pastes)

. . 4 hours ago | 9.26 KB
print (/print/Tk4LgMG2)

Untitled (/t752Tzxh?source=public_pastes)

report (/report/ Tk4LgMG2) 5 hours ago | 32.32 KB

**Sage DPW**

fo | 7 (V12 SUNBSERIEN = SEYS DIF] Untitled (/s7VPfgek?source=public_pastes)
2. 6 hours ago | 4.59 KB

3. ## Vendor

4. **Sage**

B

6. ## Product

7.

8.

9.

## Affected Version(s)
10. - For Finding [1] and [3]: Prior to **2025_06_004**
11. - For Finding [2]: Prior to **2021_06_004**
12.
13. ## Fixed Version
14. - **2025_06_004**
15.
16. ---
17.
18. ## [1] Disclosure of Sensitive Data via Database Monitor
Endpoint - CVE-2025-67805
19.
20. ### Attack Type
21. Information Disclosure
22.
23. ### Impact We use cookies for various purposes including analytics. By
24. Potential exposure of sensitive database and user data (e.g.continuing to use Pastebin, you agree to our use of cookies
emails, password hashes, salts, and metadata). as described in the Cookies Policy (/doc_cookies_policy).
25. OK, | Understand
26. ### Affected Component(s) ‘m Not a member of Pastebin yet?
27. Database Monitor module . . .
Sign Up. (/signup), it unlocks many cool

“/scripts/cgiip.exe/WService=dpw_mand/a-905x.r" endpoints .
‘ P gip P P ) (/signup)eatures!

28.

https://pastebin.com/Tk4LgMG2
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### Attack Vectors AP| TOOLS FAQ

-[Et paste
Unaut 1cated remot/ACtAFprs cqida®ess diFENstic
ndpoints when the Database Monitor feature was manually 0

enabled in non-default, on-premise installations.

### Suggested Description

A non-default configuration in Sage DPW allowed
unauthenticated access to diagnostic endpoints within the
Database Monitor feature, exposing sensitive information such
as hashes and table names. This feature is disabled by default
in all installations and never available in Sage DPW Cloud. It

was forcibly disabled again in version **2025_06_003**.

### Discoverer(s) / Credits

Limes Security

### Reference(s)

https://www.sagedpw.at/

### Additional Information
- **CVSS v4.0:** 8.2 (High)
Vector:
"CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N
[CVSS v4.0 Calculator Link]
(https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT
- **CVSS v3.1:** 5.9 (Medium)
Vector: 'CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N°
[CVSS v3.1 Calculator Link]
(https://www.first.org/cvss/calculator/3-
1#CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N)
- The issue only arises in non-default, on-premise
configurations where the Database Monitor was manually
enabled.
- The feature was later forcibly disabled, limiting exposure.

- **Sage DPW Cloud** was never affected.

Pastebin.com
LOGIN
(/LOGIN)

SIGN UP
(/SIGNUP)

## [2] User Enumeration via Login Feedback - CVE-2025-67806 We use cookies for various purposes including analytics. By

continuing to use Pastebin, you agree to our use of cookies
### Attack Type as described in the Cookies Policy (/doc_cookies_policy).
User Enumeration OK, | Understand

Not a member of Pastebin yet?

H#H## 1 t ‘u!!!’ R . . -
npac ‘ Sign.Up.(/signup), it unlocks many cool

Allows attackers to identify valid usernames through differi?ﬂsignup)features'

login error messages.

https://pastebin.com/Tk4LgMG2
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62. API TOOLS FAQ
63P éﬁ§/:lf- gcgej Iélompone(y'g(cs();_ApD (/TOOLS) (/FAQ) paste LOGIN
6 .I uthentication / Login handler 0 (LOGIN)
65. SIGN UP
66. ### Attack Vectors (/SIGNUP)
67. By analysing variations in authentication error messages, an
attacker could determine whether submitted usernames exist in
the system.
68.
69. ### Suggested Description
70. The login mechanism of Sage DPW displayed distinct responses
for valid and invalid usernames, allowing enumeration of
existing accounts in versions before 2021_06_000. On-premise
administrators can toggle this behaviour in newer versions.
71.
72.
73. ### Discoverer(s) / Credits
74. Limes Security
75.
76. ### Reference(s)
77. https://www.sagedpw.at/
78.
79. ### Additional Information
80. - **CVSS v4.0:** 6.3 (Medium)
81. Vector:
"CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:N
82. [CVSS v4.0 Calculator Link]
(https://www.first.org/cvss/calculator/4-
O#CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:
83. - **CVSS v3.1:** 3.7 (Low)
84. Vector: "CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N°
85. [CVSS v3.1 Calculator Link]
(https://www.first.org/cvss/calculator/3-
1#CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N)
86. - **Sage DPW Cloud** remains unaffected as this feature is
non-configurable there.
87.
88.
89.
90. ## [3] Unauthenticated Stored XSS via Email and HTTP-POST - We use cookies for various purposes including analytics. By
CVE-2025-67807 continuing to use Pastebin, you agree to our use of cookies
91. as described in the Cookies Policy (/doc_cookies_policy).
92. ### Attack Type OK, | Understand
93. Cross-Site Scripting (Stored) Not a member of Pastebin yet?
o ‘m Sign.Up. (/signup), it unlocks many cool
95. ### Impact

(/signup)eatures!
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96. Execution of injecte@df{TML/JavaScripdOlrs the logauser
con ext,E wBltIhout acc@srOCoAFRFSion (CPOKILES) or sEMRig)ve dataPaSte LOGIN
. 7(.I ) - 0 (/LOGIN)
98. ### Affected Component(s) SIGN UP
99. Database Monitor Evaluation endpoint (/SIGNUP)
(*/scripts/cgiip.exe/WService=dpw_mand/a-9066.htm") and
related Email/POST functionality.
100.
101. ### Attack Vectors
102. An unauthenticated attacker could inject malicious HTML
content through evaluation or email functionality within the
Database Monitor module. The payload would execute only when a
user opened the resulting HTML file locally or viewed certain
interface elements.
103.
104. ### Suggested Description
105. A stored XSS vulnerability was identified in the non-default
Database Monitor module of Sage DPW. Unsanitised input in
evaluation and email features could lead to execution of HTML
or JavaScript in the local user context. The impact is
limited, as the payload runs locally and cookies are protected
via HttpOnly. This feature is disabled by default and not
available in Sage DPW Cloud. The issue was fixed in version
**2025_06_004**,
106.
107 . ### Discoverer(s) / Credits
108. Limes Security
109.
110. ### Reference(s)
111. https://www.sagedpw.at/
112.
113. ### Additional Information
114. - **CVSS v4.0:** 2.3 (Low)
115. Vector:
"CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
116. [CVSS v4.0 Calculator Link]
(https://www.first.org/cvss/calculator/4-
O#CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:P/VC:L/VI:N/VA:N/SC:N/SI:N/SA:
117. - **CVSS v3.1:** 6.5 (Medium)
118. Vector: "CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N" We use cookies for various purposes including analytics. By
119. [CVSS v3.1 Calculator Link] continuing to use Pastebin, you agree to our use of cookies
(https://www.first.org/cvss/calculator/3- as described in the Cookies Policy (/doc_cookies_policy).
1#CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N) OK, | Understand
120. - The injected content executes only in the local context and .
' @ Not a member of Pastebin yet?
does not expose session data. ‘ Sign.Up. (/sianup), it unlocks many cool
121. - Only present if the Database Monitor was manually enabled,, .
(/signup)eatures!
122. - **Sage DPW Cloud** was never affected.
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123, API TOOLS FAQ
124? ASTEBIN (/DOC_API) (/TOOLS) (/FAQ) pasie LOGIN
(1) 0 (LOGIN)
SIGN UP
Advertisement (/SIGNUP)

Comments

TORMONOR (/U/TORMONOR) 26 DAYS
# (ITk4LgMG2#wgFRQVGL) view (/WqFRQVGL)  report (/report/wqgFRQVGL)
CSS (/archive/css) 0.85 KB | reply (/login?return_url=%2FTk4LgMG2%23wqFR(
0 (/login?return_url=%2FwqFRQVGL)
0 (/login?return_url=%2FwqFRQVGL)
1. [ Leaked Exploit Documentation:
2.
3. https://docs.google.com/document/d/1dOCZEHS5JtM51RIT0JzbS403hZ-

__ WTTRXQkV1MexNQ/edit?usp=sharing

This made me $13,000 in 2 days.

o g »

~

Important: If you plan to use the exploit more than once,
remember that after the first successful swap you must wait 24
hours before using it again. Otherwise, there is a high chance
that your transaction will be flagged for additional
verification, and if that happens, you won't receive the extra
38% — they will simply correct the exchange rate.

8. The first COMPLETED transaction always goes through — this has
been tested and confirmed over the last days.

10. Edit: I've gotten a lot of questions about the maximum amoun}:Ne use cookies for various purposes including analytics. By

. . . continuing to use Pastebin, you agree to our use of cookies
it works for — as far as I know, there is no maximum amount. 9 y 9

The only 1limit is the 24-hour cooldown (1 use per day withouf® described in the Cookies Policy (/doc_cookies_policy).

verification from Swapzone — instant swap). OK, | Understand

Not a member of Pastebin yet?
DARQIITOZ (/U/IDARQIITOZ) 6 DAYS S|gnUp(/s|gnup), it unlocks many cool

(/signup)eatures!
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# (ITk4 APl view (lyT1aRBIELS report (/fep&t/yT1aR5Ts
BNSTER] OTAORLS o (AL TARST

LOGIN
gi/zrchlve/css) 0.84 kKB | (/DOC &) (/1oginW/FHAOLS)=0%2FTUEAE)G2%23y T1aR5 (ILOGIN)
LOGIN
(/togin?return_url=%2FyT1aR5Ts) 0
0 (/login?return_url=%2FyT1aR5Ts) SIGN UP
(/SIGNUP)

1. [ Leaked Exploit Documentation:
2.
3. https://docs.google.com/document/d/1dOCZEHS5JtM51RIT0JzbS403hZ-

__ WTTRXQkV1MexNQ/edit?usp=sharing

This made me $13,000 in 2 days.

N o g b

Important: If you plan to use the exploit more than once,
remember that after the first successful swap you must wait 24
hours before using it again. Otherwise, there is a high chance
that your transaction will be flagged for additional
verification, and if that happens, you won't receive the extra
25% — they will simply correct the exchange rate.

8. The first COMPLETED transaction always goes through — this has

been tested and confirmed over the last days.

10. Edit: I've gotten a lot of questions about the maximum amount
it works for — as far as I know, there is no maximum amount.
The only limit is the 24-hour cooldown (1 use per day without

verification from SimpleSwap — instant swap).

GARLIVAS (/U/GARLIVAS) 2 DAYS
# (/Tk4LgMG2#XYjgCRwWC) view (/XYjgCRwC) report (/report/XYjgCRwC)
CSS (/archive/css) 0.06 KB | reply (/login?return_url=%2FTk4LgMG2%23XYjgCF
0 (/login?return_url=%2FXYjgCRwC)
0 (/login?return_url=%2FXYjgCRwC)
1. You literally stole this exploit from

https://t.me/theprotocolone

Add Comment

Please, Sign In (/login?return_url=%2FTk4LgMG2%?23add_comment) to add
comment

{(tooisHiiedtsdiivba "T'.‘ oulsHddisitihea sEhioeia)
We use cookies for various purposes including analytics. By
continuing to use Pastebin, you agree to our use of cookies
create new paste (/) / syntax languages (languages) / archive (/archive) / faq (ffaghs/ desmisb@tboishe’ GigkiemBdecy (/doc_cookies_{iHfieg)!/fabetpsok
(/night_mode) / api (/doc_api) / scraping api (/doc_scraping_api) / news (/news) / pfaK(/pidderstand

ember of Pastebin yet?
/ t /cont
§on ac 15 ?ﬁsrllgancLPp) it unlocks many cool

(/Signup)‘eatures!

privacy statement (/doc_privacy_statement) / cookies policy (/doc_cookies_policy) / t of s&rvice /doc _terms_of service) /
security disclosure (/doc_security_disclosure) / dmca (/dmca) / report abuse (/repor@
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