
WordPress Contact Form to Any API Plugin <= 1.1.2 is

vulnerable to SQL Injection

Low priority
No impactful threat

<= 1.1.2

Vulnerable version(s)

1.1.3

Patched version

WordPress plugin No VDP 17 Jul, 2023 by Patchstack

Get the fastest vulnerability mitigation with Patchstack!

Get started

Risks CVSS 7.6

Vulnerabilities like this one are used in mass-exploit campaigns. Attackers use these

to attack thousands of websites at a time, regardless of traffic size or popularity.
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Learn more.

As immediate action, update the affected plugin. If you're unable to do so, ask your

hosting provider or web developer for help.

7.6 SQL Injection

This could allow a malicious actor to directly interact with your database,

including but not limited to stealing information.

CVSS score is a way to evaluate and rank reported vulnerabilities in a standardized and repeatable way but which is not

ideal for WordPress.

Solutions

This security issue has a low severity impact and is unlikely to be exploited.

Update to version 1.1.3 or later.

Update to version 1.1.3 or later to resolve the vulnerability. Patchstack users can

turn on auto-update for vulnerable plugins only.

Details
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Expand full details

Software Contact Form to Any API

Type Plugin

Vulnerable versions <= 1.1.2

Patched in 1.1.3

OWASP Top 10 A1: Injection

Classification SQL Injection

CVE ID CVE-2023-32741

Patchstack priority Low

CVSS severity 7.6

Required privilege Administrator

Developer Claim ownership

PSID 7672258ac26c

Credits Arvandy

Published 17 Jul, 2023
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Have additional information or questions about this entry? Let us know.

Go to WordPress plugin No VDP

Timeline

How can Patchstack provide the fastest protection?

How does Patchstack mitigate vulnerabilities?

Why would a hacker target my website?

What if my website has already been compromised?

Weekly WordPress security intelligence delivered to your inbox.

Vulnerability mitigation

Pricing Pricing 

Application security (SCA) Application security (SCA) 

RapidMitigateRapidMitigate NEWNEW

Threat Intelligence (API) Threat Intelligence (API) 

VS Monarx VS Monarx 

VS Imunify360 VS Imunify360 

VS Wordfence VS Wordfence 

Documentation Documentation 

Service status Service status 

Log in Log in 

Code security

Managed VDPManaged VDP NEWNEW

Active VDP directoryActive VDP directory 1,1781,178

Security auditing Security auditing 

Compliance (CRA)Compliance (CRA) NEWNEW

Reported by Arvandy

15 May, 2023

Pricing Case studies Login Start trial

4/29/26, 10:50 AM SQL Injection in WordPress Contact Form to Any API Plugin - Patchstack

https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerability/wordpress-contact-form-to-any-api-plugin-1… 4/6

mailto:triage@patchstack.com?subject=Inquiry%20about%20WordPress%20Contact%20Form%20to%20Any%20API%20plugin%20%3C=%201.1.2%20-%20SQL%20Injection%20vulnerability&body=Hello%2C%20I%20am%20getting%20in%20touch%20in%20regards%20to%20the%20entry%20url
https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerabilities
https://patchstack.com/for-plugins/
https://patchstack.com/pricing
https://patchstack.com/pricing
https://patchstack.com/application-security/
https://patchstack.com/application-security/
https://patchstack.com/rapidmitigate/
https://docs.patchstack.com/api-solutions/threat-intelligence-api/overview
https://docs.patchstack.com/api-solutions/threat-intelligence-api/overview
https://patchstack.com/patchstack-vs-monarx/
https://patchstack.com/patchstack-vs-monarx/
https://patchstack.com/patchstack-vs-imunify360/
https://patchstack.com/patchstack-vs-imunify360/
https://patchstack.com/wordfence-alternative/
https://patchstack.com/wordfence-alternative/
https://docs.patchstack.com/
https://docs.patchstack.com/
https://status.patchstack.com/
https://status.patchstack.com/
https://app.patchstack.com/login
https://app.patchstack.com/login
https://patchstack.com/for-plugins
https://patchstack.com/database/vdp
https://patchstack.com/auditing/
https://patchstack.com/auditing/
https://patchstack.com/whitepaper/cyber-resilience-act-checklist/
https://patchstack.com/database/researchers/e1f64e19-826f-4064-bdbe-633f22c9ca22
https://patchstack.com/pricing
https://patchstack.com/category/case-studies/
https://app.patchstack.com/login
https://app.patchstack.com/register?type=pro


Enter e-mail Subscribe

Log inLog in NEWNEW

Bug bounty

Bug bounty Bug bounty 

Leaderboard Leaderboard 

Guidelines Guidelines 

LearnLearn NEWNEW

Report Report 

Discord Discord 

Log inLog in NEWNEW

Use cases

Web developers Web developers 

WebhostsWebhosts NEWNEW

Software vendors Software vendors 

WordPress WordPress 

WooCommerce WooCommerce 

Resources

Partners Partners 

Vulnerability database Vulnerability database 

Whitepaper 2026Whitepaper 2026 NEWNEW

Articles Articles 

Case studiesCase studies NEWNEW

WebinarsWebinars NEWNEW

Vulnerability statistics Vulnerability statistics 

Patchstack

About About 

Careers Careers 

Merch store Merch store 

Media kit Media kit 

LinkedIn LinkedIn 

Pricing Case studies Login Start trial

4/29/26, 10:50 AM SQL Injection in WordPress Contact Form to Any API Plugin - Patchstack

https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerability/wordpress-contact-form-to-any-api-plugin-1… 5/6

https://vdp.patchstack.com/vdp/login
https://patchstack.com/bug-bounty
https://patchstack.com/bug-bounty
https://patchstack.com/database/leaderboard/
https://patchstack.com/database/leaderboard/
https://patchstack.com/articles/bug-bounty-guidelines-rules
https://patchstack.com/articles/bug-bounty-guidelines-rules
https://patchstack.com/academy/welcome
https://patchstack.com/database/report
https://patchstack.com/database/report
https://discord.com/invite/rkE8yxtNmS
https://discord.com/invite/rkE8yxtNmS
https://vdp.patchstack.com/researchers/login
https://patchstack.com/for-agencies/
https://patchstack.com/for-agencies/
https://patchstack.com/for-hosts/
https://patchstack.com/for-plugins/
https://patchstack.com/for-plugins/
https://patchstack.com/wordpress-security/
https://patchstack.com/wordpress-security/
https://patchstack.com/woocommerce-security/
https://patchstack.com/woocommerce-security/
https://patchstack.com/patchstack-partners/
https://patchstack.com/patchstack-partners/
https://patchstack.com/database/
https://patchstack.com/database/
https://patchstack.com/whitepaper/state-of-wordpress-security-in-2026/
https://patchstack.com/articles/
https://patchstack.com/articles/
https://patchstack.com/category/case-studies/
https://patchstack.com/category/webinars/
https://patchstack.com/database/statistics/wordpress
https://patchstack.com/database/statistics/wordpress
https://patchstack.com/about/
https://patchstack.com/about/
https://patchstack.com/about/#careers
https://patchstack.com/about/#careers
https://store.patchstack.com/
https://store.patchstack.com/
https://drive.google.com/drive/u/0/folders/1VlVbJnh8nBTVtJGvuo8KjAOgstBWxQ_W
https://drive.google.com/drive/u/0/folders/1VlVbJnh8nBTVtJGvuo8KjAOgstBWxQ_W
https://www.linkedin.com/company/patchstack/
https://www.linkedin.com/company/patchstack/
https://patchstack.com/pricing
https://patchstack.com/category/case-studies/
https://app.patchstack.com/login
https://app.patchstack.com/register?type=pro


Facebook Facebook 

X X 

Report Vulnerability Report Vulnerability 

© Patchstack

DPA

Privacy Policy

Accessibility

Terms & Conditions

Pricing Case studies Login Start trial

4/29/26, 10:50 AM SQL Injection in WordPress Contact Form to Any API Plugin - Patchstack

https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerability/wordpress-contact-form-to-any-api-plugin-1… 6/6

https://www.facebook.com/groups/patchstackcommunity
https://www.facebook.com/groups/patchstackcommunity
https://twitter.com/patchstackapp
https://twitter.com/patchstackapp
https://patchstack.com/report-vulnerability/
https://patchstack.com/report-vulnerability/
https://patchstack.com/database
https://patchstack.com/data-processing-agreement-dpa/
https://patchstack.com/privacy-policy/
https://patchstack.com/accessibility-statement/
https://patchstack.com/terms-and-conditions/
https://patchstack.com/pricing
https://patchstack.com/category/case-studies/
https://app.patchstack.com/login
https://app.patchstack.com/register?type=pro

