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WordPress Contact Form to Any API Plugin <= 1.1.2
SQL Injection

Low priority

We value your privacy

We use cookies to enhance your browsing experience, serve
personalised ads or content, and analyse our traffic. By

clicking "Accept All", you consent to our use of cookies.

Read more.

® WordPress pluf Customize Reject All Accept All

Risks

Vulnerabilities like this one are used in mass-exploit campaigns. Attackers use these

to attack thousands of websites at a time, regardless of traffic size or popularity.
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As immediate action, update the affected plugin. If you're unable to do so, ask your
hosting provider or web developer for help.

This could allow a malicious actor to directly interact with your database,

including but not limited to stealing information.

We value your privacy

We use cookies to enhance your browsing experience, serve

. personalised ads or content, and analyse our traffic. By
Solutions

clicking "Accept All", you consent to our use of cookies.

Read more.

This security iss

Update to version 1.1.3 or later to resolve the vulnerability. Patchstack users can
turn on auto-update for vulnerable plugins only.

Details
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We value your privacy

We use cookies to enhance your browsing experience, serve
personalised ads or content, and analyse our traffic. By

clicking "Accept All", you consent to our use of cookies.

Read more.
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® WordPress plugin

Timeline

Reported by &

We value your privacy

We use cookies to enhance your browsing experience, serve

personalised ads or content, and analyse our traffic. By

Vulnerability mit clicking "Accept All", you consent to our use of cookies.

Read more.
How 'can Patchsta
How does Patchstack mitigate vulnerabilities?

Why wodlderacker target my website?

WhReatihmytaedsite has already been compromised?

Code security

Weekly \ "'°° dPress security intelligence delivered to your inbox.

https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerability/wordpress-contact-form-to-any-api-plugin-1...  4/6



mailto:triage@patchstack.com?subject=Inquiry%20about%20WordPress%20Contact%20Form%20to%20Any%20API%20plugin%20%3C=%201.1.2%20-%20SQL%20Injection%20vulnerability&body=Hello%2C%20I%20am%20getting%20in%20touch%20in%20regards%20to%20the%20entry%20url
https://patchstack.com/database/wordpress/plugin/contact-form-to-any-api/vulnerabilities
https://patchstack.com/for-plugins/
https://patchstack.com/pricing
https://patchstack.com/pricing
https://patchstack.com/application-security/
https://patchstack.com/application-security/
https://patchstack.com/rapidmitigate/
https://docs.patchstack.com/api-solutions/threat-intelligence-api/overview
https://docs.patchstack.com/api-solutions/threat-intelligence-api/overview
https://patchstack.com/patchstack-vs-monarx/
https://patchstack.com/patchstack-vs-monarx/
https://patchstack.com/patchstack-vs-imunify360/
https://patchstack.com/patchstack-vs-imunify360/
https://patchstack.com/wordfence-alternative/
https://patchstack.com/wordfence-alternative/
https://docs.patchstack.com/
https://docs.patchstack.com/
https://status.patchstack.com/
https://status.patchstack.com/
https://app.patchstack.com/login
https://app.patchstack.com/login
https://patchstack.com/for-plugins
https://patchstack.com/database/vdp
https://patchstack.com/auditing/
https://patchstack.com/auditing/
https://patchstack.com/whitepaper/cyber-resilience-act-checklist/
https://patchstack.com/database/researchers/e1f64e19-826f-4064-bdbe-633f22c9ca22
https://patchstack.com/pricing
https://patchstack.com/category/case-studies/
https://app.patchstack.com/login
https://app.patchstack.com/register?type=pro
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/database
https://patchstack.com/cookie-consent/
https://patchstack.com/cookie-consent/
https://patchstack.com/cookie-consent/
https://patchstack.com/cookie-consent/
https://patchstack.com/cookie-consent/
https://patchstack.com/cookie-consent/

5/2/26, 12:01 PM SQL Injection in WordPress Contact Form to Any API Plugin - Patchstack

Pricing Case studies

BUg bounty

Use cases

We value your privacy

We use cookies to enhance your browsing experience, serve
personalised ads or content, and analyse our traffic. By

clicking "Accept All", you consent to our use of cookies.

Read more.
Resources

Patchstack
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patchstack

We value your privacy

We use cookies to enhance your browsing experience, serve
personalised ads or content, and analyse our traffic. By

clicking "Accept All", you consent to our use of cookies.

Read more.
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