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Lenovo Product Security Advisories and Announcements
RSS (/us/en/api/v4/search
language=en&country=us

Lenovo is committed to developing products and services that adhere to the highest security standards in order to protect our customers and their data. The Lenovo Product Security

(PSIRT) investigates reported vulnerabilities and provides information by publishing Security Advisories to this page.

Lenovo also publishes Announcements (https://support.lenovo.com/us/en/product_security/product-security-announcements), which may include security related advice, reactive st

details to supplement an advisory.

Bookmark this page for quick access to this document: https://support.lenovo.com/product_security/home (https://support.lenovo.com/us/en/product_security/home)

To report a vulnerability, click here (https://support.lenovo.com/us/en/product_security/reporting-a-vulnerability).

To review our Vulnerability Disclosure Policy, click here. (https://support.lenovo.com/us/en/product_security/vulnerability-disclosure-policy)

Lenovo only evaluates security vulnerabilities against the most current updates available at support.lenovo.com (http://support.lenovo.com/us/en) and recommends operating at the 

software, software applications and drivers (BIOS, BMC/TSM, FW, etc). For security vulnerabilities in the Operating System (OS), Lenovo recommends that you contact the vendor of

In addition to operating at the latest versions, you can limit your risks by following good computing practices, including the following:

Limit access to only known and trusted users

Ensure access to your device settings (such as BIOS) is protected by a strong password

Make sure your computer is protected with anti-virus and all necessary security patches and updates

Secure notebook and mobile devices at all times by locking them up or carrying them with you

If you must leave your device unattended, make sure it requires a secure password to start up or wake up

Install only well-vetted, trusted applications and avoid clicking links from untrusted sources

Refer to the current Advisories for information about the latest vulnerabilities. Older advisories have been moved and may be found in the Product Security Advisory Archive
(https://support.lenovo.com/us/en/solutions/ps500002). 

Lenovo ID Advisory Summary CVEs Industry Identifiers First Published Last Up

LEN-
220765

Lenovo XClarity Integrator for WAC 5.1.1 Remote Code
Execution
(https://support.lenovo.com/us/en/product_security/LEN-
220765)

CVE-2026-14371   2026-07-14
2026-0
16

LEN-
220440

Multi-Vendor BIOS Security Vulnerabilities (July 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
220440)

CVE-2026-10587, CVE-
2026-10588, CVE-2026-
10589, CVE-2026-
10590, CVE-2026-
25271

  2026-07-14
2026-0
16

LEN-
217306

Qualcomm WLAN Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
217306)

CVE-2025-47401, CVE-
2026-25266

  2026-05-12
2026-0
16

LEN-
216977

Multi-Vendor BIOS Security Vulnerabilities (May 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
216977)

CVE-2021-26380, CVE-
2021-46747, CVE-2022-
23826, CVE-2023-
31316, CVE-2024-
36315, CVE-2024-
36343, CVE-2024-
36345, CVE-2025-0040,
CVE-2025-35979, CVE-
2025-35991, CVE-2025-
48516, CVE-2025-
54518, CVE-2025-
61971, CVE-2025-
61972, CVE-2026-0438

AMD-SB-3030, AMD-SB-
4017, AMD-SB-7052,
INTEL-SA-01413, INTEL-
SA-01420

2026-05-12
2026-0
16

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.

Change to France  Proceed with United States of America
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LEN-
216341

NVIDIA GPU Display Driver and vGPU Software Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
216341)

CVE-2025-33221, CVE-
2026-24182, CVE-2026-
24187, CVE-2026-
24190, CVE-2026-
24191, CVE-2026-
24192, CVE-2026-
24193, CVE-2026-
24194, CVE-2026-
24195, CVE-2026-
24196, CVE-2026-
24197, CVE-2026-
24198, CVE-2026-
24199, CVE-2026-
24200, CVE-2026-
24201

NVIDIA Bulletin ID 5821 2026-06-09
2026-0
16

LEN-
216301

MediaTek Tablet Vulnerabilities, June 2026
(https://support.lenovo.com/us/en/product_security/LEN-
216301)

CVE-2026-20453, CVE-
2026-20454, CVE-2026-
20455

  2026-06-09
2026-0
16

LEN-
213828

Multi-Vendor BIOS Security Vulnerabilities (April 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
213828)

CVE-2023-20585, CVE-
2025-54510, CVE-2025-
54502

AMD-SB-3016, AMD-SB-
3034, AMD-SB-7054

2026-04-14
2026-0
16

LEN-
213605

FluxInk-Sunia SPB Peripheral Driver LPE Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
213605)

CVE-2026-58583   2026-07-14
2026-0
16

LEN-
213550

MediaTek Tablet Vulnerabilities, May 2026
(https://support.lenovo.com/us/en/product_security/LEN-
213550)

CVE-2026-20447, CVE-
2026-20448, CVE-2026-
20449, CVE-2026-
20450, CVE-2026-
20451
 

  2026-05-12
2026-0
16

LEN-
213548

AMD Device Metrics Exporter (ROCm ecosystem) Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
213548)

CVE-2026-0481 AMD-SB-6031 2026-05-12
2026-0
16

LEN-
212398

Mediatek Tablet Vulnerabilities, April 2026
(https://support.lenovo.com/us/en/product_security/LEN-
212398)

CVE-2026-20431, CVE-
2026-20432, CVE-2026-
20433, CVE-2026-
20446

  2026-04-14
2026-0
16

LEN-
212148

Qualcomm Fastboot UEFI Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
212148)

CVE-2026-24085, CVE-
2026-24087, CVE-2026-
24088, CVE-2026-
24089, CVE-2026-
24090, CVE-2026-
24091, CVE-2026-
24092

  2026-06-09
2026-0
16

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
210698

Multi-Vendor BIOS Security Vulnerabilities (February 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
210698)

CVE-2021-26381, CVE-
2021-26410, CVE-2023-
20540, CVE-2024-
21953, CVE-2024-
21961, CVE-2024-
36310, CVE-2024-
36311, CVE-2024-
36355, CVE-2025-0012,
CVE-2025-0029, CVE-
2025-0031, CVE-2025-
0045, CVE-2025-22885,
CVE-2025-27560, CVE-
2025-27572, CVE-2025-
27940, CVE-2025-
29939, CVE-2025-
29943, CVE-2025-
29946, CVE-2025-
29948, CVE-2025-
29949, CVE-2025-
29950, CVE-2025-
29951, CVE-2025-
29952, CVE-2025-
30513, CVE-2025-
31648, CVE-2025-
31944, CVE-2025-
32007, CVE-2025-
32467, CVE-2025-
48509, CVE-2025-
48514, CVE-2025-
48515, CVE-2025-
48517, CVE-2025-
52533, CVE-2025-
52534, CVE-2025-
52536, CVE-2025-
54514

AMD-SB-3023, AMD-SB-
3027, AMD-SB-4013,
INTEL-SA-01314, INTEL-
SA-01396, INTEL-SA-
01397, INTEL-SA-01401

2026-02-10
2026-0
16

LEN-
210688

Multi-Vendor BIOS Security Vulnerabilities (January, 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
210688)

CVE-2025-12050, CVE-
2025-12051, CVE-2025-
47348, CVE-2026-0421

INSYDE-SA-2025010 2026-01-13
2026-0
16

LEN-
207951

Lenovo Tablet Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
207951)

CVE-2025-14058   2026-01-13
2026-0
16

LEN-
207909

Multi-Vendor BIOS Security Vulnerabilities (December, 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
207909)

CVE-2025-47319, CVE-
2024-38798, CVE-2025-
47323

  2025-12-09
2026-0
16

LEN-
205820

2026.1 IPU, Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
205820)

CVE-2025-32008, CVE-
2025-27708, CVE-2025-
20080

INTEL-SA-01315 2026-02-10
2026-0
16

LEN-
201020

AMD Chipset Driver Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
201020)

CVE-2024-14012, CVE-
2025-0028, CVE-2025-
0045, CVE-2025-29935,
CVE-2025-29936, CVE-
2025-29937, CVE-2025-
29938, CVE-2025-
29944, CVE-2025-
48512, CVE-2025-
48513, CVE-2025-
48519, CVE-2025-
48520, CVE-2025-
48521, CVE-2025-
52540, CVE-2026-0432

AMD-SB-4015 2026-05-12
2026-0
16

LEN-
198949

TianoCore EDK II BIOS Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
198949)

CVE-2025-3770 AMD-SB-7043 2025-08-06
2026-0
16

LEN-
180504

RealTek SD Card Reader Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
180504)

CVE-2024-40432, CVE-
2024-40431

  2025-02-11
2026-0
16

LEN-
165035

AMD Uninitialized GPU Register Access Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
165035)

CVE-2024-21969 AMD-SB-6013 2024-08-13
2026-0
16

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
154756

Absolute Persistence BIOS Module Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
154756)

CVE-2024-6364   2025-05-13
2026-0
16

LEN-
149654

AMD GPU Memory Leak Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
149654)

CVE-2023-4969 AMD-SB-6010 2024-02-13
2026-0
16

LEN-
218281

Lenovo Smart Connect for Windows Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
218281)

CVE-2026-6090, CVE-
2026-6511

  2026-07-14
2026-0
14

LEN-
217317

MediaTek Tablet Vulnerabilities (July, 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
217317)

CVE-2026-20457, CVE-
2026-20458, CVE-2026-
20459, CVE-2026-
20460, CVE-2026-
20461, CVE-2026-
20462, CVE-2026-
20463

  2026-07-14
2026-0
14

LEN-
203310

NVIDIA Networking Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
203310)

CVE-2025-23350, CVE-
2025-23351

NVIDIA Bulletin ID 5699 2026-07-14
2026-0
14

LEN-
218282

Multi-Vendor BIOS Security Vulnerabilities (June 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
218282)

CVE-2025-10237, CVE-
2025-10238, CVE-2025-
54509

AMD-SB-3039 2026-06-09
2026-0
09

LEN-
216980

AMD Server Software and Embedded Chipset Driver
Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
216980)

CVE-2024-14012, CVE-
2025-0045, CVE-2025-
48512, CVE-2025-
48521, CVE-2026-0432

AMD-SB-3047 2026-05-12
2026-0
09

LEN-
212397

Intel QAT Software Drivers for Windows Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
212397)

CVE-2026-20714, CVE-
2026-20717, CVE-2026-
20738, CVE-2026-
20767, CVE-2026-
20771, CVE-2026-
20782, CVE-2026-
20793, CVE-2026-
20881, CVE-2026-
20905, CVE-2026-
20914

INTEL-SA-01387 2026-05-12
2026-0
09

LEN-
212210

AMD Graphics Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
212210)

CVE-2021-26380, CVE-
2021-46747, CVE-2022-
23817, CVE-2022-
23826, CVE-2023-
31309, CVE-2023-
31316, CVE-2023-
31317, CVE-2024-
21950, CVE-2024-
36323, CVE-2024-
36332, CVE-2024-
36333, CVE-2024-
36334, CVE-2025-0040,
CVE-2025-0044, CVE-
2025-52532, CVE-2025-
54511, CVE-2025-
54517, CVE-2025-
66660, CVE-2025-
66664, CVE-2026-0427,
CVE-2026-0428

AMD-SB-6027 2026-05-12
2026-0
09

LEN-
211074

Intel NPU Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
211074)

CVE-2026-20754, CVE-
2026-20718

INTEL-SA-01424 2026-05-12
2026-0
09

LEN-
210875

MediaTek WLAN Vulnerabilities, March 2026
(https://support.lenovo.com/us/en/product_security/LEN-
210875)

CVE-2026-20423,CVE-
2026-20436

  2026-03-10
2026-0
09

LEN-
210045

NVIDIA GPU Display Driver and vGPU Software Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
210045)

CVE-2025-33217, CVE-
2025-33218, CVE-2025-
33219, CVE-2025-
33220, CVE-2025-
33237

NVIDIA Bulletin ID 5747 2026-02-10
2026-0
09

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
208618

Intel NPU Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
208618)

CVE-2025-32735, CVE-
2025-33030, CVE-2025-
35992

INTEL-SA-01403 2026-02-10
2026-0
09

LEN-
208435

RDSEED Failure on AMD Zen 5 Processors
(https://support.lenovo.com/us/en/product_security/LEN-
208435)

CVE-2025-62626 AMD-SB-7055 2025-10-24
2026-0
09

LEN-
207918

Intel QAT Software Drivers Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
207918)

CVE-2025-27710, CVE-
2025-33000, CVE-2025-
32446, CVE-2025-
32732, CVE-2025-
31937, CVE-2025-
26694, CVE-2025-
30509, CVE-2025-
24519, CVE-2025-
27713, CVE-2025-
32088

INTEL-SA-01373 2025-11-11
2026-0
09

LEN-
207234

NVIDIA GPU Display Driver - October 2025
(https://support.lenovo.com/us/en/product_security/LEN-
207234)

CVE-2025-23309, CVE-
2025-23347, CVE-2025-
23280, CVE-2025-
23282, CVE-2025-
23300, CVE-2025-
23330, CVE-2025-
23332, CVE-2025-
23345, CVE-2025-
23352

NVIDIA Bulletin ID 5703 2025-10-14
2026-0
09

LEN-
205828

Multi-Vendor BIOS Security Vulnerabilities (October, 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
205828)

CVE-2025-0033, CVE-
2025-22831, CVE-2025-
22832, CVE-2025-
22833, CVE-2025-
27054, CVE-2025-
33044

AMD-SB-3020, AMI-SA-
2025008

2025-10-14
2026-0
09

LEN-
201021

AMD Graphics Driver Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
201021)

CVE-2024-36324, CVE-
2024-36319, CVE-2023-
31323, CVE-2025-
48503, CVE-2024-
36320, CVE-2025-
48508, CVE-2025-
48518, CVE-2023-
31313, CVE-2023-
20548, CVE-2023-
31324, CVE-2021-
26381, CVE-2024-
36316, CVE-2025-
21940, CVE-2023-
20601, CVE-2021-
26410

AMD-SB-6024 2026-02-10
2026-0
09

LEN-
158299

Intel ISH Software Installer Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158299)

CVE-2024-23974 INTEL-SA-01088 2024-08-13
2026-0
09

LEN-
158177

Intel HID Event Filter Software Installer Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158177)

CVE-2024-25561 INTEL-SA-01089 2024-08-13
2026-0
09

LEN-
213040

Multi-Vendor BIOS Security Vulnerabilities (March 2026)
(https://support.lenovo.com/us/en/product_security/LEN-
213040)

CVE-2025-20005, CVE-
2025-20027, CVE-2025-
20028, CVE-2025-
20064, CVE-2025-
20068, CVE-2025-
20073, CVE-2025-
20096, CVE-2025-
20105, CVE-2025-
22444, CVE-2025-
22850, CVE-2026-0940

INTEL-SA-01234, INTEL-
SA-01393

2026-03-10
2026-0
02

LEN-
212212

AMD RAID Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
212212)

CVE-2024-21962 AMD-SB-4016 2026-05-12
2026-0
02

LEN-
209854

Mediatek WLAN Vulnerabilities, February 2026
(https://support.lenovo.com/us/en/product_security/LEN-
209854)

CVE-2026-20407, CVE-
2026-20419

  2026-02-10
2026-0
02

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
208617

Intel Graphics Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
208617)

CVE-2025-32739, CVE-
2025-32092, CVE-2025-
32453

INTEL-SA-01385 2026-02-10
2026-0
02

LEN-
202416

Intel PROSet Wireless WiFi Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
202416)

CVE-2025-35967, CVE-
2025-24512, CVE-2025-
30255, CVE-2025-
35971, CVE-2025-
33029, CVE-2025-
35963

INTEL-SA-01398 2025-11-11
2026-0
02

LEN-
202411

Intel Graphics Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
202411)

CVE-2025-32091,CVE-
2025-25216,CVE-2025-
31647

INTEL-SA-01356 2025-11-11
2026-0
02

LEN-
200921

Multi-Vendor BIOS Security Vulnerabilities (August 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
200921)

CVE-2021-26377, CVE-
2021-26383, CVE-2021-
26410, CVE-2021-
46750, CVE-2021-
46757, CVE-2023-
20540, CVE-2023-
20572, CVE-2023-
31325, CVE-2023-
31326, CVE-2023-
31330, CVE-2023-
31351, CVE-2024-
21947, CVE-2024-
21965, CVE-2024-
21970, CVE-2024-
21977, CVE-2024-
33607, CVE-2024-
36326, CVE-2024-
36331, CVE-2024-
36354, CVE-2025-0032,
CVE-2025-20044, CVE-
2025-20053, CVE-2025-
20077, CVE-2025-
20109, CVE-2025-
20613, CVE-2025-
21090, CVE-2025-
21096, CVE-2025-
21464, CVE-2025-
21465, CVE-2025-
22830, CVE-2025-
22834, CVE-2025-
22839, CVE-2025-
22840, CVE-2025-
22853, CVE-2025-
22889, CVE-2025-
24305, CVE-2025-
26403, CVE-2025-
32086, CVE-2025-4276,
CVE-2025-4277, CVE-
2025-4410

AMD-SB-3014, AMD-SB-
4012, INSYDE-SA-
2025005, INTEL-SA-
01192, INTEL-SA-01245,
INTEL-SA-01249, INTEL-
SA-01300, INTEL-SA-
01308, INTEL-SA-01310,
INTEL-SA-01311, INTEL-
SA-01312, INTEL-SA-
01313, INTEL-SA-0136

2025-08-12
2026-0
02

LEN-
199808

NVIDIA GPU Display Driver - July 2025
(https://support.lenovo.com/us/en/product_security/LEN-
199808)

CVE-2025-23276, CVE-
2025-23277, CVE-2025-
23278, CVE-2025-
23279, CVE-2025-
23281, CVE-2025-
23283, CVE-2025-
23284, CVE-2025-
23285, CVE-2025-
23286, CVE-2025-
23288, CVE-2025-
23290

NVIDIA Bulletin ID 5670 2025-08-12
2026-0
02

LEN-
197020

Multi-Vendor BIOS Security Vulnerabilities (June 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
197020)

CVE-2023-20599, CVE-
2024-13176, CVE-2024-
38796, CVE-2024-
53010, CVE-2024-
55567, CVE-2025-4275

AMD-SB-7039, INSYDE-
SA-2024018, INSYDE-
SA-2025001, INSYDE-
SA-2025002

2025-06-10
2026-0
02

LEN-
193042

2025.3 IPU, Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
193042)

CVE-2025-22392, CVE-
2025-20037, CVE-2025-
20067

INTEL-SA-01280 2025-08-12
2026-0
02

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
165940

TPM 2.0 Reference Code Vulnerability â€“ Discrete TPMs
(https://support.lenovo.com/us/en/product_security/LEN-
165940)

CVE-2025-2884 TCGVRT0009 2025-06-10
2026-0
02

LEN-
95137

AMD SPI Lock Bypass Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-95137)

CVE-2022-23829 AMD-SB-1041 2024-06-11
2026-0
26

LEN-
212396

Intel EMA Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
212396)

CVE-2025-35990 INTEL-SA-01434 2026-05-12
2026-0
25

LEN-
200962

Multi-Vendor BIOS Security Vulnerabilities (July 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
200962)

CVE-2024-36348, CVE-
2024-36349, CVE-2024-
36350, CVE-2024-
36357, CVE-2024-
48869, CVE-2025-
20004, CVE-2025-
20100

AMD-SB-7029, INTEL-
SA-01268, INTEL-SA-
01273, INTEL-SA-0127

2025-07-08
2026-0
25

LEN-
186850

Multi-Vendor BIOS Security Vulnerabilities (February 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
186850)

CVE-2023-20507, CVE-
2023-20515, CVE-2023-
20581, CVE-2023-
20582, CVE-2023-
31331, CVE-2023-
31342, CVE-2023-
31343, CVE-2023-
31345, CVE-2023-
31352, CVE-2023-
34440, CVE-2023-
43758, CVE-2023-
45236, CVE-2023-
45237, CVE-2023-
48267, CVE-2023-
48366, CVE-2023-
49603, CVE-2023-
49615, CVE-2023-
49618, CVE-2024-0179,
CVE-2024-1298, CVE-
2024-29214, CVE-2024-
21859, CVE-2024-
21924, CVE-2024-
21925, CVE-2024-
24582, CVE-2024-
25571, CVE-2024-
28047, CVE-2024-
28127, CVE-2024-
31068, CVE-2024-
31155, CVE-2024-
31157, CVE-2024-
33659, CVE-2024-
36262, CVE-2024-
36293, CVE-2024-
37020, CVE-2024-
39279, CVE-2024-
39355, CVE-2024-
49199, CVE-2024-
56161

AMD-SB-3009, AMD-SB-
3019, AMD-SB-4008,
AMD-SB-7027, AMD-SB-
7028, INSYDE-SA-
2024014, INTEL-SA-
01120, INTEL-SA-01139,
INTEL-SA-01166, INTEL-
SA-01194, INTEL-SA-
01198, INTEL-SA-01203,
INTEL-SA-01213, INTEL-
SA-01228

2025-02-11
2026-0
25

LEN-
212127

AMD Guest Initiated Machine Check Errors
(https://support.lenovo.com/us/en/product_security/LEN-
212127)

CVE-2023-31364 AMD-SB-7059 2026-02-24
2026-0
18

LEN-
207908

Multi-Vendor BIOS Security Vulnerabilities (November, 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
207908)

CVE-2024-38805, CVE-
2025-29934, CVE-2025-
30185, CVE-2025-
35968

AMD-SB-3029, INTEL-
SA-01378, INTEL-SA-
01395

2025-11-11
2026-0
18

LEN-
197064

TPM 2.0 Reference Code Vulnerability â€“ Firmware TPMs
(https://support.lenovo.com/us/en/product_security/LEN-
197064)

CVE-2025-2884
AMD-SB-4011, INTEL-
SA-01209, TCGVRT0009

2025-06-10
2026-0
18

LEN-
189490

Multi-Vendor BIOS Security Vulnerabilities (March 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
189490)

CVE-2024-36347, CVE-
2024-54084, CVE-2025-
2295

AMD-SB-7033 2025-03-11
2026-0
18

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.

 

7/16/26, 7:04 PM Lenovo Product Security Advisories and Announcements - Lenovo Support US

https://pcsupport.lenovo.com/us/en/product_security/home 7/26

https://support.lenovo.com/us/en/product_security/LEN-165940
https://support.lenovo.com/us/en/product_security/LEN-165940
https://support.lenovo.com/us/en/product_security/LEN-165940
https://support.lenovo.com/us/en/product_security/LEN-95137
https://support.lenovo.com/us/en/product_security/LEN-95137
https://support.lenovo.com/us/en/product_security/LEN-212396
https://support.lenovo.com/us/en/product_security/LEN-212396
https://support.lenovo.com/us/en/product_security/LEN-212396
https://support.lenovo.com/us/en/product_security/LEN-200962
https://support.lenovo.com/us/en/product_security/LEN-200962
https://support.lenovo.com/us/en/product_security/LEN-200962
https://support.lenovo.com/us/en/product_security/LEN-186850
https://support.lenovo.com/us/en/product_security/LEN-186850
https://support.lenovo.com/us/en/product_security/LEN-186850
https://support.lenovo.com/us/en/product_security/LEN-212127
https://support.lenovo.com/us/en/product_security/LEN-212127
https://support.lenovo.com/us/en/product_security/LEN-212127
https://support.lenovo.com/us/en/product_security/LEN-207908
https://support.lenovo.com/us/en/product_security/LEN-207908
https://support.lenovo.com/us/en/product_security/LEN-207908
https://support.lenovo.com/us/en/product_security/LEN-197064
https://support.lenovo.com/us/en/product_security/LEN-197064
https://support.lenovo.com/us/en/product_security/LEN-197064
https://support.lenovo.com/us/en/product_security/LEN-189490
https://support.lenovo.com/us/en/product_security/LEN-189490
https://support.lenovo.com/us/en/product_security/LEN-189490


Lenovo ID Advisory Summary CVEs Industry Identifiers First Published Last Up

LEN-
195071

Multi-Vendor BIOS Security Vulnerabilities (May 2025
(https://support.lenovo.com/us/en/product_security/LEN-
195071)

CVE-2024-12533, CVE-
2024-28956, CVE-2024-
38406, CVE-2024-
38407, CVE-2024-
42446, CVE-2024-
43420, CVE-2024-
45332, CVE-2024-
52877, CVE-2024-
52878, CVE-2024-
52879, CVE-2024-
52880, CVE-2025-
20012, CVE-2025-
20047, CVE-2025-
20054, CVE-2025-
20083, CVE-2025-
20103, CVE-2025-
20623, CVE-2025-
24495

INSYDE-SA-2024016,
INTEL-SA-01153, INTEL-
SA-01180, INTEL-SA-
01244, INTEL-SA-01247,
INTEL-SA-01273, INTEL-
SA-01278, INTEL-SA-
01290, INTEL-SA-01322

2025-05-13
2026-0
11

LEN-
193044

Multi-Vendor BIOS Security Vulnerabilities (April 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
193044)

CVE-2024-49200, CVE-
2024-11679, CVE-2024-
43046, CVE-2024-
45549

INSYDE-SA-2024015 2025-04-08
2026-0
11

LEN-
173635

2025.1 IPU - Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
173635)

CVE-2024-26021, CVE-
2024-30211, CVE-2024-
38307

INTEL-SA-01152 2025-02-11
2026-0
11

LEN-
217400

Lenovo LanSchool Classic Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
217400)

CVE-2026-8637   2026-06-09
2026-0
09

LEN-
216077

MediaTek WLAN Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
216077)

CVE-2026-20452, CVE-
2026-20456

  2026-06-09
2026-0
09

LEN-
213623

Lenovo Accessories and Display Manager for Enterprise for
Windows Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
213623)

CVE-2026-9045   2026-06-09
2026-0
09

LEN-
194481

Intel Optane PMem Management Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
194481)

CVE-2025-20070, CVE-
2025-22849

INTEL-SA-01323 2026-06-09
2026-0
09

LEN-
210876

MediaTek Tablet Vulnerabilities, March 2026
(https://support.lenovo.com/us/en/product_security/LEN-
210876)

CVE-2025-25176, CVE-
2025-58408, CVE-2025-
58409, CVE-2026-
20416, CVE-2026-
20423, CVE-2026-
20424, CVE-2026-
20425, CVE-2026-
20426, CVE-2026-
20427, CVE-2026-
20428, CVE-2026-
20429, CVE-2026-
20430, CVE-2026-
20434, CVE-2026-
20435, CVE-2026-
20436, CVE-2026-
20437, CVE-2026-
20438, CVE-2026-
20439, CVE-2026-
20440, CVE-2026-
20441, CVE-2026-
20442, CVE-2026-
20443, CVE-2026-
20444, CVE-2026-
20445

  2026-03-10
2026-0
04

LEN-
197372

Intel Local Manageability Service Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
197372)

CVE-2025-24520 INTEL-SA-01342 2025-08-12
2026-0
28

LEN-
156779

Intel DTT Software Installer Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
156779)

CVE-2024-21813 INTEL-SA-00984 2024-05-14
2026-0
21

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
212213

NVIDIA B300 MCU Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
212213)

CVE-2025-33242 NVIDIA Bulletin ID 5768 2026-04-14
2026-0
14

LEN-
158933

Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158933)

CVE-2023-38655, CVE-
2023-40067, CVE-2023-
34424, CVE-2023-
35061, CVE- 2024-
21844, CVE-2023-
48361

INTEL-SA-00999 2024-08-13
2026-0
14

LEN-
209853

Mediatek Tablet Vulnerabilities, February 2026
(https://support.lenovo.com/us/en/product_security/LEN-
209853)

CVE-2026-20420, CVE-
2026-20401, CVE-2026-
20402, CVE-2026-
20421, CVE-2026-
20422, CVE-2026-
20403, CVE-2026-
20404, CVE-2026-
20405, CVE-2026-
20406, CVE-2026-
20407, CVE-2026-
20408, CVE-2024-
20068, CVE-2026-
20409, CVE-2026-
20410, CVE-2026-
20411, CVE-2026-
20412, CVE-2026-
20413, CVE-2026-
20414, CVE-2026-
20415, CVE-2026-
20417, CVE-2026-
20418, CVE-2026-
20419, CVE-2025-
46709

  2026-02-10
2026-0
07

LEN-
209617

MediaTek Tablet Vulnerabilities January 2026
(https://support.lenovo.com/us/en/product_security/LEN-
209617)

CVE-2025-20795, CVE-
2025-20794, CVE-2025-
20793, CVE-2025-
20762, CVE-2025-
20761, CVE-2025-
20760, CVE-2025-
20796, CVE-2025-
20797, CVE-2025-
20798, CVE-2025-
20799, CVE-2025-
20800, CVE-2025-
20801, CVE-2025-
20802, CVE-2025-
20778, CVE-2025-
20779, CVE-2025-
20780, CVE-2025-
20781, CVE-2025-
20782, CVE-2025-
20783, CVE-2025-
20784, CVE-2025-
20785, CVE-2025-
20786, CVE-2025-
20787, CVE-2025-
20803, CVE-2025-
20804, CVE-2025-
20805, CVE-2025-
20806, CVE-2025-
20807

  2026-01-13
2026-0
07

LEN-
199276

NVIDIA DOCA-Host and Mellanox OFED Advisory - July 2025
(https://support.lenovo.com/us/en/product_security/LEN-
199276)

CVE-2025-23263 NVIDIA Bulletin ID 5654 2025-08-12
2026-0
07

LEN-
199005

Intel NPU Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
199005)

CVE-2025-26405, CVE-
2025-26402, CVE-2025-
20622

INTEL-SA-01304 2025-11-11
2026-0
07

LEN-
195072

MediaTek wLAN Driver Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
195072)

CVE-2025-20673, CVE-
2025-20675, CVE-2025-
20676

  2025-06-10
2026-0
07

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
186476

Intel oneAPI Level Zero Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
186476)

CVE-2024-31073 INTEL-SA-01274 2025-05-13
2026-0
07

LEN-
183159

Intel Graphics Driver and Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
183159)

CVE-2024-45333, CVE-
2024-36292, CVE-2024-
45371, CVE-2024-
47800, CVE-2024-
46895, CVE-2024-
28954, CVE-2024-
29222, CVE-2024-
39758, CVE-2024-
31150, CVE-2024-
43101

INTEL-SA-01253 2025-05-13
2026-0
07

LEN-
170985

Qualcomm Bluetooth Controller Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
170985)

CVE-2024-38408   2024-11-12
2026-0
16

LEN-
213829

Lenovo Software Fix Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
213829)

CVE-2026-4134, CVE-
2026-4135, CVE-2026-
4145

  2026-04-14
2026-0
14

LEN-
211071

Lenovo Service Bridge Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
211071)

CVE-2026-1636   2026-04-14
2026-0
14

LEN-
210693

Lenovo Diagnostics and Lenovo Vantage Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
210693)

CVE-2026-0827   2026-04-14
2026-0
14

LEN-
209684

NVIDIA Networking VIRTIO-Net, SNAP4 Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
209684)

CVE-2025-33215, CVE-
2025-33216

NVIDIA Bulletin ID 5744 2026-04-14
2026-0
14

LEN-
205649

MediaTek 2025-11 WLAN Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
205649)

CVE-2025-20728, CVE-
2025-20740

  2025-11-11
2026-0
09

LEN-
191924

Intel PROSet Wireless WiFi Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
191924)

CVE-2025-20625 INTEL-SA-01292 2025-08-12
2026-0
09

LEN-
187406

Intel PROSet/Wireless WiFi Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
187406)

CVE-2025-20062, CVE-
2025-20026, CVE-2025-
20618, CVE-2025-
20006, CVE-2025-
20046, CVE-2025-
20032, CVE-2025-
20039

INTEL-SA-01270 2025-05-13
2026-0
09

LEN-
208298

Intel Ethernet Adapters 800 Series Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
208298)

CVE-2025-27243,CVE-
2025-27535,CVE-2025-
32003,CVE-2025-24851

INTEL-SA-01171 2026-02-10
2026-0
02

LEN-
197370

Intel Graphics Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
197370)

CVE-2025-20023, CVE-
2025-24835, CVE-2025-
24515, CVE-2025-
27717

INTEL-SA-01299 2025-08-12
2026-0
02

LEN-
189577

Intel Ethernet Network Adapter Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
189577)

CVE-2025-20104, CVE-
2025-20108

INTEL-SA-01293 2025-05-13
2026-0
02

LEN-
181688

Intel 800 Series Ethernet Driver Software
(https://support.lenovo.com/us/en/product_security/LEN-
181688)

CVE-2024-39286 INTEL-SA-01236 2025-02-11
2026-0
02

LEN-
171198

Intel EMA Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171198)

CVE-2024-32483 INTEL-SA-01201 2024-11-12
2026-0
02

LEN-
182878

NVIDIA GPU Display Driver - January 2025
(https://support.lenovo.com/us/en/product_security/LEN-
182878)

CVE-2024-0150, CVE-
2024-0147, CVE-2024-
53869, CVE-2024-0131,
CVE-2024-0149, CVE-
2024-0146

  2025-02-11
2026-0
26

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
173640

NVIDIA GPU Display Driver - October 2024
(https://support.lenovo.com/us/en/product_security/LEN-
173640)

CVE-2024-0126, CVE-
2024-0117, CVE-2024-
0118, CVE-2024-0119,
CVE-2024-0120, CVE-
2024-0121, CVE-2024-
0127, CVE-2024-0128,

  2024-11-12
2026-0
26

LEN-
212144

Brocade Fabric OS Security Update
(https://support.lenovo.com/us/en/product_security/LEN-
212144)

CVE-2025-58382, CVE-
2025-58383, CVE-2025-
58379, CVE-2026-0383,
CVE-2025-58380, CVE-
2025-58381, CVE-2025-
9711

BSA-2025-3179, BSA-
2025-3180, BSA-2026-
3300, BSA-2026-3181,
BSA-2026-3301, BSA-
2026-3302, BSA-2026-
3303

2026-02-10
2026-0
19

LEN-
203298

Qualcomm BIOS Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
203298)

CVE-2025-21482   2025-09-09
2026-0
19

LEN-
197066

MediaTek 2025-07 Bluetooth Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
197066)

CVE-2025-20680, CVE-
2025-20687, CVE-2025-
20694, CVE-2025-
20695

  2025-07-08
2026-0
19

LEN-
188339

RealTek Bluetooth Driver Privilege Escalation Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
188339)

CVE-2024-11857   2025-06-10
2026-0
12

LEN-
165525

Intel VPL Software and Graphics Drivers Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
165525)

CVE-2024-21783, CVE-
2024-21808, CVE-2024-
28051, CVE-2024-
28030

INTEL-SA-01131 2025-02-11
2026-0
12

LEN-
213044

Lenovo Vantage Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
213044)

CVE-2026-1715, CVE-
2026-1716, CVE-2026-
1717

  2026-03-10
2026-0
10

LEN-
209683

Smart Connect Driver Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
209683)

CVE-2026-1652, CVE-
2026-1653

  2026-03-10
2026-0
10

LEN-
197369

Intel Rapid Storage Technology Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
197369)

CVE-2025-20099 INTEL-SA-01298 2025-08-12
2026-0
05

LEN-
196649

AMD Graphics Vulnerabilities - August 2025
(https://support.lenovo.com/us/en/product_security/LEN-
196649)

CVE-2024-36312, CVE-
2024-36342, CVE-2023-
31322, CVE-2024-
36352, CVE-2021-
26383, CVE-2023-
31325, CVE-2025-0010,
CVE-2024-36346, CVE-
2025-0009, CVE-2025-
0034, CVE-2021-26377,
CVE-2023-31365, CVE-
2025-0011, CVE-2023-
20516, CVE-2023-
31306, CVE-2021-
46745, CVE-2021-
46750, CVE-2023-
31326

AMD-SB-6018 2025-08-12
2026-0
05

LEN-
189575

Intel Graphics Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
189575)

CVE-2025-20031, CVE-
2025-20071, CVE-2025-
20018, CVE-2025-
20041, CVE-2025-
20101, CVE-2025-
21099, CVE-2025-
20003, CVE-2025-
20052

INTEL-SA-01259 2025-05-13
2026-0
05

LEN-
189494

Qualcomm WLAN Software Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
189494)

CVE-2025-21454   2025-07-08
2026-0
05

LEN-
183158

Intel Arc GPU Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
183158)

CVE-2024-28036 INTEL-SA-01252 2025-05-13
2026-0
05

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
181687

Intel Graphics Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
181687)

CVE-2024-37355, CVE-
2024-38310, CVE-2024-
42410

INTEL-SA-01235 2025-02-11
2026-0
05

LEN-
167314

Dolby Privilege Escalation Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
167314)

CVE-2024-44074   2024-12-10
2026-0
05

LEN-
158418

AMD Radeon Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
158418)

CVE-2024-21972, CVE-
2024-21979

AMD-SB-6012 2024-04-09
2026-0
05

LEN-
208581

Mediatek Tablet Vulnerabilities - November 2025
(https://support.lenovo.com/us/en/product_security/LEN-
208581)

CVE-2025-20730, CVE-
2025-20743, CVE-2025-
20745, CVE-2025-
20746, CVE-2025-
20747, CVE-2025-
20749, CVE-2025-
20727, CVE-2025-
20726, CVE-2025-
20725

  2025-11-11
2026-0
26

LEN-
207922

MediaTek Tablet Vulnerabilities December 2025
(https://support.lenovo.com/us/en/product_security/LEN-
207922)

CVE-2025-20750, CVE-
2025-20751, CVE-2025-
20752, CVE-2025-
20753, CVE-2025-
20754, CVE-2025-
20755, CVE-2025-
20756, CVE-2025-
20757, CVE-2025-
20758, CVE-2025-
20759, CVE-2025-
20763, CVE-2025-
20764, CVE-2025-
20765, CVE-2025-
20766, CVE-2025-
20767, CVE-2025-
20768, CVE-2025-
20769, CVE-2025-
20770, CVE-2025-
20771, CVE-2025-
20772, CVE-2025-
20773, CVE-2025-
20774, CVE-2025-
20775, CVE-2025-
20776, CVE-2025-
20777, CVE-2025-
20788, CVE-2025-
20789, CVE-2025-
20790, CVE-2025-
20791

  2025-12-09
2026-0
26

LEN-
201633

MediaTek Tablet Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
201633)

CVE-2025-20709, CVE-
2025-20710, CVE-2025-
20711, CVE-2025-
20712, CVE-2025-
20713, CVE-2025-
20714, CVE-2025-
20715, CVE-2025-
20716, CVE-2025-
20717, CVE-2025-
20718, CVE-2025-
20719, CVE-2025-
20720, CVE-2025-
20721, CVE-2025-
20722, CVE-2025-
20723, CVE-2025-
20724

  2025-10-14
2026-0
26

LEN-
199241

Mediatek Tablet Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
199241)

CVE-2025-20634, CVE-
2025-20696, CVE-2025-
20697, CVE-2025-
20698

  2025-08-12
2026-0
26

LEN-
208293

Lenovo Vantage Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
208293)

CVE-2025-13154   2026-01-13
2026-0
19

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
199004

Intel Rapid Storage Technology Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
199004)

CVE-2025-24327 INTEL-SA-01362 2025-11-11
2026-0
12

LEN-
179277

AMD Graphics Driver Vulnerabilities â€“ February 2025
(https://support.lenovo.com/us/en/product_security/LEN-
179277)

CVE-2024-21971, CVE-
2023-20508

AMD-SB-6008 2025-02-11
2026-0
12

LEN-
158632

Multi-vendor BIOS Security Vulnerabilities (May, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
158632)

CVE-2023-27504, CVE-
2023-28383, CVE-2023-
28402, CVE-2023-
45733, CVE-2023-
45745, CVE-2023-
46103, CVE-2023-
47252, CVE-2023-
47855, CVE-2024-0762,
CVE-2024-1598, CVE-
2024-25078, CVE-2024-
25079, CVE-2024-
27353,

Â INSYDE-SA-2023067,
INSYDE-SA-2024001,
INTEL-SA-00814, INTEL-
SA-01051, INTEL-SA-
01052, INTEL-SA-01036
Â 

2024-05-14
2026-0
12

LEN-
212143

Brocade SANnav Security Updates
(https://support.lenovo.com/us/en/product_security/LEN-
212143)

CVE-2025-12680, CVE-
2025-12679, CVE-2025-
12772, CVE-2025-
12773, CVE-2025-
12774

BSA-2026-3252, BSA-
2026-3254, BSA-2026-
3255, BSA-2026-3256,
BSA-2026-3257

2026-02-10
2026-0
10

LEN-
212134

Netapp ONTAP Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
212134)

CVE-2026-22050 NTAP-20260112-0001 2026-02-10
2026-0
10

LEN-
208296

ESXi Driver for Intel 800 Series Ethernet Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
208296)

CVE-2025-25058 INTEL-SA-01408 2026-02-10
2026-0
10

LEN-
205823

Intel VTune Profiler Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
205823)

CVE-2025-20106 INTEL-SA-01265 2026-02-10
2026-0
10

LEN-
200965

MediaTek Tablet Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
200965)

CVE-2025-20703, CVE-
2025-20704, CVE-2025-
20705, CVE-2025-
20707

  2025-09-09
2026-0
05

LEN-
207206

NVIDIA HGX and DGX VBIOS and LS10 - September 2025
(https://support.lenovo.com/us/en/product_security/LEN-
207206)

CVE-2025-23301, CVE-
2025-23302

NVIDIA Bulletin ID 5674 2025-10-14
2026-0
29

LEN-
202415

Intel SoC Thermal IPF Extension Provider Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
202415)

CVE-2025-32449 INTEL-SA-01394 2025-11-11
2026-0
29

LEN-
197067

MediaTek WLAN Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
197067)

CVE-2025-20693   2025-07-08
2026-0
29

LEN-
195073

MediaTek Bluetooth Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
195073)

CVE-2025-20672, CVE-
2025-20677

  2025-06-10
2026-0
29

LEN-
186049

MediaTek wLAN AP Firmware Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
186049)

CVE-2025-20646   2025-03-11
2026-0
29

LEN-
178469

Intel Chipset Software Installation Utility Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
178469)

CVE-2024-36291 INTEL-SA-01184 2025-02-11
2026-0
29

LEN-
165510

Intel Ethernet Adapter Complete Driver Pack Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
165510)

CVE-2024-24852, CVE-
2024-36274

INTEL-SA-01144 2025-02-11
2026-0
29

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
165524

Multi-vendor BIOS Security Vulnerabilities (September, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
165524)

CVE-2021-33164, CVE-
2023-22351, CVE-2023-
23904, CVE-2023-
25546, CVE-2023-
41833, CVE-2023-
42772, CVE-2023-
43626, CVE-2023-
43753, CVE-2024-
21781, CVE-2024-
21829, CVE-2024-
21871, CVE-2024-
23599, CVE-2024-
23984, CVE-2024-
24968, CVE-2024-3100,
CVE-2024-33016, CVE-
2024-45105, CVE-2024-
4550, CVE-2024-7756

INTEL-SA-01071, INTEL-
SA-01097, INTEL-SA-
01103

2024-09-10
2026-0
15

LEN-
164067

Multi-vendor BIOS Security Vulnerabilities (August, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
164067)

CVE-2021-26344, CVE-
2021-26367, CVE-2021-
26387, CVE-2021-
46746, CVE-2021-
46772, CVE-2022-
23815, CVE-2022-
23817, CVE-2022-
30426, CVE-2023-
20518, CVE-2023-
20578, CVE-2023-
20584, CVE-2023-
20591, CVE-2023-
31315, CVE-2023-
31355, CVE-2023-
31356, CVE-2023-
39535, CVE-2023-
39536, CVE-2023-
39537, CVE-2023-
42667, CVE-2023-
43490, CVE-2023-
49141, CVE-2024-
21801, CVE-2024-
21978, CVE-2024-
21980, CVE-2024-
21981, CVE-2024-
22374, CVE-2024-
24853, CVE-2024-
24980, CVE-2024-
25939, CVE-2024-
33656, CVE-2024-
33657, CVE-2024-
39283

AMI-SA-2023008, INTEL-
SA-01046, INTEL-SA-
01073, INTEL-SA-01070,
INTEL-SA-01100, INTEL-
SA-01083, INTEL-SA-
01118, INTEL-SA-01038,
INTEL-SA-01045, AMD-
SB-4004, AMD-SB-3003,
AMD-SB-7014, AMD-SB-
3011

2024-08-13
2026-0
15

LEN-
194695

Qualcomm Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
194695)

CVE-2025-27053   2026-01-13
2026-0
13

LEN-
183647

Multi-Vendor BIOS Security Vulnerabilities (January 2025)
(https://support.lenovo.com/us/en/product_security/LEN-
183647)

CVE-2024-29979, CVE-
2024-29980, CVE-2024-
42444

  2025-01-14
2026-0
08

LEN-
178470

Intel PROSet/Wireless WiFi and Killer WiFi Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
178470)

CVE-2024-41166, CVE-
2024-40887, CVE-2024-
36285, CVE-2024-
41168, CVE-2024-
39271, CVE-2024-
39356, CVE-2024-
39606

INTEL-SA-01224 2025-02-11
2026-0
08

LEN-
178468

Intel Ethernet Connection I219 Series Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
178468)

CVE-2024-39779, CVE-
2024-39797

INTEL-SA-00590 2025-02-11
2026-0
08

LEN-
158934

Intel PROSet Wireless Wi-Fi Software and Intel Wireless
Bluetooth Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158934)

CVE-2024-23198, CVE-
2024-28049, CVE-2024-
25563, CVE-2024-
24984

INTEL-SA-01108 2024-11-12
2026-0
08

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
149644

Intel Thunderbolt Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
149644)

CVE-2022-37410 INTEL-SA-00916 2024-05-14
2026-0
08

LEN-
180830

MediaTek WLAN Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
180830)

CVE-2024-20148   2025-07-08
2026-0
01

LEN-
200966

Security Bulletin: NVIDIA Networking - October 2025
(https://support.lenovo.com/us/en/product_security/LEN-
200966)

CVE-2025-23299 NVIDIA Bulletin ID 5684 2025-11-11
2025-1
26

LEN-
199279

NVIDIA Networking Bluefield, ConnectX and Mellanox DPDK -
September 2025
(https://support.lenovo.com/us/en/product_security/LEN-
199279)

CVE-2025-23256, CVE-
2025-23259, CVE-2025-
23262

NVIDIA Bulletin ID 5655 2025-09-09
2025-1
26

LEN-
167315

AMD HIP SDK Incorrect Default Permissions Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
167315)

CVE-2024-21937 AMD-SB-6015 2024-11-12
2025-1
26

LEN-
140527

Intel Dynamic Tuning Technology Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
140527)

CVE-2022-29470 INTEL-SA-00875 2023-09-12
2025-1
26

LEN-
182569

MediaTek Bluetooth Firmware Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
182569)

CVE-2024-20147   2025-02-11
2025-1
12

LEN-
171280

Intel Graphics Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171280)

CVE-2024-38665, CVE-
2024-34023, CVE-2024-
34170, CVE-2024-
23919

INTEL-SA-01132 2024-11-12
2025-1
12

LEN-
208434

NVIDIA DGX Spark - November 2025
(https://support.lenovo.com/us/en/product_security/LEN-
208434)

CVE-2025-33187, CVE-
2025-33188, CVE-2025-
33189, CVE-2025-
33190, CVE-2025-
33191, CVE-2025-
33192, CVE-2025-
33193, CVE-2025-
33194, CVE-2025-
33195, CVE-2025-
33196, CVE-2025-
33197, CVE-2025-
33198, CVE-2025-
33199, CVE-2025-
33200

NVIDIA Bulletin ID 5720 2025-11-25
2025-1
25

LEN-
201011

ESXi RDMA driver for Intel 800 Series Ethernet Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
201011)

CVE-2025-31146 INTEL-SA-01376 2025-11-11
2025-1
11

LEN-
200861

Intel VTune Profiler Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
200861)

CVE-2025-20056 INTEL-SA-01355 2025-11-11
2025-1
11

LEN-
198729

Lenovo Dock Manager Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
198729)

CVE-2025-8421   2025-11-11
2025-1
11

LEN-
137495

AMI MegaRAC Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
137495)

CVE-2023-34344, CVE-
2023-34345, CVE-2023-
34341, CVE-2023-
34342, CVE-2023-
34343, CVE-2023-
34334, CVE-2023-
34335, CVE-2023-
34336

AMI-SA-2023005 2025-11-11
2025-1
11

LEN-
197021

Qualcomm WLAN Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
197021)

CVE-2025-27066   2025-08-12
2025-1
10

LEN-
202383

Lenovo Tablet Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
202383)

CVE-2025-11193   2025-11-03
2025-1
03

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
178303

Multi-vendor BIOS Security Vulnerabilities (November, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
178303)

CVE-2023-22351, CVE-
2023-23904, CVE-2023-
25546, CVE-2023-
41833, CVE-2023-
42772, CVE-2023-
43626, CVE-2023-
43753, CVE-2024-
21820, CVE-2024-
21829, CVE-2024-
21850, CVE-2024-
21853, CVE-2024-
21871,
CVE-2024-22185, CVE-
2024-23599, CVE-2024-
23918, CVE-2024-
23984, CVE-2024-
24968, CVE-2024-
24985, CVE-2024-
25565, CVE-2024-
33658, CVE-2024-
33660, CVE-2024-
36242, CVE-2024-
38660, CVE-2024-
39707, CVE-2024-
42442

INSYDE-SA-2024007,
INTEL-SA-01111, INTEL-
SA-01085, INTEL-SA-
01076, INTEL-SA-01101,
INTEL-SA-01079, INTEL-
SA-01196, INTEL-SA-
01071, INTEL-SA-01097,
INTEL-SA-01103

2024-11-12
2025-1
23

LEN-
167700

Intel PROSet Wireless WiFi Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
167700)

CVE-2024-35245, CVE-
2024-33624, CVE-2024-
33611

INTEL-SA-01167 2024-11-12
2025-1
23

LEN-
166568

NVIDIA GPU Display Driver - July 2024
(https://support.lenovo.com/us/en/product_security/LEN-
166568)

CVE-2024-0107   2024-08-13
2025-1
23

LEN-
163020

NVIDIA GPU Display Driver - June 2024
(https://support.lenovo.com/us/en/product_security/LEN-
163020)

CVE-2024-0084, CVE-
2024-0085, CVE-2024-
0086, CVE-2024-0089,
CVE-2024-0090, CVE-
2024-0091, CVE-2024-
0092, CVE-2024-0093,
CVE-2024-0094, CVE-
2024-0099

  2024-06-11
2025-1
23

LEN-
137494

Intel PROSet Wireless WiFi and Killer WiFi Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
137494)

CVE-2023-33875, CVE-
2023-28720, CVE-2023-
32642, CVE-2023-
34983, CVE-2023-
35061, CVE-2023-
28374, CVE-2023-
25951, CVE-2023-
26586, CVE-2023-
32651, CVE-2023-
32644

INTEL-SA-00947 2024-02-13
2025-1
23

LEN-
198727

Lenovo Universal Device Client (UDC) Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
198727)

CVE-2025-6026   2025-10-14
2025-1
21

LEN-
203293

Lenovo Power Management Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
203293)

CVE-2025-9548   2025-10-14
2025-1
16

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
150692

Multi-vendor BIOS Security Vulnerabilities (February, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
150692)

CVE-2021-38575, CVE-
2021-38576, CVE-2021-
38578, CVE-2021-
42299, CVE-2023-
20576, CVE-2023-
20577, CVE-2023-
20579, CVE-2023-
20587, CVE-2023-
25174, CVE-2023-
28388, CVE-2023-
28739, CVE-2023-
29153, CVE-2023-
31346, CVE-2023-
31347, CVE-2023-
34469, CVE-2023-
34470, CVE-2023-
35841, CVE-2023-
45229, CVE-2023-
45230, CVE-2023-
45231, CVE-2023-
45232, CVE-2023-
45233, CVE-2023-
45234, CVE-2023-
45235

AMD-SB-3007, AMD-SB-
7009, AMI-SA-2023007,
INSYDE-SA-2023040,
INTEL-SA-00870, INTEL-
SA-00928, INTEL-SA-
01003, Phoenix Security
ID 200-002

2024-02-13
2025-1
10

LEN-
135397

AMD Graphics Driver Vulnerabilities- November, 2023
(https://support.lenovo.com/us/en/product_security/LEN-
135397)

CVE-2023-20567, CVE-
2023-20568, CVE-2023-
31320, CVE-2021-
46748

AMD-SB-6003 2023-11-14
2025-0
25

LEN-
200860

Lenovo Dispatcher Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
200860)

CVE-2025-8061   2025-09-09
2025-0
22

LEN-
201014

Lenovo XClarity Orchestrator (LXCO) Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
201014)

CVE-2025-8557   2025-09-09
2025-0
09

LEN-
195824

NVIDIA GPU Display Driver - April 2025
(https://support.lenovo.com/us/en/product_security/LEN-
195824)

CVE-2025-23244, CVE-
2025-23245, CVE-2025-
23246

NVIDIA Bulletin ID 5630 2025-06-10
2025-0
04

LEN-
180503

Multi-vendor BIOS Security Vulnerabilities (December, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
180503)

CVE-2024-21944, CVE-
2024-33044, CVE-2024-
33056

AMD-SB-3015 2024-12-10
2025-0
04

LEN-
201013

Insyde BIOS Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
201013)

CVE-2025-4421, CVE-
2025-4422, CVE-2025-
4423, CVE-2025-4424,
CVE-2025-4425, CVE-
2025-4426

INSYDE-SA-2025007 2025-07-29
2025-0
28

LEN-
155025

AMD Graphics Driver Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
155025)

CVE-2021-26367, CVE-
2023-20509, CVE-2023-
20510, CVE-2023-
20512, CVE-2023-
20513, CVE-2023-
31304, CVE-2023-
31305, CVE-2023-
31307, CVE-2023-
31310

AMD-SB-6005 2024-08-13
2025-0
28

LEN-
196648

Lenovo Vantage Privilege Escalation
(https://support.lenovo.com/us/en/product_security/LEN-
196648)

CVE-2025-6230, CVE-
2025-6231, CVE-2025-
6232

  2025-07-08
2025-0
18

LEN-
188743

Intel oneAPI Toolkit Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
188743)

CVE-2025-20017, CVE-
2025-20087, CVE-2025-
20627

INTEL-SA-01285 2025-08-12
2025-0
14

LEN-
198962

Intel 800 Series Ethernet Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
198962)

CVE-2025-24325, CVE-
2025-20093, CVE-2025-
22893, CVE-2025-
24484, CVE-2025-
22836, CVE-2025-
24303, CVE-2025-
23241

INTEL-SA-01296 2025-08-12
2025-0
12

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
192808

Intel QuickAssist Technology Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
192808)

CVE-2025-20090 INTEL-SA-01301 2025-08-12
2025-0
12

LEN-
194466

Lenovo Webcam Firmware Update Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
194466)

CVE-2025-4371   2025-08-08
2025-0
08

LEN-
195074

MediaTek Tablet Denial of Service Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
195074)

CVE-2025-20678   2025-07-08
2025-0
31

LEN-
186851

Qualcomm WLAN Firmware Buffer Over-read Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
186851)

CVE-2025-21446, CVE-
2025-21449

  2025-07-08
2025-0
24

LEN-
165230

Qualcomm WLAN Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
165230)

CVE-2024-33051   2024-09-10
2025-0
24

LEN-
155804

Fingerprint Reader Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
155804)

CVE-2024-23592, CVE-
2023-50430, CVE-2024-
0454

  2024-03-12
2025-0
24

LEN-
194483

Software Fix (Rescue and Smart Assistant) DLL Hijack
Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
194483)

CVE-2025-1700   2025-07-08
2025-0
22

LEN-
182877

AMI MegaRAC SPx Redfish Authentication Bypass
(https://support.lenovo.com/us/en/product_security/LEN-
182877)

CVE-2024-54085   2025-03-11
2025-0
17

LEN-
167703

Intel Graphics Compiler and Intel Arc Pro Graphics Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
167703)

CVE-2024-32044, CVE-
2024-34028, CVE-2024-
32667

INTEL-SA-01163 2024-11-12
2025-0
17

LEN-
199277

Brocade Fabric Path Traversal Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
199277)

CVE-2025-4661 BSA-2025-2996 2025-07-08
2025-0
08

LEN-
189489

TrackPoint Quick Menu Privilege Escalation Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
189489)

CVE-2025-1729   2025-07-08
2025-0
08

LEN-
188742

Motorola Smart Connect Android Application Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
188742)

CVE-2025-2818   2025-07-08
2025-0
08

LEN-
182738

Elliptic Labs Virtual Lock Sensor Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
182738)

CVE-2025-0886   2025-07-08
2025-0
08

LEN-
194474

NetApp SnapCenter Privilege Escalation Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
194474)

CVE-2025-26512 NTAP-20250324-0001 2025-04-08
2025-0
26

LEN-
145284

BIOS Image Parsing Function Vulnerabilities (LogoFAIL)
(https://support.lenovo.com/us/en/product_security/LEN-
145284)

CVE-2023-5058, CVE-
2023-39538, CVE-2023-
39539, CVE-2023-
40238

AMI-SA-2023009,
INSYDE-SA-2023053,
VU#8118620, BRLY-
2023-006,Â BRLY-2023-
018

2023-12-06
2025-0
26

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
140141

Multi-vendor BIOS Security Vulnerabilities (November 2023)
(https://support.lenovo.com/us/en/product_security/LEN-
140141)

CVE-2021-26345, CVE-
2021-46758, CVE-2021-
46766, CVE-2021-
46774, CVE-2022-
23820, CVE-2022-
23821, CVE-2022-
23830, CVE-2023-
20519, CVE-2023-
20521, CVE-2023-
20526, CVE-2023-
20533, CVE-2023-
20563, CVE-2023-
20565, CVE-2023-
20566, CVE-2023-
20571, CVE-2023-
20592, CVE-2023-
20596, CVE-2023-
22329, CVE-2023-
23583, CVE-2023-
25756, CVE-2023-
30633, CVE-2023-
31100, CVE-2023-
34195

AMD-SB-7011, AMD-SB-
3005 AMD-SB-3002,
AMD-SB-4002, INSYDE-
SA-2023045, INSYDE-
SA-2023052, INTEL-SA-
00924, INTEL-SA-00950,
2023.4 IPU Out-of-Band
(OOB)

2023-11-14
2025-0
26

LEN-
134879

Multi-vendor BIOS Security Vulnerabilities (August 2023)
(https://support.lenovo.com/us/en/product_security/LEN-
134879)

CVE-2022-24351, CVE-
2022-27879, CVE-2022-
37343, CVE-2022-
38083, CVE-2022-
40982, CVE-2022-
41804, CVE-2022-
43505, CVE-2022-
44611, CVE-2022-
46897, CVE-2023-2004,
CVE-2023-20555, CVE-
2023-20569, CVE-2023-
23908, CVE-2023-
26090, CVE-2023-
27471, CVE-2023-
28468, CVE-2023-
31041, CVE-2023-
34419, CVE-2023-4028,
CVE-2023-4029, CVE-
2023-4030

AMD-SB-4003, AMD-SB-
7005, INSYDE-SA-
2023018, INSYDE-SA-
2023034, INSYDE-SA-
2023036, INSYDE-SA-
2023038, INSYDE-SA-
2023039, INSYDE-SA-
2023047, INSYDE-SA-
2023048 ,INTEL-SA-
00813, INTEL-SA-00828,
INTEL-SA-00836, INTEL-
SA-00837

2023-08-08
2025-0
26

LEN-
121185

Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
121185)

CVE-2022-36392, CVE-
2022-38102, CVE-2022-
29871

INTEL-SA-00783 2023-08-08
2025-0
26

LEN-
115697

TianoCore EDK II BIOS Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
115697)

CVE-2022-36763, CVE-
2022-36764, CVE-2022-
36765
 

VU#275256 2024-01-09
2025-0
26

LEN-
188740

AMD GPU Cross-Process Memory Disclosure
(https://support.lenovo.com/us/en/product_security/LEN-
188740)

CVE-2024-36353 AMD-SB-6019 2025-03-11
2025-0
04

LEN-
150808

NVIDIA GPU Display Driver - February 2024
(https://support.lenovo.com/us/en/product_security/LEN-
150808)

CVE-2024-0071, CVE-
2024-0073, CVE-2024-
0074, CVE-2024-0075,
CVE-2024-0078, CVE-
2022-42265, CVE-2024-
0077, CVE-2024-0079

  2024-03-12
2025-0
29

LEN-
171275

Intel Optane PMem Management Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171275)

CVE-2024-36275 INTEL-SA-01189 2024-11-12
2025-0
14

LEN-
194484

Intel OpenVINO Model Server Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
194484)

CVE-2025-22892 INTEL-SA-01272 2025-05-13
2025-0
13

LEN-
189578

Intel Ethernet Connections Boot Utility Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
189578)

CVE-2025-20015 INTEL-SA-01294 2025-05-13
2025-0
13

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
189574

Intel Ethernet Network Adapter E810 Series Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
189574)

CVE-2025-20629 INTEL-SA-01295 2025-05-13
2025-0
13

LEN-
186929

Legion Space Code Execution Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
186929)

CVE-2025-1479   2025-05-13
2025-0
13

LEN-
167701

Intel VROC Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
167701)

CVE-2024-29079, CVE-
2024-32485

INTEL-SA-01154 2024-11-12
2025-0
01

LEN-
158935

Intel Connectivity Performance Suite Software Installer Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158935)

CVE-2023-43747 INTEL-SA-01102 2024-08-13
2025-0
24

LEN-
194716

Brocade Fabric OS Code Injection Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
194716)

CVE-2025-1976 BSA-2025-2930 2025-04-18
2025-0
18

LEN-
158929

Intel TDX Module Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158929)

CVE-2024-27457
INTEL-SA-01099 AMI
SA50264

2024-10-08
2025-0
17

LEN-
171278

Intel VTune Profiler Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171278)

CVE-2024-36245, CVE-
2024-37027

INTEL-SA-01187 2024-11-12
2025-0
10

LEN-
163492

Intel Arc and Xe Graphics Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
163492)

CVE-2024-28050 INTEL-SA-01130 2024-08-13
2025-0
10

LEN-
156778

Intel Arc & Iris Xe Graphics Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
156778)

CVE-2024-21864 INTEL-SA-01053 2024-05-14
2025-0
10

LEN-
150742

Intel ProSet Wireless WiFi and Bluetooth Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
150742)

CVE-2023-38654, CVE-
2023-47859, CVE-2023-
47210, CVE-2023-
45845, CVE- 2023-
38417, CVE-2023-
40536

INTEL-SA-01039 2024-05-14
2025-0
10

LEN-
144841

NVIDIA GPU Display Driver Advisory - October 2023
(https://support.lenovo.com/us/en/product_security/LEN-
144841)

CVE-2023-31017, CVE-
2023-31019, CVE-2023-
31016, CVE-2023-
31020, CVE-2023-
31022, CVE-2023-
31023, CVE-2023-
31018, CVE-2023-
31026, CVE-2023-
31021, CVE-2023-
31027

  2023-11-14
2025-0
03

LEN-
191494

AMD Graphics Driver for Linux Disclosure
(https://support.lenovo.com/us/en/product_security/LEN-
191494)

CVE-2024-26656, CVE-
2024-27400, CVE-2024-
26657, CVE-2023-
52921, CVE-2024-
41008

AMD-SB-6021 2025-03-11
2025-0
21

LEN-
163493

Intel Ethernet Controllers and Adapters Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
163493)

CVE-2024-21810, CVE-
2024-23497, CVE-2024-
23981, CVE-2024-
24986, CVE- 2024-
21807, CVE-2024-
21769, CVE-2024-
24983, CVE-2024-
23499, CVE-2024-
21806

INTEL-SA-00918 2024-08-13
2025-0
20

LEN-
163495

Synaptics Audio Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
163495)

CVE-2024-9157   2025-03-11
2025-0
11

LEN-
142133

AMD Radeon Graphics Kernel Driver Privilege Management
Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
142133)

CVE-2023-20598 AMD-SB-6009 2023-11-14
2025-0
06

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
142128

Intel Chipset Software and SPS Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
142128)

CVE-2023-35191, CVE-
2023-28389, CVE-2023-
32633, CVE-2023-
27502

INTEL-SA-00923 2024-03-12
2025-0
06

LEN-
130338

Intel Graphics Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
130338)

CVE-2023-29165, CVE-
2023-27305, CVE-2023-
25952, CVE-2022-
42879, CVE-2023-
25071, CVE-2023-
28401, CVE-2023-
28404

INTEL-SA-00894 2023-11-14
2025-0
06

LEN-
167702

Intel CST Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
167702)

CVE-2024-29076 INTEL-SA-01024 2024-11-12
2025-0
27

LEN-
106015

AMD Graphics OpenSSL Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
106015)

CVE-2022-3602, CVE-
2022-3786

AMD-SB-7001 2023-08-08
2025-0
27

LEN-
141775

Multi-vendor BIOS Security Vulnerabilities (October 2023)
(https://support.lenovo.com/us/en/product_security/LEN-
141775)

CVE-2023-5075, CVE-
2023-5078, CVE-2023-
20594, CVE-2023-
20597, CVE-2023-
25493, CVE-2023-
25494, CVE-2023-
43567, CVE-2023-
43568, CVE-2023-
43569, CVE-2023-
43570, CVE-2023-
43571, CVE-2023-
43572, CVE-2023-
43573, CVE-2023-
43574, CVE-2023-
43575, CVE-2023-
43576, CVE-2023-
43577, CVE-2023-
43578, CVE-2023-
43579, CVE-2023-
43580, CVE-2023-
43581, CVE-2023-
45075, CVE-2023-
45076, CVE-2023-
45077, CVE-2023-
45078, CVE-2023-
45079

AMD-SB-4007 2023-10-10
2025-0
20

LEN-
130057

AMD Cross-Process Information Leak
(https://support.lenovo.com/us/en/product_security/LEN-
130057)

CVE-2023-20593 AMD-SB-7008, Zenbleed 2023-07-24
2025-0
20

LEN-
77472

Intel Wireless Bluetooth and Killer Bluetooth
(https://support.lenovo.com/us/en/product_security/LEN-77472)

CVE-2021-37577 INTEL-SA-00606 2025-02-11
2025-0
11

LEN-
187904

AMD GPU Security Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
187904)

CVE-2024-21936, CVE-
2024-21927, CVE-2024-
21935

AMD-SB-6016 2025-02-11
2025-0
11

LEN-
183176

Lenovo Vantage Privilege Escalation Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
183176)

CVE-2024-12673   2025-02-11
2025-0
11

LEN-
181059

NVIDIA ConnectX and BlueField - October 2024
(https://support.lenovo.com/us/en/product_security/LEN-
181059)

CVE-2024-0105, CVE-
2024-0106

  2025-02-11
2025-0
11

LEN-
170563

Intel QuickAssist Technology Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
170563)

CVE-2023-32277, CVE-
2024-29223, CVE-2024-
31153, CVE-2024-
31858

INTEL-SA-01124 2025-02-11
2025-0
11

LEN-
171276

Intel SGX SDK Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171276)

CVE-2024-34776 INTEL-SA-01188 2024-11-12
2025-0
06

LEN-
171279

Intel IPP Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171279)

CVE-2024-28952 INTEL-SA-01140 2024-11-12
2025-0
23

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
171277

Intel Graphics Driver Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
171277)

CVE-2024-38387 INTEL-SA-01191 2024-11-12
2025-0
23

LEN-
156780

Intel Ethernet Controller Administrative Tools Installer Software
Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
156780)

CVE-2024-21828 INTEL-SA-01056 2024-05-14
2025-0
23

LEN-
152842

Intel Arc Control Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
152842)

CVE-2023-29165, CVE-
2023-27305, CVE-2023-
25952, CVE-2022-
42879

INTEL-SA-01020 2024-05-14
2025-0
23

LEN-
155477

Multi-vendor BIOS Security Vulnerabilities (March, 2024)
(https://support.lenovo.com/us/en/product_security/LEN-
155477)

CVE-2020-5952, CVE-
2022-30426, CVE-2023-
22655, CVE-2023-
28149, CVE-2023-
28746, CVE-2023-
32282, CVE-2023-
32666, CVE-2023-
38575, CVE-2023-
39281, CVE-2023-
39283, CVE-2023-
39284, CVE-2023-
39368, CVE-2023-5912
 

INSYDE-SA-2023054,
INSYDE-SA-2023040,
INSYDE-SA-2023055,
INSYDE-SA-2023056,
INTEL-SA-00986, INTEL-
SA-00960, INTEL-SA-
00898, INTEL-SA-00929,
INTEL-SA-00972, INTEL-
SA-00982,

2024-03-12
2025-0
02

LEN-
174319

Lenovo Accessories and Display Manager (LADM) and Lenovo
Display Control Center (LDCC) Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
174319)

CVE-2024-4762, CVE-
2024-6001

  2024-12-10
2024-1
19

LEN-
179274

Brocade Fabric OS - Security Update
(https://support.lenovo.com/us/en/product_security/LEN-
179274)

CVE-2022-1304, CVE-
2022-48624, CVE-2023-
52160, CVE-2023-6129,
CVE-2023-6237, CVE-
2023-7104, CVE-2024-
10403, CVE-2024-1086,
CVE-2024-4603, CVE-
2024-7516, CVE-2024-
7517

BSA-2024-2461, BSA-
2024-2463, BSA-2024-
2588, BSA-2024-2600,
BSA-2024-2603, BSA-
2024-2608, BSA-2024-
2648, BSA-2024-2730,
BSA-2024-2731, BSA-
2024-2742, BSA-2024-
2763

2024-11-12
2024-1
12

LEN-
87822

Intel Chipset Firmware Advisory
(https://support.lenovo.com/us/en/product_security/LEN-87822)

CVE-2022-26074 INTEL-SA-00669 2022-08-09
2024-1
05

LEN-
147237

Synaptics Fingerprint Driver Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
147237)

CVE-2023-5447   2024-05-14
2024-1
21

LEN-
158927

Intel Ethernet Adapter Driver Pack Software Installer Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
158927)

CVE-2024-22376 INTEL-SA-01106 2024-08-13
2024-1
07

LEN-
155009

Intel Chipset Device Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
155009)

CVE-2024-21814 INTEL-SA-01032 2024-05-14
2024-1
07

LEN-
163506

Intel VROC Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
163506)

CVE-2024-23489 INTEL-SA-01128 2024-08-13
2024-1
10

LEN-
115701

Intel PROSet Wireless WiFi and Killer WiFi Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
115701)

CVE-2022-27635, CVE-
2022-46329, CVE-2022-
40964, CVE-2022-
36351, CVE-2022-
38076

INTEL-SA-00766 2023-08-08
2024-1
10

LEN-
158394

Dolby Vision Provisioning Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
158394)

CVE-2024-5474   2024-10-08
2024-1
08

LEN-
91929

Intel PROSet Wireless WiFi, Intel vPro CSME WiFi and Killer WiFi
Advisory
(https://support.lenovo.com/us/en/product_security/LEN-91929)

CVE-2022-26047 INTEL-SA-00699 2022-11-08
2024-0
19

LEN-
172051

Lenovo XClarity Controller (XCC) Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
172051)

CVE-2024-8278, CVE-
2024-8279, CVE-2024-
8280, CVE-2024-8281,
CVE-2024-8059

LEN-167041 2024-09-10
2024-0
17

Based on your IP, we detect you are physically located in France, however the website you are

viewing is the United States of America site, We may forward you to the France site, or you may

continue with the United States of America site.
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LEN-
167313

NetApp SnapCenter Information Disclosure Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
167313)

CVE-2024-21993 NTAP-20240705-0007 2024-09-10
2024-0
13

LEN-
167072

Mediatek Tablet Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
167072)

CVE-2024-20021   2024-09-10
2024-0
10

LEN-
154748

Lenovo XClarity Administrator (LXCA) Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
154748)

CVE-2024-45101, CVE-
2024-45102, CVE-2024-
45103, CVE-2024-
45104

  2024-09-10
2024-0
10

LEN-
155486

LDCC and LADM Privilege Escalation Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
155486)

CVE-2024-2175, CVE-
2024-4763

  2024-08-13
2024-0
15

LEN-
150740

MediaTek Tablet Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
150740)

CVE-2023-32871   2024-05-14
2024-0
15

LEN-
163508

Intel VTune Profiler Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
163508)

CVE-2024-29015 INTEL-SA-01122 2024-08-13
2024-0
13

LEN-
163507

Intel EMON Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
163507)

CVE-2024-28953 INTEL-SA-01125 2024-08-13
2024-0
13

LEN-
158417

AMI MegaRAC Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
158417)

CVE-2018-25103 AMI-SA-2024002 2024-07-09
2024-0
08

LEN-
158501

Lenovo Tab K10 Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
158501)

CVE-2024-4786   2024-07-09
2024-0
23

LEN-
124490

Intel Thunderbolt DCH Drivers for Windows Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
124490)

CVE-2023-22293, CVE-
2023-25777, CVE-2023-
22342, CVE-2023-
25779, CVE-2023-
24542, CVE-2023-
22390, CVE-2023-
24481, CVE-2023-
24589, CVE-2023-
22848, CVE-2023-
25769, CVE-2023-
26585, CVE-2023-
27308, CVE-2023-
24463, CVE-2023-
27301, CVE-2023-
27307, CVE-2023-
27300, CVE-2023-
26592, CVE-2023-
27303, CVE-2023-
26596, CVE-2023-
26591

INTEL-SA-00851 2024-02-13
2024-0
11

LEN-
156781

Lenovo XClarity Controller (XCC) Vulnerabilities
(https://support.lenovo.com/us/en/product_security/LEN-
156781)

CVE-2024-38508, CVE-
2024-38509, CVE-2024-
38510, CVE-2024-
38511, CVE-2024-
38512

  2024-07-09
2024-0
09

LEN-
129488

NVIDIA Display Driver Advisory - June 2023
(https://support.lenovo.com/us/en/product_security/LEN-
129488)

CVE-2022-34671, CVE-
2023-25515, CVE-2023-
25516, CVE-2023-
25517

  2023-07-11
2024-0
03
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LEN-
120653

NVIDIA Display Driver Advisory - March 2023
(https://support.lenovo.com/us/en/product_security/LEN-
120653)

CVE-2023-0189, CVE-
2023-0184, CVE-2023-
0182, CVE-2023-0181,
CVE-2023-0191, CVE-
2023-0183, CVE-2023-
0180, CVE-2023-0185,
CVE-2023-0198, CVE-
2023-0187, CVE-2023-
0199, CVE-2023-0186,
CVE-2023-0190, CVE-
2023-0188, CVE-2023-
0192, CVE-2023-0194,
CVE-2023-0195, CVE-
2023-0197

  2023-04-11
2024-0
03

LEN-
124495

Multi-vendor BIOS Security Vulnerabilities (May 2023)
(https://support.lenovo.com/us/en/product_security/LEN-
124495)

CVE-2021-26354, CVE-
2021-26356, CVE-2021-
26365, CVE-2021-
26371, CVE-2021-
26379, CVE-2021-
26391, CVE-2021-
26392, CVE-2021-
26393, CVE-2021-
26397, CVE-2021-
26406, CVE-2021-
46749, CVE-2021-
46753, CVE-2021-
46754, CVE-2021-
46755, CVE-2021-
46756, CVE-2021-
46759, CVE-2021-
46760, CVE-2021-
46762, CVE-2021-
46763, CVE-2021-
46764, CVE-2021-
46765, CVE-2021-
46769, CVE-2021-
46773, CVE-2021-
46775, CVE-2021-
46792, CVE-2021-
46794, CVE-2022-
23818, CVE-2022-
33894, CVE-2022-
38087, CVE-2022-
48181, CVE-2022-
48188, CVE-2023-
20520, CVE-2023-
20524, CVE-2023-
27373

AMD-SB-3001, AMD-SB-
4001, INSYDE-SA-
2023028, INSYDE-SA-
2023035, INSYDE-SA-
2023016, INTEL-SA-
00807

2023-05-09
2024-0
27

LEN-
73438

Intel PROSet Wireless WiFi and Killer WiFi Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-73438)

CVE-2021-33113, CVE-
2021-33114, CVE-2021-
33115

INTEL-SA-00582 2022-02-08
2024-0
12

LEN-
163429

Lenovo Service Bridge Vulnerability
(https://support.lenovo.com/us/en/product_security/LEN-
163429)

CVE-2024-4696   2024-06-11
2024-0
11

LEN-
149642

Intel CST Software Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
149642)

CVE-2023-40155, CVE-
2023-43487, CVE-2023-
39433, CVE-2023-
41082

INTEL-SA-01021 2024-05-14
2024-0
06

LEN-
115703

Intel Ethernet Adapters and Intel Ethernet Controller I225
Advisory
(https://support.lenovo.com/us/en/product_security/LEN-
115703)

CVE-2021-33141, CVE-
2021-33162, CVE-2021-
33157, CVE-2021-
33161, CVE-2021-
37341, CVE-2021-
33145, CVE-2021-
33158, CVE-2021-
33142, CVE-2021-
33146

INTEL-SA-00756 2024-05-14
2024-0
03

󡉇  Was this information helpful?
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