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Vulnerability Report: GO-2025-3372

Affects: github.com/golang/glog | Published: Jan 28, 2025 | Modified: Jan 29, 2025

When logs are written to a widely-writable directory (the default), an unprivileged attacker may
predict a privileged process's log file path and pre-create a symbolic link to a sensitive file in its
place. When that privileged process runs, it will follow the planted symlink and overwrite that
sensitive file. To fix that, glog now causes the program to exit (with status code 2) when it finds
that the configured log file already exists.

Affected Packages

Path github.com/golang/glog
Go before v1.2.4
Versions

Symbols » 54 affected symbols
Aliases

CVE-2024-45339
GHSA-6wxm-mpqj-6jpf

References

https://github.com/golang/glog/pull/74/commits/b8741656e406e66d6992bc2c9575e460ecaalec?2
https://github.com/golang/glog/pull/74
https://groups.google.com/g/golang-announce/c/H-Q40uHWyKs
https://owasp.org/www-community/vulnerabilities/Insecure_Temporary_File
https://vuln.go.dev/ID/GO-2025-3372.json

Credits
Josh McSavaney, Gunther Noack
Feedback

go.dev uses cookies from Google to deliver and enhance the quality of its services and to Oka
analyze traffic. Learn more. y

https://pkg.go.dev/vuln/GO-2025-3372 1/2


https://pkg.go.dev/vuln
https://pkg.go.dev/vuln/list
https://pkg.go.dev/github.com/golang/glog
https://www.cve.org/CVERecord?id=CVE-2024-45339
https://github.com/advisories/GHSA-6wxm-mpqj-6jpf
https://github.com/golang/glog/pull/74/commits/b8741656e406e66d6992bc2c9575e460ecaa0ec2
https://github.com/golang/glog/pull/74
https://groups.google.com/g/golang-announce/c/H-Q4ouHWyKs
https://owasp.org/www-community/vulnerabilities/Insecure_Temporary_File
https://vuln.go.dev/ID/GO-2025-3372.json
https://github.com/golang/vulndb/issues/new?assignees=&labels=Needs+Triage%2CSuggested+Edit&template=suggest_edit.yaml&title=x%2Fvulndb%3A+suggestion+regarding+GO-2025-3372&report=GO-2025-3372
https://go.dev/
https://go.dev/
https://go.dev/
https://policies.google.com/technologies/cookies
https://policies.google.com/technologies/cookies

5/3/26, 6:43 AM

Why Go Get Started

Use Cases Playground
Case Studies Tour
Stack Overflow

Help

Connect

Twitter
GitHub
Slack
r/golang
Meetup

Golang Weekly

G0-2025-3372 - Go Packages

Packages

Standard Library
Sub-repositories

About Go Packages

About

Download

Blog

Issue Tracker
Release Notes
Brand Guidelines

Code of Conduct

Copyright
Terms of Service
Privacy Policy

Report an Issue

4} Theme Toggle

& Shortcuts Modal

go.dev uses cookies from Google to deliver and enhance the quality of its services and to

analyze traffic. Learn more.

https://pkg.go.dev/vuln/GO-2025-3372



https://go.dev/solutions
https://go.dev/solutions#use-cases
https://go.dev/solutions#case-studies
https://learn.go.dev/
https://play.golang.org/
https://tour.golang.org/
https://stackoverflow.com/questions/tagged/go?tab=Newest
https://go.dev/help
https://pkg.go.dev/
https://pkg.go.dev/std
https://pkg.go.dev/golang.org/x
https://pkg.go.dev/about
https://go.dev/project
https://go.dev/dl/
https://go.dev/blog
https://github.com/golang/go/issues
https://go.dev/doc/devel/release.html
https://go.dev/brand
https://go.dev/conduct
https://www.twitter.com/golang
https://www.twitter.com/golang
https://github.com/golang
https://invite.slack.golangbridge.org/
https://reddit.com/r/golang
https://www.meetup.com/pro/go
https://golangweekly.com/
https://go.dev/copyright
https://go.dev/tos
http://www.google.com/intl/en/policies/privacy/
https://go.dev/s/pkgsite-feedback
https://google.com/
https://go.dev/
https://go.dev/
https://policies.google.com/technologies/cookies
https://policies.google.com/technologies/cookies

