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Vulnerability Report: GO-2026-4337

Affects: crypto/tls | Published: Feb 05, 2026

During session resumption in crypto/tls, if the underlying Config has its ClientCAs or RootCAs
fields mutated between the initial handshake and the resumed handshake, the resumed
handshake may succeed when it should have failed. This may happen when a user calls
Config.Clone and mutates the returned Config, or uses Config.GetConfigForClient. This can
cause a client to resume a session with a server that it would not have resumed with during the
initial handshake, or cause a server to resume a session with a client that it would not have
resumed with during the initial handshake.

Affected Packages

Path cryptol/tls

Go before gol1.24.13, from gol1.25.0-0 before go1.25.7, from go1.26.0-rc.1 before
Versions go0l.26.0-rc.3

Symbols » 9 affected symbols
Aliases

CVE-2025-68121
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Credits

Coia Prant (github.com/rbqvq), Go Security Team

Feedback

go.dev uses cookies from Google to deliver and enhance the quality of its services and to Oka
analyze traffic. Learn more. y

https://pkg.go.dev/vuln/GO-2026-4337 1/2


https://pkg.go.dev/vuln
https://pkg.go.dev/vuln/list
https://pkg.go.dev/crypto/tls
https://www.cve.org/CVERecord?id=CVE-2025-68121
https://groups.google.com/g/golang-announce/c/K09ubi9FQFk
https://go.dev/cl/737700
https://go.dev/issue/77217
https://vuln.go.dev/ID/GO-2026-4337.json
https://github.com/golang/vulndb/issues/new?assignees=&labels=Needs+Triage%2CSuggested+Edit&template=suggest_edit.yaml&title=x%2Fvulndb%3A+suggestion+regarding+GO-2026-4337&report=GO-2026-4337
https://go.dev/
https://go.dev/
https://go.dev/
https://policies.google.com/technologies/cookies
https://policies.google.com/technologies/cookies

4/29/26, 5:47 AM GO-2026-4337 - Go Packages

Why Go Get Started Packages About

Use Cases Playground Standard Library Download
Case Studies Tour Sub-repositories Blog
Stack Overflow About Go Packages Issue Tracker
Help Release Notes
Brand Guidelines

Code of Conduct

Connect

Twitter
GitHub
Slack
r/golang
Meetup

Golang Weekly

Copyright
Terms of Service
Privacy Policy

Report an Issue

4} Theme Toggle

& Shortcuts Modal

go.dev uses cookies from Google to deliver and enhance the quality of its services and to
analyze traffic. Learn more.

https://pkg.go.dev/vuln/GO-2026-4337



https://go.dev/solutions
https://go.dev/solutions#use-cases
https://go.dev/solutions#case-studies
https://learn.go.dev/
https://play.golang.org/
https://tour.golang.org/
https://stackoverflow.com/questions/tagged/go?tab=Newest
https://go.dev/help
https://pkg.go.dev/
https://pkg.go.dev/std
https://pkg.go.dev/golang.org/x
https://pkg.go.dev/about
https://go.dev/project
https://go.dev/dl/
https://go.dev/blog
https://github.com/golang/go/issues
https://go.dev/doc/devel/release.html
https://go.dev/brand
https://go.dev/conduct
https://www.twitter.com/golang
https://www.twitter.com/golang
https://github.com/golang
https://invite.slack.golangbridge.org/
https://reddit.com/r/golang
https://www.meetup.com/pro/go
https://golangweekly.com/
https://go.dev/copyright
https://go.dev/tos
http://www.google.com/intl/en/policies/privacy/
https://go.dev/s/pkgsite-feedback
https://google.com/
https://go.dev/
https://go.dev/
https://policies.google.com/technologies/cookies
https://policies.google.com/technologies/cookies

