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> SECUNIA RESEARCH

The world’s best vulnerability intelligence

The Secunia Research team from Flexera provides the most accurate and reliable
source of vulnerability intelligence.
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Secunia

Stay Secure

........

Thveat Score 23 (Last Updated 20%

Affected operating system and software ™
Software
18M MQ (formerly IBM Websphere MQ) 9.x
" Woperating system and software Advisory Details:
. Description:
Multiple vulnerabilities have been reported in IBM MQ LTS, which cal
of Service) and by malicious people to cause 3 BoS.
For more information
SA93109 (1)
SAGS562 (#1 and #2)
The vulnerabilities are reparted in versions prior 191,05, A
Salution:
Update to version 9.1.0.5.
.
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» FEATURED DETAILS

Multiple ways to consume Secunia Research

Secunia delivers software security research that provides reliable, curated and
actionable vulnerability intelligence. Organizations can expect to receive standardized,
validated and enriched vulnerability research on a specific version of a software
product. Secunia Research supports four solutions:

© Software Vulnerability Research
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LEARN MORE >

() Software Vulnerability Manager
& yHanse

Software Vulnerability Manager uses Secunia Research data to identify,

prioritize and patch known vulnerable software detected in your environment

LEARN MORE >

”v° Data Platform

Data Platform leverages Secunia Research to provide high-level insights based

on major or minor versions of software in your normalized inventory

LEARN MORE >

= Flexera One

Flexera One utilizes Secunia Research (alongside public NVD data) to provide
more granular matching of build-level versions of software in your normalized

inventory within its IT Asset Management and IT Visibility solutions

LEARN MORE >

» HOW IT WORKS
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The Secunia Research team from Flexera is comprised of several security specialists
who conduct vulnerability research in various products in addition to testing, verifying
and validating public vulnerability reports. Since its inception in 2002, the goal of the
Secunia Research team is to provide the most accurate and reliable source of
vulnerability intelligence.

Delivering the world’s best vulnerability intelligence requires skill and passion. Team
members continually develop their skills exploring various high-profile closed and
open-source software using a variety of approaches, focusing chiefly on thorough code
audits and binary analysis. The team has received industry recognition, including
naming members to Microsoft’s Most Valuable Security Researchers list.

Secunia researchers discover hard-to-find vulnerabilities that aren’t normally
identified with techniques such as fuzzing, and the results have been impressive.
Members of the Secunia Research team have discovered critical vulnerabilities in
products from vendors including Microsoft, Symantec, IBM, Adobe, RealNetworks,
Trend Micro, HP, Blue Coat, Samba, CA, Mozilla and Apple.

The team produces invaluable security advisories based on research of the
vulnerabilities affecting any given software update. Sometimes a single update can
address multiple vulnerabilities of varying criticalities and threats; but these advisories
aggregate and distill findings down to a single advisory perfect for the prioritization of
patching efforts within Software Vulnerability Manager. Criticality scores are
consistently applied along with details around attack vector and other valuable details
within Software Vulnerability Research. Illegitimate vulnerability reports are also
investigated and rejected so you can focus only on what truly matters.
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» INFORMING IT, TRANSFORMING IT

Industry insights to help keep you informed

WEBINAR WEBINAR

From alert to action: Improve Stay ahead of cyber threats:
vulnerability management Flexera's latest vulnerability
Learn how to gain actionable insights to mSIghtS

manage vulnerabilities, understand

Join us for this session where we'll
threats and speed up remediation with...

explore the latest findings from the
Flexera Monthly Vulnerability Insights...

WEBINAR REPORT

Dive deeper into the Flexera Flexera Annual Software
Annual Vulnerability Insights Vulnerability and Threat
Intelligence Report
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VIDEO TRIAL

Close the Risk Window with Software Vulnerability
Software Vulnerability Manager Assessment free
Manager trial

Stop reacting. Gain control. Stay secure. Get access to the complete set of

Build a more effective risk mitigation modules of Software Vulnerability
process leveraging Secunia Research... Manager: Research, Assessment and...

flexera
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Business challenge

Spend management by vendor

Products
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