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Acronis Advisory Database Advisories SEC-5330

Sensitive information disclosure due to
insecure folder permissions

MEDIUM SEVERITY CVE-2023-5042 ACRONIS CYBER PROTECT HOME OFFICE ACRONIS TRUE IMAGE OEM

WINDOWS @TKOYEUNG

Affected products

e Acronis Cyber Protect Home Office (Windows) before build 40713
e Acronis True Image OEM (Windows) before build 42575

Updates

Acronis True Image OEM 2026 build 42575

ACRONIS TRUE IMAGE OEM WINDOWS

UPD-2309-9b7c-1626 = published 3 years ago
Acronis Cyber Protect Home Office build 40713

ACRONIS CYBER PROTECT HOME OFFICE WINDOWS

CVSS score

5.5 Medium
CVSS:3.0/AV:L/AC:L/PR:L/UIN/S:U/C:H/I:N/A:N [z

CWEs

e CWE-276 2

Credits

e @tkoyeung [2
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https://security-advisory.acronis.com/UPD-2512-8f77-a8c7
https://security-advisory.acronis.com/UPD-2309-9b7c-1626
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
https://security-advisory.acronis.com/advisories?q=severity%3Amedium
https://security-advisory.acronis.com/advisories?q=product%3A%27Acronis%20Cyber%20Protect%20Home%20Office%27
https://security-advisory.acronis.com/advisories?q=product%3A%27Acronis%20True%20Image%20OEM%27
https://security-advisory.acronis.com/advisories?q=platform%3AWindows
https://security-advisory.acronis.com/advisories?q=credit%3A%27%40tkoyeung%27
https://security-advisory.acronis.com/updates?q=product%3A%27Acronis%20True%20Image%20OEM%27
https://security-advisory.acronis.com/updates?q=platform%3AWindows
https://security-advisory.acronis.com/updates?q=product%3A%27Acronis%20Cyber%20Protect%20Home%20Office%27
https://security-advisory.acronis.com/updates?q=platform%3AWindows
https://cwe.mitre.org/data/definitions/276.html
https://hackerone.com/tkoyeung
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