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Local privilege escalation due to DLL hijacking

vulnerability

Affected products

Updates

UPD-2601-f979-0dde • published 2 months ago

Acronis True Image for SanDisk build 42679

UPD-2601-9c37-8394 • published 3 months ago

Acronis True Image for Western Digital build 42636

UPD-2512-8f77-a8c7 • published 4 months ago

Acronis True Image OEM 2026 build 42575

UPD-2509-1911-b6fb • published 6 months ago

Acronis True Image build 42386

CVSS score

7.3 High

 

HIGH SEVERITY CVE-2025-11178 ACRONIS TRUE IMAGE ACRONIS TRUE IMAGE OEM

ACRONIS TRUE IMAGE FOR SANDISK ACRONIS TRUE IMAGE FOR WESTERN DIGITAL WINDOWS @SATZ4797

Acronis True Image (Windows) before build 42386

Acronis True Image for Western Digital (Windows) before build 42636

Acronis True Image for SanDisk (Windows) before build 42679

Acronis True Image OEM (Windows) before build 42575

ACRONIS TRUE IMAGE FOR SANDISK WINDOWS

ACRONIS TRUE IMAGE FOR WESTERN DIGITAL WINDOWS

ACRONIS TRUE IMAGE OEM WINDOWS

ACRONIS TRUE IMAGE WINDOWS
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CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H 

CWEs

Credits
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CWE-427 

@satz4797 


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