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Local privilege escalation due to insecure Unix
socket permissions

HIGH SEVERITY CVE-2026-28727 ACRONIS CYBER PROTECT 17 ACRONIS CYBER PROTECT CLOUD AGENT

ACRONIS TRUE IMAGE MACOS @AIQITUT

Affected products

e Acronis Cyber Protect 17 (macOS) before build 41186
e Acronis Cyber Protect Cloud Agent (macOS) before build 41124
e Acronis True Image (macOS) before build 42902

Updates

Acronis True Image build 42902

ACRONIS TRUE IMAGE MACOS

UPD-2510-e871-9553 = published 5 months ago
Acronis Cyber Protect 17

ACRONIS CYBER PROTECT 17 LINUX MACOS WINDOWS

Acronis Cyber Protect Cloud Agent update C25.10

ACRONIS CYBER PROTECT CLOUD AGENT LINUX MACOS WINDOWS

CVSS score

7.8 High
CVSS:3.0/AV:L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH [z

CWEs
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https://security-advisory.acronis.com/UPD-2604-dec2-e915
https://security-advisory.acronis.com/UPD-2510-e871-9553
https://security-advisory.acronis.com/UPD-2510-b249-7dff
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://security-advisory.acronis.com/advisories?q=severity%3Ahigh
https://security-advisory.acronis.com/advisories?q=product%3A%27Acronis%20Cyber%20Protect%2017%27
https://security-advisory.acronis.com/advisories?q=product%3A%27Acronis%20Cyber%20Protect%20Cloud%20Agent%27
https://security-advisory.acronis.com/advisories?q=product%3A%27Acronis%20True%20Image%27
https://security-advisory.acronis.com/advisories?q=platform%3AmacOS
https://security-advisory.acronis.com/advisories?q=credit%3A%27%40aiqitut%27
https://security-advisory.acronis.com/updates?q=product%3A%27Acronis%20True%20Image%27
https://security-advisory.acronis.com/updates?q=platform%3AmacOS
https://security-advisory.acronis.com/updates?q=product%3A%27Acronis%20Cyber%20Protect%2017%27
https://security-advisory.acronis.com/updates?q=platform%3ALinux
https://security-advisory.acronis.com/updates?q=platform%3AmacOS
https://security-advisory.acronis.com/updates?q=platform%3AWindows
https://security-advisory.acronis.com/updates?q=product%3A%27Acronis%20Cyber%20Protect%20Cloud%20Agent%27
https://security-advisory.acronis.com/updates?q=platform%3ALinux
https://security-advisory.acronis.com/updates?q=platform%3AmacOS
https://security-advisory.acronis.com/updates?q=platform%3AWindows
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https://support.acronis.com/
https://hackerone.com/acronis
https://security-advisory.acronis.com/feed
https://www.acronis.com/
https://www.acronis.com/
https://twitter.com/Acronis
https://www.acronis.com/blog
https://www.youtube.com/user/Acronis
https://www.linkedin.com/company/acronis
https://www.reddit.com/r/acronis
https://www.facebook.com/acronis
https://cwe.mitre.org/data/definitions/276.html
https://hackerone.com/aiqitut

