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Security Center

The latest security information on Intel® products.

Code of Conduct Bulletins CSAF Advisories Security Guidance Submitted Research

Intel® Product Security Center Advisories

Intel is focused on ensuring the security of our customers computing environments. We are
committed to rapidly addressing issues as they arise, and providing recommendations through
security advisories and security notices.

Security advisories are fixes or workarounds for vulnerabilities identified with Intel products.

Adyvisories (2026) Advisory Updated Release Date
Number

Intel Vision Software Advisory INTEL-SA-  May 12, May 12,
01457 2026 2026

A e e A ey DUEL S sty 12 iy 1,
01438 2026 2026

Intel” EMA Software Advisory INTEL-SA-  May 12, May 12,
01434 2026 2026

Display Virtualization for Windows OS Advisory INTEL-SA- | May 12, May 12,
01430 2026 2026

Intel® Connectivity Performance Suite Software Installer INTEL-SA- May 12, May 12,

Advisory 01429 2026 2026

Intel® 800 Series Ethernet Linux Driver Advisory INTEL-SA- | May 12, May 12,
01426 2026 2026

Intel” Slim Bootloader Advisory INTEL-SA- May 12, May 12,
01425 2026 2026

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr
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https://www.intel.com/content/www/us/en/security-center/Code_of_Conduct.html
https://www.intel.com/content/www/us/en/security-center/announcement/default.html
https://github.com/intel/security-center/tree/main/advisories
https://www.intel.com/content/www/us/en/developer/topic-technology/software-security-guidance/overview.html
https://www.intel.com/content/www/us/en/security-center/SubmittedResearch.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01457.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01438.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01434.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01430.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01429.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01429.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01426.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01425.html
https://www.intel.com/content/www/us/en/homepage.html

8/4/26, 6:25 AM

Advisories (2026)

Intel® NPU Driver Advisory

Security Center

Advisory
Number

INTEL-SA-
01424

INTEL-SA-
01420

INTEL-SA-
01413

INTEL-SA-
01410

INTEL-SA-
01402

INTEL-SA-
01387

INTEL-SA-
01393

INTEL-SA-
01234

INTEL-SA-
01415

INTEL-SA-
01414

INTEL-SA-
01412

INTEL-SA-
01411

INTEL-SA-
01408

Updated

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

March 10,
2026

March 13,
2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

May 12,
2026

March 10,
2026

March 10,
2026

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026

2/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01424.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01420.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01413.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01410.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01410.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01402.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01387.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01393.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01234.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01415.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01414.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01414.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01412.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01412.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01411.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01408.html

8/4/26, 6:25 AM

Advisories (2026)

Intel® Quick Assist Technology (Intel® QAT) Advisory

Security Center

Advisory
Number

INTEL-SA-
01406

INTEL-SA-
01403

INTEL-SA-
01401

INTEL-SA-
01399

INTEL-SA-
01397

INTEL-SA-
01396

INTEL-SA-
01385

INTEL-SA-
01325

INTEL-SA-
01323

INTEL-SA-
01315

INTEL-SA-
01314

INTEL-SA-
01265

INTEL-SA-
01171

Updated

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

February
10, 2026

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026

February
10,2026

February
10, 2026
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01406.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01403.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01401.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01399.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01397.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01397.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01396.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01385.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01325.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01323.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01315.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01314.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01265.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01171.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Xeon® 6 Processors with P-cores with Intel® TDX

Security Center

Advisory
Number

INTEL-
SA-
01409

INTEL-
SA-
01400

INTEL-
SA-
01398

INTEL-
SA-
01395

INTEL-
SA-
01394

INTEL-
SA-
01392

INTEL-
SA-
01388

INTEL-

01386

INTEL-
SA-

01382
INTEL-

01380

Updated

December
9, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

December
9, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

4/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01409.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01409.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01400.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01398.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01395.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01394.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01392.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01388.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01386.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01382.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01380.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel UEFI Server Firmware Advisory

Security Center

Advisory
Number

INTEL-
SA-
01378

INTEL-
SA-
01377

INTEL-
SA-
01376

INTEL-
SA-
01375

INTEL-
SA-
01374

INTEL-
SA-
01373

INTEL-
SA-
01366

INTEL-
SA-
01365

INTEL-
SA-
01364

INTEL-
SA-
01362

Updated

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01378.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01377.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01376.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01375.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01374.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01373.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01366.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01365.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01364.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01364.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01362.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® DSA Software Advisory

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Security Center

Advisory
Number

INTEL-
SA-
01361

INTEL-
SA-
01360

INTEL-
SA-
01356

INTEL-
SA-
01355

INTEL-
SA-
01337

INTEL-
SA-
01334

INTEL-
SA-
01331

INTEL-
SA-
01328

INTEL-
SA-
01327

INTEL-
SA-
01304

Updated

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

Release Date

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

November
11, 2025

6/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01361.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01360.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01356.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01355.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01337.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01334.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01331.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01328.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01327.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01304.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Display Virtualization for Windows OS Advisory

Security Center

Advisory
Number

INTEL-
SA-
01303

INTEL-
SA-
01383

INTEL-
SA-
01367

INTEL-
SA-
01352

INTEL-
SA-
01347

INTEL-
SA-
01345

INTEL-
SA-
01342

INTEL-
SA-
01339

INTEL-
SA-
01338

INTEL-
SA-
01335

Updated

November
11, 2025

August 12,
2025

August 18,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
11, 2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

7/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01303.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01383.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01383.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01367.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01352.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01347.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01345.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01342.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01339.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01338.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01338.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01335.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Device Plugins for Kubernetes Advisory

Security Center

Advisory
Number

INTEL-
SA-
01329

INTEL-
SA-
01326

INTEL-
SA-
01321

INTEL-
SA-
01318

INTEL-
SA-
01317

INTEL-
SA-
01316

INTEL-
SA-
01313

INTEL-
SA-
01312

INTEL-
SA-
01311

INTEL-
SA-
01310

Updated

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 18,
2025

August 18,
2025

August 12,
2025

August 12,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

8/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01329.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01326.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01321.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01318.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01317.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01317.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01316.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01313.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01312.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01311.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01310.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Xeon® 6 Scalable Processors Advisory

Security Center

Advisory
Number

INTEL-
SA-
01308

INTEL-
SA-
01301

INTEL-
SA-
01300

INTEL-
SA-
01299

INTEL-
SA-
01298

INTEL-
SA-
01296

INTEL-
SA-
01292

INTEL-
SA-
01286

INTEL-
SA-
01285

INTEL-
SA-
01280

Updated

August 12,
2025

August 12,
2025

September
09, 2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

9/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01308.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01301.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01300.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01299.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01298.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01296.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01292.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01286.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01286.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01285.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01280.html

8/4/26, 6:25 AM

Intel® Trace Analyzer and Collector Software Advisory

Advisories (2025 and older)

Security Center

Advisory
Number

INTEL-
SA-
01266

INTEL-
SA-
01257

INTEL-
SA-
01249

INTEL-
SA-
01245

INTEL-
SA-
01192

INTEL-
SA-
01209

INTEL-
SA-
01305

INTEL-
SA-
01297

INTEL-
SA-
01295

INTEL-
SA-
01294

Updated

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

June 10,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

August 12,
2025

June 10,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

10/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01266.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01257.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01249.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01245.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01192.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01209.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01305.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01297.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01295.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01294.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Ethernet Network Adapter Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01293

INTEL-
SA-
01290

INTEL-
SA-
01278

INTEL-
SA-
01274

INTEL-
SA-
01273

INTEL-
SA-
01272

INTEL-
SA-
01271

INTEL-
SA-
01270

INTEL-
SA-
01269

INTEL-
SA-
01268

Updated

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

11/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01293.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01290.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01278.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01274.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01273.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01273.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01272.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01271.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01270.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01269.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01268.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Advisor Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01263

INTEL-
SA-
01259

INTEL-
SA-
01254

INTEL-
SA-
01253

INTEL-
SA-
01252

INTEL-
SA-
01247

INTEL-
SA-
01244

INTEL-
SA-
01243

INTEL-
SA-
01239

INTEL-
SA-
01216

Updated

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 27,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

May 13,
2025

12/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01263.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01259.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01254.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01253.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01252.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01247.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01247.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01244.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01243.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01239.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01239.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01216.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® Core™ Ultra Processors CNVi Advisory INTEL- May 13, May 13,
SA- 2025 2025
01180

Intel® Core™ Ultra Processor Firmware Advisory INTEL- May 12, May 12,

""""""""""""""""""""""""""""""" SA- 2025 2025
01322

2025.1 IPU -Intel” Processor Advisory INTEL- May 12, May 12,
SA- 2025 2025
01153

Intel® RealSense™ Advisory INTEL- February February

"""""""""""""""""""" SA- 11,2025 11,2025
01240

Intel® MLC Software Advisory INTEL- February February
SA- 11,2025 11,2025
01238

BIOS and System Firmware Update Package Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01237

Intel® 800 Series Ethernet Driver Software INTEL- February February
SA- 11,2025 11,2025
01236

Intel® Graphics Software Advisory INTEL- February February

''''''''''''''''''''''''''''''''''' SA- 11,2025 11,2025
01235

Intel® GPA and Intel® GPA Framework Software Advisory INTEL- February February
SA- 11,2025 11,2025
01233

Intel® Thread Director Visualizer Advisory INTEL- February February

""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01232

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 13/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01180.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01322.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01153.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01240.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01238.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01237.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01236.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01235.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01233.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01232.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® Quartus® Prime Software Advisory INTEL- February February

______________________________ SA- 11,2025 11,2025
01231

Intel® Battery Life Diagnostic Tool Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01230

2025.1 IPU - 13th and 14th Generation Intel® Core™ INTEL- February February

Processor Advisory SA- 11, 2025 11,2025

""""""""""""""""" 01228

Ethernet Port Configuration Tool Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01227

Intel” PROSet/Wireless WiFi and Killer™ WiFi Advisory INTEL-  February February
SA- 11,2025 11,2025
01224

FPGA Support Package for the Intel® oneAPI DPC++/C++ INTEL- February February

Compiler Software Advisory SA- 11,2025 11,2025
01218

Intel® XTU Software Advisory INTEL- February February

""" SA- 11, 2025 11, 2025
01215

Intel® High Level Synthesis Compiler Software Advisory INTEL- February February

________________________________________________________ SA- 11,2025 11,2025
01214

2025.1 IPU - Intel® SGX Advisory INTEL- February February

""" SA- 11,2025 11,2025
01213

Intel® Advisor Software Advisory INTEL- February February

""""""""""""""""""""""" SA- 11,2025 11,2025
01208

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 14/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01231.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01230.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01228.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01228.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01227.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01224.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01218.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01218.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01215.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01214.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01213.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01208.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® MPI Library for Windows Software Advisory INTEL- | February February
SA- 11,2025 11, 2025
01207

Intel” System Security Report and System Resources Defense  INTEL-  February February

Advisory SA- 11,2025 11,2025
01203

UEFI Firmware Advisory INTEL- February February
SA- 11,2025 11,2025
01198

Intel® Data Streaming Accelerator Advisory INTEL- February February

""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01194

Intel” Chipset Software Installation Utility Advisory INTEL-  February February
SA- 11,2025 11,2025
01184

2024.4 IPU, Intel® Processor Advisory INTEL- February February

"""""""""""""""""""""""""" SA- 11,2025 11,2025
01166

Intel® DSA Installer Advisory INTEL- | February February
SA- 11,2025 11,2025
01156

2025.1 IPU - Intel® Chipset Firmware Advisory INTEL- February February

''''''''''''''''''''''''''''''''''''''''''''' SA- 18,2025 11,2025
01152

Intel® Ethernet Adapter Complete Driver Pack Advisory INTEL- | February February
SA- 11,2025 11,2025
01144

2025.1 IPU - UEFI Firmware Advisory INTEL- February February

""""""""""""""""""""""""" SA- 11,2025 11,2025
01139

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 15/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01207.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01203.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01203.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01198.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01194.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01184.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01166.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01156.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01152.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01144.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01139.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® QuickAssist Technology Software Advisory INTEL- February February
SA- 11,2025 11,2025
01124

Intel® SPS Firmware Advisory INTEL- February February

""""""""""""""""""""" SA- 11,2025 11,2025
01120

Intel® VPL. Software Advisory INTEL- February February
SA- 11,2025 11,2025
01044

Intel® Driver Support Assistant Software Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
01030

Intel® Server Board BMC Firmware Advisory INTEL- February February
SA- 11,2025 11,2025
00990

Intel® Wireless Bluetooth® and Killer™ Bluetooth® Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""""""" SA- 11,2025 11,2025
00606

Intel® Ethernet Connection 1219 Series Software Advisory INTEL- February February
SA- 11,2025 11,2025
00590

Intel® NUC Software Studio Service Advisory INTEL- December December

'''''''''''''''''''''''''''''''''''''''''''''''' SA- 10,2024 10,2024
01185

Intel® Neural Compressor Software Advisory INTEL- November November
SA- 12,2024 12,2024
01219

Intel® oneAPI DPC++/C++ Compiler Advisory INTEL- November November

"""""""""""""""""""""""""""""""""" SA- 12,2024 12,2024
01217

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 16/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01124.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01120.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01044.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01030.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00990.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00606.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00590.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01185.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01219.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01217.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Thunderbolt™ Share Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01204

INTEL-
SA-
01201

INTEL-
SA-
01200

INTEL-
SA-
01197

INTEL-
SA-
01196

INTEL-
SA-
01195

INTEL-
SA-
01193

INTEL-
SA-
01191

INTEL-
SA-
01190

INTEL-
SA-
01189

Updated

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

17/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01204.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01201.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01200.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01197.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01197.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01196.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01195.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01193.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01193.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01191.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01190.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01189.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SGX SDK Advisory

Security Center

Advisory
Number

INTEL-
SA-
01188

INTEL-
SA-
01187

INTEL-
SA-
01183

INTEL-
SA-
01182

INTEL-
SA-
01179

INTEL-
SA-
01177

INTEL-
SA-
01176

INTEL-
SA-
01175

INTEL-
SA-
01173

INTEL-
SA-
01167

Updated

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

18/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01188.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01187.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01183.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01183.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01182.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01179.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01177.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01176.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01175.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01173.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01167.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Distribution for Python Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01165

INTEL-
SA-
01163

INTEL-
SA-
01161

INTEL-
SA-
01158

INTEL-
SA-
01155

INTEL-
SA-
01154

INTEL-
SA-
01151

INTEL-
SA-
01148

INTEL-
SA-
01146

INTEL-
SA-
01145

Updated

November
12,2024

November
12,2024

November
12,2024

December
18,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

19/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01165.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01163.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01163.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01161.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01158.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01155.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01155.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01154.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01151.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01148.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01146.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01145.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Rendering Toolkit Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01142

INTEL-
SA-
01140

INTEL-
SA-
01138

INTEL-
SA-
01132

INTEL-
SA-
01131

INTEL-
SA-
01111

INTEL-
SA-
01108

INTEL-
SA-
01101

INTEL-
SA-
01085

INTEL-
SA-
01079

Updated

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

January 8,
2025

November
12,2024

November
13,2024

November
12,2024

November
15, 2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

November
12,2024

20/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01142.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01140.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01138.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01132.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01131.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01111.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01108.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01108.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01101.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01085.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01079.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® TDX Seamldr Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01076

INTEL-
SA-
01024

INTEL-
SA-
01099

INTEL-
SA-
01103

INTEL-
SA-
01097

INTEL-
SA-
01071

INTEL-
SA-
00926

INTEL-
SA-
01172

INTEL-
SA-
01164

INTEL-
SA-
01130

Updated

November
12,2024

November
12,2024

October 8,
2024

November
12,2024

November
12,2024

November
12,2024

September
10, 2024

August 13,
2024

August 13,
2024

August 13,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2024

November
12,2024

October 8,
2024

September
10, 2024

September
10,2024

September
10,2024

September
10, 2024

August 13,
2024

August 13,
2024

August 13,
2024

21/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01076.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01024.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01099.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01103.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01097.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01071.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00926.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01172.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01172.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01164.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01130.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® IPP Software Advisory

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Security Center

Advisory
Number

INTEL-
SA-
01129

INTEL-
SA-
01128

INTEL-
SA-
01127

INTEL-
SA-
01126

INTEL-
SA-
01125

INTEL-
SA-
01122

INTEL-
SA-
01121

INTEL-
SA-
01118

INTEL-
SA-
01117

INTEL-
SA-
01116

Updated

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

Release Date

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

22/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01129.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01128.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01127.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01126.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01126.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01125.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01122.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01121.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01118.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01117.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01116.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® MPI Library Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01115

INTEL-
SA-
01114

INTEL-
SA-
01113

INTEL-
SA-
01112

INTEL-
SA-
01110

INTEL-
SA-
01107

INTEL-
SA-
01106

INTEL-
SA-
01105

INTEL-
SA-
01104

INTEL-
SA-
01102

Updated

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

23/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01115.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01114.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01113.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01112.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01110.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01107.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01106.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01106.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01105.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01104.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01102.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01102.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2024.3 IPU - Intel® Xeon® Processor Advisory

Security Center

Advisory
Number

INTEL-
SA-
01100

INTEL-
SA-
01095

INTEL-
SA-
01094

INTEL-
SA-
01089

INTEL-
SA-
01088

INTEL-
SA-
01087

INTEL-
SA-
01083

INTEL-
SA-
01078

INTEL-
SA-
01075

INTEL-
SA-
01073

Updated

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

November
13,2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01100.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01095.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01094.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01089.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01088.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01087.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01083.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01078.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01075.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01073.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® oneAPI Math Kernel Library Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01072

INTEL-
SA-
01070

INTEL-
SA-
01057

INTEL-
SA-
01046

INTEL-
SA-
01038

INTEL-
SA-
01022

INTEL-
SA-
01010

INTEL-
SA-
00999

INTEL-
SA-
00918

INTEL-
SA-
00790

Updated

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 22,
2024

August 22,
2024

August 13,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

August 13,
2024

25/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01072.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01070.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01057.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01046.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01038.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01022.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01010.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00999.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00918.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00790.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Neural Compressor Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01109

INTEL-
SA-
01084

INTEL-
SA-
01080

INTEL-
SA-
01069

INTEL-
SA-
01067

INTEL-
SA-
01066

INTEL-
SA-
01059

INTEL-
SA-
01056

INTEL-
SA-
01055

INTEL-
SA-
01054

Updated

May 14,
2024

June 28,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

26/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01109.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01084.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01080.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01069.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01067.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01066.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01059.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01056.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01056.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01055.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01054.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Arc™ & Iris® Xe Graphics Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01053

INTEL-
SA-
01052

INTEL-
SA-
01051

INTEL-
SA-
01050

INTEL-
SA-
01047

INTEL-
SA-
01043

INTEL-
SA-
01042

INTEL-
SA-
01041

INTEL-
SA-
01039

INTEL-
SA-
01037

Updated

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

27/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01053.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01052.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01051.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01050.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01047.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01043.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01042.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01041.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01039.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01037.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® TDX Module Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
01036

INTEL-
SA-
01035

INTEL-
SA-
01034

INTEL-
SA-
01032

INTEL-
SA-
01031

INTEL-
SA-
01021

INTEL-
SA-
01020

INTEL-
SA-
01013

INTEL-
SA-
01012

INTEL-
SA-
01007

Updated

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

May 14,

2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01036.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01035.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01034.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01032.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01031.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01021.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01020.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01013.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01012.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01007.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® DLB Driver Advisory

Security Center

Advisory
Number

INTEL-
SA-
00996

INTEL-
SA-
00984

INTEL-
SA-
00983

INTEL-
SA-
00965

INTEL-
SA-
00962

INTEL-
SA-
00937

INTEL-
SA-
00935

INTEL-
SA-
00916

INTEL-
SA-
00831

INTEL-
SA-
00814

Updated

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

May 14,
2024

29/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00996.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00984.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00983.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00965.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00962.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00937.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00935.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00916.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00831.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00814.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory
Number

Intel® Ethernet Adapters and Intel® Ethernet Controller |225 INTEL-

Advisory SA-
........... 00756

2024.1 IPU OOB - Intel® Xeon® D Processor Advisory I L
SA-
01045

Intel” 4th Gen Intel” Xeon® Processor Advisory INTEL-
SA-
00986

2024.1 IPU - Intel® Processor Return Predictions Advisory INTEL-
""""""""""""""""""""""""""""""""""""""""" SA-
00982

2024.1 IPU - Intel” Processor Bus Lock Advisory INTEL-
SA-
00972

2024.1 IPU - Intel® Xeon® Processor Advisory INTEL-
""""""""""""""""""""""""""""""""" SA-
00960

2024.1 IPU - BIOS Advisory INTEL-
SA-
00929

2024.1 IPU - Intel® Chipset Software and SPS Advisory =L
SA-
00923

2024.1 IPU - Intel” Atom® Processor Advisory INTEL-
SA-
00898

Intel® SGX DCAP Software Advisory INTEL-
""""""""""""""""""""""""" SA-
01014

Updated

May 14,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 27,
2025

March 12,
2024

March 12,
2024

March 12,
2024

February
13,2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

March 12,
2024

February
13,2024

30/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00756.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00756.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01045.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00986.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00982.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00972.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00960.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00929.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00923.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00898.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01014.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® S5U Software Advisory INTEL- February February
SA- 13,2024 13,2024
01011

Intel® Unison™ Software Advisory INTEL- February February

""""""""""""""""""""""""" SA- 13,2024 13,2024
01006

Intel® MPI Library Software Advisory INTEL- February February

""""" SA- 13,2024 13,2024
01005

Intel® SUR for Gameplay Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""" SA- 13,2024 13,2024
01004

Intel® SPS Firmware Advisory INTEL- February February
SA- 13,2024 13,2024
01003

Intel® QAT Software Drivers Advisory INTEL- February February

""""""""""""""""""""""""" SA- 13,2024 13,2024
01000

Intel® SU R Advisory INTEL- February February

""""""" SA- 13,2024 13,2024
00998

Intel® ISPC Software Advisory INTEL- February February

"""""""""""""""""""""""""""" SA- 13,2024 13,2024
00994

Intel” Ethernet Tools and Driver Install Software Advisory INTEL- February February
SA- 13,2024 13,2024
00993

Intel® SDK for OpenCL™ Applications Software Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""""""""" SA- 13,2024 13,2024
00992

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 31/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01011.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01006.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01005.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01004.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01003.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01000.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00998.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00994.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00993.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00992.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® oneAPI Toolkit Software Advisory INTEL- March 27, February

""""""""""""" SA- 2024 13,2024
00988

Intel® Battery Life Diagnostic Tool Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""" SA- 13,2024 13,2024
00987

Intel® Unite® Software Advisory INTEL- February February
SA- 13,2024 13,2024
00981

Intel® QSFP+ Configuration Utility Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""""""""""""" SA- 13,2024 13,2024
00974

Intel® Binary Configuration Tool Software Advisory INTEL- February February
SA- 13,2024 13,2024
00973

Intel® DSA Software Advisory INTEL- February February

""""""""""""""""""""" SA- 13,2024 13,2024
00969

Intel® MAS Software Advisory INTEL- February February

"""""""" SA- 13,2024 13,2024
00967

Intel® CIP Software Advisory INTEL- February February

"""""""""""""""""""""""""" SA- 13,2024 13,2024
00959

Intel® PM Software Advisory INTEL- February February
SA- 13,2024 13,2024
00958

Intel® oneAPI Software Installers Advisory INTEL- February February

"""""""""""""""""""""""""""""" SA- 13,2024 13,2024
00956

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 32/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00988.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00987.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00981.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00974.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00973.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00969.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00967.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00959.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00958.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00956.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® XTU Software Advisory INTEL- February February
SA- 13,2024 13,2024
00955

Intel® PCM Software Advisory INTEL- February February

"""""""""""""""""""" SA- 13,2024 13,2024
00954

Intel® VROC Software Advisory INTEL- June 6, February
SA- 2024 13,2024
00953

Intel® Optane™ PMem Management Software Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""" SA- 13,2024 13,2024
00948

Intel” PROSet/Wireless and Intel” KillerTM Wi-Fi INTEL-  February February

Software Advisory SA- 13,2024 13,2024

"""""""""""""""" 00947

Arm DS for Intel® SoC FPGA Software Advisory INTEL- March 14, February

""""""""""""""""""""""""""""""" SA- 2024 13,2024
00930

Intel” Chipset Driver Software Advisory INTEL- March 18, February
SA- 2024 13,2024
00928

Intel® OFU Software Advisory INTEL- February February

______________________________ SA- 13,2024 13,2024
00927

Intel® Server OpenBMC Firmware Advisory INTEL- February February
SA- 13,2024 13,2024
00922

ACAT Software Advisory INTEL- February February

""""""""""""""""" SA- 13,2024 13,2024
00913

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 33/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00955.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00954.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00953.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00948.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00947.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00947.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00930.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00928.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00927.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00922.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00913.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory

Number

INTEL-
SA-
00903

Intel® Optimization for TensorFlow Advisory

INTEL-
SA-
00895

INTEL-
SA-
00851

INTEL-
SA-
01028

INTEL-
SA-
01009

INTEL-
SA-
00964

INTEL-
SA-
01001

INTEL-
SA-
00976

__________________________________________________________________________ INTEL-

Advisory SA-
"""""" 00971

INTEL-
SA-
00968

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Updated

February
13,2024

February
13,2024

February
13,2024

January 9,
2024

January 9,
2024

February
28,2024

November
14,2023

November
14,2023

November
14,2023

November
14,2023

Release Date

February
13,2024

February
13,2024

February
13,2024

January 9,
2024

January 9,
2024

January 9,
2024

November
14,2023

November
14,2023

November
14,2023

November
14,2023

34/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00903.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00895.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00851.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01028.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01009.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00964.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-01001.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00976.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00971.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00971.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00968.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Unison™ Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
00963

INTEL-
SA-
00961

INTEL-
SA-
00957

INTEL-
SA-
00952

INTEL-
SA-
00950

INTEL-
SA-
00945

INTEL-
SA-
00944

INTEL-
SA-
00943

INTEL-
SA-
00941

INTEL-
SA-
00925

Updated

November
14,2023

January 4,
2024

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

35/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00963.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00961.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00957.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00952.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00950.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00945.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00944.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00943.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00941.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00925.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2023.4 IPU - BIOS Advisory

Security Center

Advisory
Number

INTEL-
SA-
00924

INTEL-
SA-
00914

INTEL-
SA-
00908

INTEL-
SA-
00902

INTEL-
SA-
00901

INTEL-
SA-
00900

INTEL-
SA-
00894

INTEL-
SA-
00871

INTEL-
SA-
00870

INTEL-
SA-
00869

Updated

November
14,2023

November
14,2023

January 6,
2025

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

36/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00924.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00914.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00908.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00902.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00901.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00900.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00894.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00871.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00870.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00869.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Graphics Drivers Advisory

Security Center

Advisory
Number

INTEL-
SA-
00864

INTEL-
SA-
00863

INTEL-
SA-
00861

INTEL-
SA-
00843

INTEL-
SA-
00841

INTEL-
SA-
00758

INTEL-
SA-
00719

INTEL-
SA-
00946

INTEL-
SA-
00938

INTEL-
SA-
00934

Updated

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

August 8,
2023

August 8,
2023

August 8,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

November
14,2023

August 8,
2023

August 8,
2023

August 8,
2023

37/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00864.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00863.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00861.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00843.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00841.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00758.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00758.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00719.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00946.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00938.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00934.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel Unite® Android App Advisory

Security Center

Advisory
Number

INTEL-
SA-
00932

INTEL-
SA-
00917

INTEL-
SA-
00912

INTEL-
SA-
00907

INTEL-
SA-
00905

INTEL-
SA-
00899

INTEL-
SA-
00897

INTEL-
SA-
00893

INTEL-
SA-
00892

INTEL-
SA-
00890

Updated

August 8,
2023

September
27,2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

38/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00932.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00917.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00912.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00907.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00905.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00899.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00897.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00893.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00892.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00890.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00890.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Hyperscan Library Advisory

Security Center

Advisory
Number

INTEL-
SA-
00879

INTEL-
SA-
00878

INTEL-
SA-
00877

INTEL-
SA-
00875

INTEL-
SA-
00873

INTEL-
SA-
00872

INTEL-
SA-
00868

INTEL-
SA-
00862

INTEL-
SA-
00859

INTEL-
SA-
00850

Updated

August 8,
2023

August 8,
2023

August 8,
2023

September
22,2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

39/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00879.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00878.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00877.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00875.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00873.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00872.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00868.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00862.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00859.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00850.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® ISPC Software Installer Advisory

Security Center

Advisory
Number

INTEL-
SA-
00849

INTEL-
SA-
00848

INTEL-
SA-
00846

INTEL-
SA-
00844

INTEL-
SA-
00842

INTEL-
SA-
00840

INTEL-
SA-
00837

INTEL-
SA-
00836

INTEL-
SA-
00835

INTEL-
SA-
00830

Updated

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

July 31,
2024

August 8,
2023

August 8,
2023

August 8,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

40/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00849.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00848.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00846.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00844.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00842.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00840.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00837.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00836.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00835.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00830.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00830.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® NUC CID Advisory

Security Center

Advisory
Number

INTEL-
SA-
00829

INTEL-
SA-
00828

INTEL-
SA-
00826

INTEL-
SA-
00818

INTEL-
SA-
00813

INTEL-
SA-
00812

INTEL-
SA-
00800

INTEL-
SA-
00795

INTEL-
SA-
00794

INTEL-
SA-
00783

Updated

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

September
1,2023

August 8,
2023

August 8,
2023

August 8,
2023

January 12,
2024

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

August 8,
2023

41/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00829.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00828.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00826.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00818.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00813.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00812.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00800.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00795.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00794.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00783.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® PROSet/Wireless WiFi and KillerTM WiFi Advisory

Security Center

Advisory
Number

INTEL-
SA-
00766

INTEL-
SA-
00742

INTEL-
SA-
00690

INTEL-
SA-
00886

INTEL-
SA-
00855

INTEL-
SA-
00854

INTEL-
SA-
00853

INTEL-
SA-
00847

INTEL-
SA-
00839

INTEL-
SA-
00834

Updated

August 8,
2023

August 8,
2023

August 8,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 8,
2023

August 8,
2023

August 8,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

42/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00766.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00742.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00690.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00886.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00855.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00854.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00853.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00847.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00839.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00834.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® HDMI Firmware Update Tool for NUC Advisory

Security Center

Advisory
Number

INTEL-
SA-
00833

INTEL-
SA-
00832

INTEL-
SA-
00827

INTEL-
SA-
00825

INTEL-
SA-
00824

INTEL-
SA-
00819

INTEL-
SA-
00816

INTEL-
SA-
00815

INTEL-
SA-
00809

INTEL-
SA-
00808

Updated

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

43/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00833.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00832.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00827.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00825.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00824.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00819.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00819.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00816.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00815.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00809.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00808.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00808.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2023.2 IPU - BIOS Advisory

Security Center

Advisory
Number

INTEL-
SA-
00807

INTEL-
SA-
00806

INTEL-
SA-
00805

INTEL-
SA-
00802

INTEL-
SA-
00799

INTEL-
SA-
00798

INTEL-
SA-
00797

INTEL-
SA-
00796

INTEL-
SA-
00792

INTEL-
SA-
00788

Updated

July 7,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

44104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00807.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00806.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00805.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00802.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00799.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00798.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00797.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00796.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00792.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00788.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SUR Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
00785

INTEL-
SA-
00784

INTEL-
SA-
00782

INTEL-
SA-
00780

INTEL-
SA-
00779

INTEL-
SA-
00778

INTEL-
SA-
00777

INTEL-
SA-
00772

INTEL-
SA-
00771

INTEL-
SA-
00723

Updated

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023

May 9,
2023
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00785.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00784.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00782.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00780.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00779.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00778.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00777.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00772.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00771.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00723.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel” VROC Advisory INTEL-  May 9, May 9,
SA- 2023 2023
00692

Intel® ON Event Series Android App Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00776

Intel® Network Adapter Software Advisory INTEL- February February
SA- 14,2023 14,2023
00770

Intel® OFU Software Advisory INTEL- February February

"""""""""""""""""""""""" SA- 14,2023 14,2023
00769

2023.1 IPU - Intel® Processor Advisory INTEL-  February February
SA- 14,2023 14,2023
00767

QATzip for Intel® QAT Advisory INTEL- February February

"""""""""""""""""""""" SA- 14,2023 14,2023
00765

Intel® EMA Advisory INTEL- February February

"""""""" SA- 14,2023 14,2023
00764

Computer Vision Annotation Tool Advisory INTEL- February February

'''''''''''''''''''''''''''''''''''''''''''''' SA- 14,2023 14,2023
00762

Intel® Ethernet Controller Administrative Tools INTEL- February February

Drivers Advisory SA- 14,2023 14,2023

"""""""""""" 00761

Intel® Ethernet Controllers and Adapters Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00754

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 46/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00692.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00776.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00770.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00769.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00767.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00765.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00764.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00762.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00761.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00761.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00754.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® QAT Drivers Advisory INTEL- February February

______________________ SA- 14,2023 14,2023
00751

Intel® Ethernet VMware Drivers Advisory INTEL- February February

""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00750

Crypto API_'_Fg)_C_)_l[(_i:c_fc_)_r__Ip_t_g[‘f_?_G__)gAc_iy_i_s_g_rx INTEL- February February

""""""" SA- 14,2023 14,2023
00746

FCS Server Advisory INTEL- February February

"""""""""""""" SA- 14,2023 14,2023
00739

2023.1 IPU - Intel® Xeon® Processor Advisory INTEL- February February
SA- 15,2023 14,2023
00738

Integrated BMC and OpenBMC Firmware Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00737

Open CAS A(_j_v_i_s_?_r_y INTEL- February February

"""""""" SA- 14,2023 14,2023
00736

Intel® Trace Analyzer and Collector Advisory INTEL- February February

''''''''''''''''''''''''''''''''''''''''''''''''' SA- 14,2023 14,2023
00733

Intel® Media SDK Advisory INTEL- February February
SA- 14,2023 14,2023
00731

3rd Generation Intel® Xeon® Scalable Processors Advisory INTEL- February February

""""""""""""""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00730

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 47/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00751.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00750.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00746.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00739.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00738.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00737.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00736.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00733.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00731.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00730.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® SUR Advisory INTEL- February February
SA- 14,2023 14,2023
00729

Intel® Quartus® Software Advisory INTEL- February February

"""""""""""""""""""""""" SA- 14,2023 14,2023
00728

Intel” Iris” Xe MAX Advisory INTEL- | February February
SA- 14,2023 14,2023
00727

Intel® Battery Life Diagnostic Tool Advisory INTEL- February February

"""""""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00726

Intel® DSA Advisory INTEL- February February
SA- 14,2023 14,2023
00725

Intel® Integrated Sensor Solution Advisory INTEL- February February

"""""""""""""""""""""""""""""""" SA- 14,2023 14,2023
00721

2023.1 1P - Intel® Chipset Firmware Advisory INTEL- | February February
SA- 14,2023 14,2023
00718

2023.1 IPU - BIOS Advisory INTEL- February February

"""""""""""""""""""""""" SA- 14,2023 14,2023
00717

Intel® Quartus® Advisory INTEL- February February
SA- 14,2023 14,2023
00714

2023.1 IPU - Intel® Atom® and Intel® Xeon® Scalable INTEL- February February

Processors Advisory SA- 14,2023 14,2023
00700

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 48/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00729.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00728.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00727.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00726.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00725.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00721.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00718.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00717.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00714.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00700.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00700.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SGX SDK Advisory

Intel® NUC Firmware Advisory

Security Center

Advisory
Number

INTEL-
SA-
00677

INTEL-
SA-
00674

INTEL-
SA-

00773
INTEL-
00789
INTEL-

SA-
00801

INTEL-
00752
INTEL-
SA-

00747
INTEL-

00740

INTEL-
SA-
00720

INTEL-
SA-
00716

Updated

February
14,2023

March 10,
2023

March 13,
2023

February 2,
2023

December
5,2022

February
16,2023

March 10,
2023

November
8,2022

November
8, 2022

November
8, 2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

February
14,2023

February
14,2023

January 10,

2023

December
9, 2022

December
5,2022

November
8, 2022

November
8,2022

November
8, 2022

November
8, 2022

November
8,2022
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00677.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00674.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00773.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00789.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00789.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00801.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00752.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00747.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00740.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00720.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00716.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Advanced Link Analyzer Advisory

Security Center

Advisory
Number

INTEL-
SA-
00715

INTEL-
SA-
00713

INTEL-
SA-
00711

INTEL-
SA-
00710

INTEL-
SA-
00708

INTEL-
SA-
00699

INTEL-
SA-
00695

INTEL-
SA-
00691

INTEL-
SA-
00689

INTEL-
SA-
00688

Updated

November
8,2022

March 24,
2023

March 10,
2023

November
8,2022

November
8,2022

November
8, 2022

November
8,2022

November
8,2022

November
8,2022

November
8,2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
8,2022

November
8, 2022

November
8,2022

November
8,2022

November
8, 2022

November
8, 2022

November
8,2022

November
8, 2022

November
8,2022

November
8,2022
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00715.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00713.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00711.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00710.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00708.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00699.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00699.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00695.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00691.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00689.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00688.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated

Number

Intel® PROSet/Wireless WiFi Software Advisory INTEL- November
SA- 8,2022
00687

Intel® XMM™ 7560 Modem Software Advisory INTEL- March 7,

"""""""""""""""""""""""""""""""""" SA- 2023
00683

Intel” AMT SDK, Intel” EMA and Intel” MC Advisory INTEL- | November
SA- 30, 2022
00680

Intel® VTune™ Profiler Advisory INTEL- November

""""""""""""""""""""""""""" SA- 8,2022
00676

Intel® Glorp Advisory INTEL- March 10,
SA- 2023
00673

Intel® Quartus® Advisory INTEL- March 10,

"""""""""""""""" SA- 2023
00659

Intel® Distribution of OpenVINO™ Toolkit Advisory INTEL- November
SA- 8,2022
00642

2022.3 IPU - Intel® Chipset Firmware Advisory INTEL- November

""""""""""""""""""""""""""""""""" SA- 30, 2022
00610

Intel® System Studio Advisory INTEL- November
SA- 8,2022
00558

Intel® NUC Laptop Kit Advisory INTEL- July 7,

"""""""""""""""""""""" SA- 2023
00712

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
8,2022

November
8, 2022

November
8,2022

November
8, 2022

November
8, 2022

November
8, 2022

November
8,2022

November
8, 2022

November
8,2022

August 9,
2022
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00687.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00683.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00680.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00676.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00673.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00659.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00642.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00610.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00558.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00712.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel> AMT and Intel* Standard Manageability Advisary INTEL-  Augustd,  Augusto,
SA- 2022 2022
00709

Intel® Processors Post Invalidation RSB Advisory INTEL- August 9, August 9,

"""""""""""""""""""""""""""""""""""""" SA- 2022 2022
00706

Intel® Team Blue App Advisory INTEL- | August9, | August,
SA- 2022 2022
00705

Intel® Datacenter Group Event App Advisory INTEL- August 9, August 9,

"""""""""""""""""""""""""""""""" SA- 2022 2022
00703

_Ip_t_e_[“i’_§_IE_AIE’_I_,_A_§I_V_i_s_9_r_¥ INTEL- March 10, August 9,
SA- 2023 2022
00701

Open AMT Cloud Toolkit Advisory INTEL- August 9, August 9,

"""""""""""""""""""""""" SA- 2022 2022
00694

2022.2 IPU - BIOS Advisory INTEL- August 9, August 9,
SA- 2022 2022
00686

Intel® Distribution for Python Advisory INTEL- August 9, August 9,

''''''''''''''''''''''''''''''''''''''''' SA- 2022 2022
00684

Intel® DSA Advisory INTEL- August 9, August 9,
SA- 2022 2022
00679

Intel® Datacenter Group Event Android App Advisory INTEL- August 9, August 9,

""""""""""""""""""""""""""""""""""" SA- 2022 2022
00678

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 52/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00709.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00706.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00705.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00703.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00701.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00694.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00686.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00684.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00679.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00678.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® Enpirion® Digital Power Configurator GUI Advisory INTEL- August 9, August 9,

""""""""""""""" SA- 2022 2022
00672

2022.2 IPU - Intel® Chipset Firmware Advisory INTEL- August 9, August 9,

""""""""""""""""""""""""""""""""""" SA- 2022 2022
00669

Intel® RST Advisory INTEL- August 9, August 9,

""" SA- 2022 2022
00668

Intel® IPP Cryptography Advisory INTEL- August 9, August 9,

"""""""""""""""""""""""" SA- 2022 2022
00667

Intel” NUC 9 Extreme Laptop Kit Advisory INTEL-  August 9, August 9,
SA- 2022 2022
00665

Intel® Data Center Manager Advisory INTEL- March 24, August 9,

"""""""""""""""""""""""" SA- 2023 2022
00662

Intel® Support Android App Advisory INTEL- August 9, August 9,

"""""""" SA- 2022 2022
00660

Intel® VTune™ Profiler Advisory INTEL- August 9, August 9,

""""""""""""""""""""""""""""" SA- 2022 2022
00658

2022.2 IPU - Intel” Processor Advisory INTEL- October August 9,
SA- 19,2022 2022
00657

Intel® HAXM Advisory INTEL- March 10, August 9,

""""""""""""""" SA- 2023 2022
00655

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 53/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00672.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00669.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00668.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00667.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00665.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00662.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00660.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00658.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00657.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00655.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Edge Insights for Industrial Advisory

Intel® Processors Return Stack Buffer Underflow Advisory

Software Developer Guidance for Power Advisory

Security Center

Advisory
Number

INTEL-
SA-
00653

INTEL-
SA-
00650

INTEL-
SA-
00628

INTEL-
SA-
00621

INTEL-
SA-
00596

INTEL-
SA-
00593

INTEL-
SA-
00707

INTEL-
SA-
00702

INTEL-
SA-
00698

INTEL-
SA-
00645

Updated

August 9,
2022

August 9,
2022

August 9,
2022

August 9,
2022

August 9,
2022

August 18,
2022

July 12,
2022

July 12,
2022

June 14,
2022

June 17,
2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 9,
2022

August 9,
2022

August 9,
2022

August 9,
2022

August 9,
2022

August 9,
2022

July 12,
2022

July 12,
2022

June 14,
2022

June 14,
2022

54/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00653.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00650.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00628.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00621.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00596.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00593.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00707.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00702.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00698.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00645.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Processors MMIO Stale Data Advisory

Security Center

Advisory
Number

INTEL-
SA-
00615

INTEL-
SA-
00663

INTEL-
SA-
00661

INTEL-
SA-
00654

INTEL-
SA-
00648

INTEL-
SA-
00644

INTEL-
SA-
00617

INTEL-
SA-
00616

INTEL-
SA-
00614

INTEL-
SA-
00613

Updated

October
19,2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

October
19, 2022

May 10,
2022

October
19, 2022

May 10,
2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 14,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

55/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00615.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00663.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00661.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00654.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00648.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00644.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00617.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00616.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00614.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00613.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SGX Linux Kernel Drivers Advisory

Security Center

Advisory
Number

INTEL-
SA-
00603

INTEL-
SA-
00601

INTEL-
SA-
00595

INTEL-
SA-
00586

INTEL-
SA-
00563

INTEL-
SA-
00549

INTEL-
SA-
00519

INTEL-
SA-
00609

INTEL-
SA-
00598

INTEL-
SA-
00639

Updated

February
28,2023

May 13,
2022

May 10,
2022

October
19, 2022

May 10,
2022

May 10,
2022

May 10,
2022

April 8,
2026

March 8,
2022

February 8,
2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

May 10,
2022

March 8,
2022

March 8,
2022

February 8,
2022

56/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00603.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00601.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00595.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00586.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00563.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00549.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00519.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00609.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00598.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00639.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Quartus® Advisory

Security Center

Advisory
Number

INTEL-
SA-
00632

INTEL-
SA-
00622

INTEL-
SA-
00608

INTEL-
SA-
00607

INTEL-
SA-
00604

INTEL-
SA-
00600

INTEL-
SA-
00599

INTEL-
SA-
00594

INTEL-
SA-
00591

INTEL-
SA-
00589

Updated

March 10,
2023

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February
22,2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

57/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00632.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00622.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00608.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00607.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00604.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00600.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00599.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00594.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00591.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00589.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory

Number

INTEL-
SA-
00588

Intel® RealSense™ DCM Advisory

INTEL-
SA-
00582

INTEL-
SA-
00581

INTEL-
SA-
00575

INTEL-
SA-
00574

INTEL-
SA-
00571

INTEL-
SA-
00561

INTEL-
SA-
00539

INTEL-
SA-
00532

INTEL-
SA-
00527

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Updated

March 10,
2023

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February
15,2022

February 8,
2022

February 8,
2022

Release Date

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

February 8,
2022

58/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00588.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00582.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00582.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00581.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00575.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00574.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00571.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00561.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00539.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00539.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00532.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00532.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00527.html

8/4/26, 6:25 AM

2021.2 IPU - Intel® Chipset Firmware Advisory

Advisories (2025 and older)

Security Center

Advisory
Number

INTEL-
SA-
00470

INTEL-
SA-
00646

INTEL-
SA-
00584

INTEL-
SA-
00569

INTEL-
SA-
00568

INTEL-
SA-
00567

INTEL-
SA-
00566

INTEL-
SA-
00565

INTEL-
SA-
00564

INTEL-
SA-
00562

Updated

February 8,
2022

January 12,
2022

November
9, 2021

March 10,
2023

March 10,
2023

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

February 8,
2022

December
14, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

59/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00470.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00646.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00646.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00584.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00569.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00568.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00567.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00566.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00565.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00564.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00562.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Serial 10 Driver for Intel® NUC 11 Gen Advisory

Security Center

Advisory
Number

INTEL-
SA-
00560

INTEL-
SA-
00557

INTEL-
SA-
00556

INTEL-
SA-
00555

INTEL-
SA-
00554

INTEL-
SA-
00551

INTEL-
SA-
00547

INTEL-
SA-
00540

INTEL-
SA-
00538

INTEL-
SA-
00535

Updated

March 10,
2023

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

60/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00560.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00557.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00556.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00555.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00554.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00551.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00547.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00540.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00538.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00535.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Thunderbolt™ DCH Driver for Windows Advisory

Security Center

Advisory
Number

INTEL-
SA-
00533

INTEL-
SA-
00528

INTEL-
SA-
00524

INTEL-
SA-
00509

INTEL-
SA-
00482

INTEL-
SA-
00481

INTEL-
SA-
00393

INTEL-
SA-
00548

INTEL-
SA-
00544

INTEL-
SA-
00553

Updated

November
9, 2021

November
9, 2021

November
9, 2021

February
15,2022

November
9, 2021

November
9, 2021

December
1,2021

October
12,2021

October
12,2021

August 10,
2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

November
9, 2021

October
12,2021

October
12,2021

August 10,
2021

61/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00533.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00528.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00524.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00509.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00509.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00482.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00481.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00481.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00393.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00548.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00544.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00553.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® NUC Pro Chassis Element Driver Advisory

Security Center

Advisory
Number

INTEL-
SA-
00543

INTEL-
SA-
00515

INTEL-
SA-
00512

INTEL-
SA-
00508

INTEL-
SA-
00479

INTEL-
SA-
00525

INTEL-
SA-
00546

INTEL-
SA-
00545

INTEL-
SA-
00541

INTEL-
SA-
00537

Updated

August 10
2021

August 10
2021

August 10,
2021

August 10,
2021

August 10,
2021

July 13,
2021

June 15,
2021

June 8§,
2021

March 10,
2023

June 8§,
2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 10
2021

August 10
2021

August 10
2021

August 10
2021

August 10
2021

June 13,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

62/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00543.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00515.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00512.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00508.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00479.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00525.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00546.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00545.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00541.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00537.html

8/4/26, 6:25 AM

Intel® Computing Improvement Program Advisory

Advisories (2025 and older)

Security Center

Advisory
Number

INTEL-
SA-
00530

INTEL-
SA-
00521

INTEL-
SA-
00520

INTEL-
SA-
00518

INTEL-
SA-
00517

INTEL-
SA-
00516

INTEL-
SA-
00511

INTEL-
SA-
00510

INTEL-
SA-
00507

INTEL-
SA-
00506

Updated

June §,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 8,
2021

June 8,
2021

June 8§,
2021

June 8§,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

63/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00530.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00521.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00520.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00518.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00517.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00516.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00511.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00510.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00507.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00506.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® NUC 9 Extreme Laptop Kit LAN Driver Advisory

Security Center

Advisory
Number

INTEL-
SA-
00505

INTEL-
SA-
00500

INTEL-
SA-
00477

INTEL-
SA-
00476

INTEL-
SA-
00474

INTEL-
SA-
00472

INTEL-
SA-
00465

INTEL-
SA-
00464

INTEL-
SA-
00463

INTEL-
SA-
00460

Updated

June §,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 8,
2021

June 8,
2021

June 8§,
2021

June 8§,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

June 8,
2021

64/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00505.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00500.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00477.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00476.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00476.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00474.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00472.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00465.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00464.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00463.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00460.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2021.1 IPU - Intel® CSME, SPS and LMS Advisory

Security Center

Advisory
Number

INTEL-
SA-
00459

INTEL-
SA-
00458

INTEL-
SA-
00442

INTEL-
SA-
00440

INTEL-
SA-
00401

INTEL-
SA-
00473

INTEL-
SA-
00475

INTEL-
SA-
00471

INTEL-
SA-
00462

INTEL-
SA-
00457

Updated

May 12,
2022

June 8§,
2021

June 8§,
2021

June 8§,
2021

June 8§,
2021

May 11,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 8,
2021

June 8,
2021

June 8§,
2021

June 8§,
2021

June 8,
2021

May 11,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

65/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00459.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00458.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00442.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00440.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00401.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00473.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00473.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00475.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00471.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00462.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00457.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Ethernet Controllers Advisory

Security Center

Advisory
Number

INTEL-
SA-
00456

INTEL-
SA-
00455

INTEL-
SA-
00453

INTEL-
SA-
00451

INTEL-
SA-
00450

INTEL-
SA-
00448

INTEL-
SA-
00445

INTEL-
SA-
00444

INTEL-
SA-
00443

INTEL-
SA-
00438

Updated

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February
19, 2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

66/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00456.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00455.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00453.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00451.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00450.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00448.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00445.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00444.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00443.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00438.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Optane™ DC Persistent Memory Advisory

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Security Center

Advisory
Number

INTEL-
SA-
00436

INTEL-
SA-
00434

INTEL-
SA-
00425

INTEL-
SA-
00397

INTEL-
SA-
00318

INTEL-
SA-
00449

INTEL-
SA-
00447

INTEL-
SA-
00446

INTEL-
SA-
00439

INTEL-
SA-
00431

Updated

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

Release Date

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

February 9,
2021

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

67/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00436.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00434.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00434.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00425.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00397.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00318.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00449.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00447.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00446.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00439.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00431.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Data Center Manager Console Advisory

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Security Center

Advisory
Number

INTEL-
SA-
00430

INTEL-
SA-
00429

INTEL-
SA-
00427

INTEL-
SA-
00424

INTEL-
SA-
00423

INTEL-
SA-
00422

INTEL-
SA-
00421

INTEL-
SA-
00420

INTEL-
SA-
00419

INTEL-
SA-
00418

Updated

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

Release Date

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

68/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00430.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00429.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00427.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00424.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00423.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00422.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00421.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00420.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00419.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00418.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Advisor tools Advisory

Security Center

Advisory
Number

INTEL-
SA-
00417

INTEL-
SA-
00416

INTEL-
SA-
00415

INTEL-
SA-
00414

INTEL-
SA-
00413

INTEL-
SA-
00412

INTEL-
SA-
00410

INTEL-
SA-
00409

INTEL-
SA-
00408

INTEL-
SA-
00403

Updated

November
10, 2020

November
10, 2020

November
10, 2020

March 10,
2023

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

69/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00417.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00416.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00415.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00414.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00413.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00412.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00410.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00409.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00408.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00408.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00403.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® PROSet/Wireless WiFi Software Advisory

Security Center

Advisory
Number

INTEL-
SA-
00402

INTEL-
SA-
00400

INTEL-
SA-
00398

INTEL-
SA-
00391

INTEL-
SA-
00390

INTEL-
SA-
00389

INTEL-
SA-
00388

INTEL-
SA-
00381

INTEL-
SA-
00380

INTEL-
SA-
00368

Updated

February
22,2021

November
10, 2020

November
10, 2020

May 12,
2022

November
10, 2020

May 11,
2021

November
10, 2020

February
16,2021

November
10, 2020

November
10, 2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

70/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00402.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00400.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00398.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00391.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00390.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00389.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00388.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00388.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00381.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00380.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00368.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SSD Advisory

Security Center

Advisory
Number

INTEL-
SA-
00362

INTEL-
SA-
00360

INTEL-
SA-
00358

INTEL-
SA-
00350

INTEL-
SA-
00262

INTEL-
SA-
00435

INTEL-
SA-
00405

INTEL-
SA-
00404

INTEL-
SA-
00356

INTEL-
SA-
00347

Updated

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

October
15, 2020

September
8,2020

January 22,
2021

September
8,2020

September
8,2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

November
10, 2020

October
13,2020

September
8,2020

September
8,2020

September
8,2020

September
8,2020

71/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00362.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00360.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00358.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00350.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00262.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00435.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00405.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00404.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00356.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00347.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Thunderbolt™ Controller Advisory

Security Center

Advisory
Number

INTEL-
SA-
00411

INTEL-
SA-
00406

INTEL-
SA-
00399

INTEL-
SA-
00396

INTEL-
SA-
00394

INTEL-
SA-
00392

INTEL-
SA-
00387

INTEL-
SA-
00386

INTEL-
SA-
00384

INTEL-
SA-
00379

Updated

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

72/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00411.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00406.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00399.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00396.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00394.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00392.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00387.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00386.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00384.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00384.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00379.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® RAID Web Console 3 for Windows* Advisory

Security Center

Advisory
Number

INTEL-
SA-
00378

INTEL-
SA-
00377

INTEL-
SA-
00376

INTEL-
SA-
00375

INTEL-
SA-
00369

INTEL-
SA-
00367

INTEL-
SA-
00355

INTEL-
SA-
00337

INTEL-
SA-
00366

INTEL-
SA-
00322

Updated

August 11,
2020

August 11,
2020

August 11,
2020

August 20,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

June 9,
2020

June 9,
2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

August 11,
2020

June 9,
2020

June 9,
2020

73/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00378.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00377.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00376.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00375.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00369.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00367.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00355.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00337.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00366.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00322.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Special Register Buffer Data Sampling Advisory

Security Center

Advisory
Number

INTEL-
SA-
00320

INTEL-
SA-
00295

INTEL-
SA-
00266

INTEL-
SA-
00363

INTEL-
SA-
00359

INTEL-
SA-
00351

INTEL-
SA-
00344

INTEL-
SA-
00338

INTEL-
SA-
00327

INTEL-
SA-
00354

Updated

June 12,
2020

June 18,
2020

June 9,
2020

April 14,
2020

April 14,
2020

April 14,
2020

April 14,
2020

February
11,2021

March 10,
2023

December
04, 2025

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 9,
2020

June 9,
2020

June 9,
2020

April 14,
2020

April 14,
2020

April 14,
2020

April 14,
2020

April 14,
2020

April 14,
2020

March 10,
2020

74/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00320.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00295.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00295.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00266.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00363.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00359.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00351.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00344.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00338.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00327.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00354.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

BlueZ Advisory INTEL- March 16, March 10,

"""""""""" SA- 2020 2020
00352

Intel® MAX® 10 FPGA Advisory INTEL- March 10, March 10,

""""""""""""""""""""" SA- 2020 2020
00349

Intg[?_l_\l_l_J_g__F_i_r_r_r]\_/\_/z_a_r_g_,ik_qy_i_s_c_)_rx INTEL- March 10, March 10,

SA- 2020 2020
00343

Intel® Processors Load Value Injection Advisory INTEL- May 11, March 10,

"""""""""""""""""""""""""""""""""""""""""" SA- 2021 2020
00334

Snoop Assisted L1D Sampling Advisory INTEL- May 11, March 10,
SA- 2021 2020
00330

Intel® Optane™ DC Persistent Memory Module Management INTEL- March 10, March 10,

Software Advisory SA- 2023 2020
00326

Intel® FPGA Programmable Acceleration Card N3000 INTEL- March 10, March 10,

Advisory SA- 2020 2020

"""""" 00319

Intel® Graphics Drivers Advisory INTEL- March 10, March 10,

"""""""""""""""""""""" SA- 2020 2020
00315

Intel® RWC3 Advisory INTEL- February February

"""" SA- 11,2020 11,2020
00341

Intel® MPSS Advisory INTEL- February February

"""" SA- 11,2020 11,2020
00340

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 75/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00352.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00349.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00343.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00334.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00330.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00326.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00326.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00319.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00319.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00315.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00341.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00340.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® RWC2 Advisory

Intel® SGX SDK Advisory

Intel® CSME Advisory

Intel® Renesas Electronics® USB 3.0 Driver Advisory

Intel® Processors Data Leakage Advisory

Intel® RWC 3 for Windows* Advisory

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Security Center

Advisory
Number

INTEL-
SA-
00339

INTEL-
SA-
00336

INTEL-
SA-
00307

INTEL-
SA-
00273

INTEL-
SA-
00329

INTEL-
SA-
00332

INTEL-
SA-
00325

INTEL-
SA-
00314

INTEL-
SA-
00308

Updated

February
11,2020

February
11,2020

February
11,2020

February
11,2020

May 11,
2021

January 14,
2020

January 14,
2020

January 29,
2020

March 10,
2023

Release Date

February
11,2020

February
11,2020

February
11,2020

February
11,2020

January 27,
2020

January 14,
2020

January 14,
2020

January 14,
2020

January 14,
2020
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00339.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00336.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00307.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00273.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00329.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00332.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00325.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00314.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00308.html

8/4/26, 6:25 AM

Intel® Chipset Device Software Advisory

Advisories (2025 and older)

Security Center

Advisory
Number

INTEL-
SA-
00306

INTEL-
SA-
00300

INTEL-
SA-
00324

INTEL-
SA-
00323

INTEL-
SA-
00317

INTEL-
SA-
00312

INTEL-
SA-
00311

INTEL-
SA-
00299

INTEL-
SA-
00289

INTEL-
SA-
00284

Updated

August 2,
2022

January 14,
2020

January 11,
2021

December
10,2019

December
10, 2019

December
10, 2019

December
10, 2019

December
10, 2019

March 20,
2020

December
10, 2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

January 14,

2020

January 14,

2020

December
10, 2019

December
10,2019

December
10, 2019

December
10, 2019

December
10, 2019

December
10, 2019

December
10, 2019

December
10, 2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00306.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00300.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00324.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00323.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00317.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00312.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00311.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00299.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00289.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00284.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Ethernet 1218 Adapter Driver for Windows* Advisory

Nuvoton* CIR Driver for Windows* 8 for Intel® NUC Advisory

2019.2 IPU - Intel® SGX Advisory

Intel® PROSet/Wireless WiFi Software Security Advisory

Intel® WIFI Drivers and Intel® PROSet/Wireless WiFi Software

Security Center

Advisory
Number

INTEL-
SA-
00253

INTEL-
SA-
00237

INTEL-
SA-
00230

INTEL-
SA-
00313

INTEL-
SA-
00309

INTEL-
SA-
00293

INTEL-
SA-
00288

INTEL-
SA-
00287

INTEL-
SA-
00280

Updated

December
10,2019

December
10, 2019

December
10, 2019

April 28,
2020

November
12,2019

November
12,2019

December
3,2019

November
12,2019

November
12,2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

December
10, 2019

December
10, 2019

December
10, 2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00253.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00237.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00237.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00230.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00313.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00309.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00293.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00288.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00287.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00287.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00280.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2019.2 IPU - Intel® Xeon® Scalable Processors Voltage

2019.2 IPU - Intel® Processor Graphics Update Advisory

2019.2 IPU - Intel® Ethernet 700 Series Controllers Advisory

2019.2 IPU - Intel® Processor Graphics SMM Advisory

2019.2 IPU - Intel® Graphics Driver for Windows* and Linux

2019.2 IPU - Intel® SGX and TXT Advisory

Security Center

Advisory
Number

INTEL-
SA-
00271

INTEL-
SA-
00270

INTEL-
SA-
00260

INTEL-
SA-
00255

INTEL-
SA-
00254

INTEL-
SA-
00242

INTEL-
SA-
00241

INTEL-
SA-
00240

INTEL-
SA-
00220

Updated

November
12,2019

May 11,
2021

November
12,2019

November
12,2019

November
21,2019

November
12,2019

January 9,
2019

July 30,
2020

November
12,2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019

November
12,2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00271.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00271.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00270.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00260.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00255.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00254.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00242.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00242.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00241.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00241.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00240.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00220.html

8/4/26, 6:25 AM

Advisories (2025 and older)

2019.2 IPU - Intel® SGX with Intel® Processor Graphics

Intel® NUC Advisory

Intel® Easy Streaming Wizard Advisory

Intel® Computing Improvement Program Advisory

Security Center

Advisory
Number

INTEL-
SA-
00219

INTEL-
SA-
00210

INTEL-
SA-
00164

INTEL-
SA-
00296

INTEL-
SA-
00286

INTEL-
SA-
00261

INTEL-
SA-
00290

INTEL-
SA-
00285

INTEL-
SA-
00283

INTEL-
SA-
00281

Updated

November
20,2019

May 11,
2021

November
21,2019

October 8,
2019

October 8,
2019

February
18,2020

September
10,2019

September
10,2019

August 13,
2019

August 13,
2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

November
12,2019

November
12,2019

November
12,2019

October 8,
2019

October 8,
2019

October 8,
2019

September
10,2019

September
10,2019

August 13,
2019

August 13,
2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00219.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00219.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00210.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00164.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00296.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00286.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00261.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00290.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00285.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00283.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00281.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Remote Displays SDK Advisory

Security Center

Advisory
Number

INTEL-
SA-
00277

INTEL-
SA-
00276

INTEL-
SA-
00275

INTEL-
SA-
00272

INTEL-
SA-
00246

INTEL-
SA-
00268

INTEL-
SA-
00267

INTEL-
SA-
00264

INTEL-
SA-
00259

INTEL-
SA-
00257

Updated

August 13,
2019

August 13,
2019

March 10,
2023

August 13,
2019

August 13,
2019

December
13,2019

July 09,
2019

June 11,
2019

June 11,
2019

June 11,
2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

August 13,
2019

August 13,
2019

August 13,
2019

August 13,
2019

August 13,
2019

July 09,
2019

July 09,
2019

June 11,
2019

June 11,
2019

June 11,
2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00277.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00276.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00275.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00272.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00246.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00268.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00267.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00264.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00259.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00257.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Open Cloud Integrity Technology and OpenAttestation

Security Center

Advisory
Number

INTEL-
SA-
00248

INTEL-
SA-
00247

INTEL-
SA-
00243

INTEL-
SA-
00235

INTEL-
SA-
00232

INTEL-
SA-
00226

INTEL-
SA-
00224

INTEL-
SA-
00206

INTEL-
SA-
00252

INTEL-
SA-
00251

Updated

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

March 10,
2023

May 14,
2019

May 14,
2019

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

June 11,
2019

May 14,
2019

May 14,
2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00248.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00248.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00247.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00243.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00235.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00232.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00226.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00226.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00224.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00206.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00206.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00252.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00251.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date
Number
Intel® 1915 Graphics for Linux Advisory lviEL AE UL AEY UAL
SA- 2019 2019
00249
Intel Unite® Client for Android* Advisory INTEL- May 14, May 14,
"""""""""""""""""""""""""""" SA- 2019 2019
00245
Intel® Quartus?® Software Advisory INTEL= March 10, May 14,
SA- 2023 2019
00244
Intel® SCS Discovery Utility and Intel® ACU Wizard Advisory INTEL- May 14, May 14,
"""""""""""""""""""""""""""""""""""""""""""""""""""" SA- 2019 2019
00234
Microarchitectural Data Sampling Advisory INTEL- May 11, May 14,
SA- 2021 2019
00233
Intel Unite® Client Advisory INTEL- May 14, May 14,
""""""""""""""""""" SA- 2019 2019
00228
AU QER LR Aeliseny INTEL- | May T4, May 14,
SA- 2019 2019
00223
Intel® Graphics Driver for Windows* 2019.1 QSR Advisory INTEL- May 22, May 14,
""""""""""""""""""""""""""""""""""""""" SA- 2019 2019
00218
Imiel e e Tnitet &7, el 1048 el B aael el Ay INvEke - Al 14 VIED 45
2019.1 QSR Advisory SA- 2020 2019
"""""""""""""" 00213
Intel® PROSet/Wireless WiFi Software Advisory INTEL- May 14, May 14,
""""""""""""""""""""""""""""""""" SA- 2019 2019
00204

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 83/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00249.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00245.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00244.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00234.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00233.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00228.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00223.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00218.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00213.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00213.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00204.html

8/4/26, 6:25 AM

Intel® NUC Advisory

Advisories (2025 and older)

Security Center

Advisory
Number

INTEL-
SA-
00239

INTEL-
SA-
00238

INTEL-
SA-
00236

INTEL-
SA-
00201

INTEL-
SA-
00231

INTEL-
SA-
00229

INTEL-
SA-
00217

INTEL-
SA-
00216

INTEL-
SA-
00191

Intel® Graphics Driver for Windows* 2018.4 QSR Advisory INTEL-

SA-
00189

Updated

April 09,
2019

April 09,
2019

April 09,
2019

April 09,
2019

June 11,
2019

Mar 12,
2019

Mar 12,
2019

March 10,
2023

Apr 24,
2019

Oct 1, 2021

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

April 09,
2019

April 09,
2019

April 09,
2019

April 09,
2019

Mar 12,
2019

Mar 12,
2019

Mar 12,
2019

Mar 12,
2019

Mar 12,
2019

Mar 12,
2019
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00239.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00238.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00236.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00201.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00231.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00229.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00217.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00216.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00191.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00189.html

8/4/26, 6:25 AM Security Center

Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® CSME, Server Platform Services, Trusted Execution INTEL- Apr 24, Mar 12,

Engine and Intel® Active Management Technology 2018.4 SA- 2019 2019

QSRAdvisory 00185

Intel® OpenVINO™ 2018 for Linux Advisory INTEL- Feb 12, Feb 12,

""""""""""""""""""""""""""""""" SA- 2019 2019
00222

Intel® Data Center Manager SDK Advisory INTEL- Feb 12, Feb 12,

""" SA- 2019 2019
00215

Intel® Unite Privilege Escalation Advisory INTEL- Feb 12, Feb 12,

"""""""""""""""""""""""""""""" SA- 2019 2019
00214

Intel® USB 3.0 eXtensible Host Controller Driver Advisory INTEL- Feb 12, Feb 12,
SA- 2019 2019
00200

Intel® PROSet Wireless Driver Denial of Service Advisory INTEL- Feb 12, Feb 12,

"""""""""""""""""""""""""""""""""""""""" SA- 2019 2019
00169

Intel® System Support Utility for Windows* Advisory INTEL- Jan 08, Jan 08,

"""" SA- 2019 2019
00212

Intel® SSD Data Center Tool Vulnerability Advisory INTEL- March 10, Jan 08,

""""""""""""""""""""""""""""""""""""""" SA- 2023 2019
00207

Intel® SGX Platform Software and Intel® SGX SDK Advisory INTEL- March 10, Jan 08,

"""" SA- 2023 2019
00203

Intel® PROSet/Wireless WiFi Software Advisory INTEL- Jan 08, Jan 08,

""""""""""""""""""""""""""""""""""""""""" SA- 2019 2019
00182

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 85/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00185.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00185.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00185.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00222.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00215.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00214.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00200.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00169.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00212.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00207.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00203.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00182.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Optane™ SSD DC P4800X Advisory

Security Center

Advisory
Number

INTEL-
SA-
00175

INTEL-
SA-
00144

OpenVINO™ Toolkit for Windows* Permissions Issue Advisory INTEL-

SA-
00172

INTEL-
SA-
00131

INTEL-
SA-
00211

INTEL-
SA-
00209

Intel® Parallel Studio XE for Windows* Vulnerability Advisory INTEL-

SA-
00208

Intel® Solid State Drive Toolbox File Permissions Advisory INTEL-

SA-
00205

Intel® VTune Amplifier 2018 for Windows* Update 3 Advisoy INTEL-

SA-
00194

Intel® Integrated Performance Primitives (Intel® IPP) Advisory INTEL-

SA-
00202

Updated

Jan 08,
2019

Jan 08,
2019

March 10,
2023

Dec 18,
2018

Dec 11,
2018

March 10,
2023

Dec 11,
2018

Dec 11,
2018

Dec 11,
2018

Dec 5,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Jan 08,
2019

Jan 08,
2019

Sept 11,
2018

Sept 11,
2018

Dec 11,
2018

Dec 11,
2018

Dec 11,
2018

Dec 11,
2018

Dec 11,
2018

Dec 5,
2018
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00175.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00144.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00172.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00131.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00211.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00209.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00208.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00205.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00194.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00202.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® RAID Web Console 3 Cross-site Scripting Vulnerability

Security Center

Advisory
Number

INTEL-
SA-
00199

INTEL-
SA-
00198

INTEL-
SA-
00197

INTEL-
SA-
00196

INTEL-
SA-
00188

INTEL-
SA-
00187

INTEL-
SA-
00180

INTEL-
SA-
00153

INTEL-
00179
INTEL-

SA-
00171

Updated

Nov 13,
2018

Nov 13,
2018

March 10,
2023

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

July 12,
2019

Oct 09,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Nov 13,
2018

Oct 09,
2018

Oct 09,
2018

87/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00199.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00199.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00198.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00197.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00197.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00196.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00196.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00188.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00187.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00180.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00153.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00179.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00171.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® NUC Bios Updater Advisory

Security Center

Advisory
Number

INTEL-
SA-
00168

INTEL-
SA-
00166

INTEL-
SA-
00154

INTEL-
SA-
00138

INTEL-
SA-
00181

INTEL-
SA-
00177

INTEL-
SA-
00176

INTEL-
SA-
00173

INTEL-
SA-
00170

INTEL-
SA-
00165

Updated

Oct 09,
2018

Oct 09,
2018

Apr 19,
2019

Oct 09,
2018

March 10,
2023

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Oct 09,
2018

Oct 09,
2018

Oct 09,
2018

Oct 09,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

88/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00168.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00166.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00154.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00138.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00181.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00177.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00177.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00176.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00173.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00170.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00170.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00165.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00165.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Extreme Tuning Utility Advisory

Security Center

Advisory
Number

INTEL-
SA-
00162

INTEL-
SA-
00149

INTEL-
SA-
00148

INTEL-
SA-
00143

INTEL-
SA-
00142

INTEL-
SA-
00141

INTEL-
SA-
00125

INTEL-
SA-
00119

INTEL-
00161
INTEL-

SA-
00097

Updated

March 10,
2023

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

June 04,
2019

Sept 11,
2018

May 11,
2021

July 31,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Sept 11,
2018

Aug 14,
2018

July 31,
2018

89/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00162.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00149.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00149.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00148.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00143.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00142.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00141.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00141.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00125.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00119.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00161.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00097.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Smart Sound Technology vulnerabilities

Security Center

Advisory
Number

INTEL-
SA-
00163

INTEL-
SA-
00128

INTEL-
SA-
00160

INTEL-
SA-
00159

INTEL-
SA-
00158

INTEL-
SA-
00157

INTEL-
SA-
00152

INTEL-
SA-
00151

INTEL-

00132

INTEL-
SA-
00130

Updated

July 24,
2018

July 23,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

Oct 10,
2018

July 10,
2018

July 10,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

July 24,
2018

July 23,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00163.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00128.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00160.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00159.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00159.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00158.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00158.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00157.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00152.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00151.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00151.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00132.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00132.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00132.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00132.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00130.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00130.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Insufficient Input Validation in Bleach module in Intel®

Security Center

Advisory
Number

INTEL-
SA-
00129

INTEL-
SA-
00118

INTEL-
SA-
00114

INTEL-
SA-
00112

INTEL-

00127

INTEL-

00140

INTEL-
SA-
00136

INTEL-
SA-
00145

INTEL-
SA-
00115

INTEL-
SA-
00134

Updated

July 10,
2018

July 10,
2018

July 10,
2018

May 12,
2022

July 9,
2018

June 27,
2018

June 26,
2018

June 13,
2018

May 11,
2021

May 15,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

July 10,
2018

July 10,
2018

July 10,
2018

July 10,
2018

July 9,
2018

June 27,
2018

June 26,
2018

June 13,
2018

May 21,
2018

May 15,
2018

91/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00129.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00129.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00129.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00129.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00118.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00118.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00114.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00112.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00112.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00127.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00140.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00140.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00136.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00145.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00115.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00134.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Bounds check vulnerability in User Mode Driver in Intel

Security Center

Advisory
Number

INTEL-
SA-
00109

INTEL-
SA-
00121

INTEL-
SA-
00106

INTEL-
SA-
00135

INTEL-
SA-
00126

INTEL-
SA-
00110

INTEL-
SA-
00116

INTEL-
SA-
00088

INTEL-
SA-
00122

INTEL-
SA-
00087

Updated

May 14,
2018

May 14,
2018

June 4,
2018

May 10,
2018

May 9,
2018

Apr17,
2018

Apr 11,
2018

May 11,
2021

Apr 3,
2018

Apr 3,
2018

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 14,
2018

May 14,
2018

May 10,
2018

May 10,
2018

May 2,
2018

Apr 17,
2018

Apr 4,
2018

Jan 3,2018

Apr 3,
2018

Apr 3,
2018

92/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00109.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00109.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00109.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00121.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00121.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00121.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00106.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00106.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00135.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00126.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00126.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00110.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00116.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00088.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00088.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00122.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00087.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® SGX SDK Edger8r and Intel® Software Guard Extensions

Security Center

Advisory
Number

INTEL-
SA-
00117

INTEL-
SA-
00086

INTEL-
SA-
00095

INTEL-
SA-
00089

INTEL-
SA-
00080

INTEL-
SA-
00104

INTEL-
SA-
00108

INTEL-
SA-
00101

INTEL-
SA-
00093

INTEL-
SA-
00075

Updated

Mar 19,
2018

Feb 7,
2018

Feb 7,
2018

Jan 29,
2019

Jan 16,
2018

Jan 16,
2018

Jan 9, 2018

Dec 7,
2017

Dec 7,
2017

March 17,
2020

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Mar 20,
2018

Nov 20,
2017

Dec 12,
2017

Jan 31,
2018

Jan 16,
2018

Jan 16,
2018

Jan 9, 2018

Oct 16,
2017

Nov 20,
2017

May 1,
2017

93/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00117.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00117.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00086.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00086.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00095.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00095.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00095.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00089.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00089.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00080.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00080.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00104.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00108.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00101.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00101.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00093.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00093.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00093.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00093.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00075.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00075.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00075.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Deep Learning Training Tool Beta 1 security

Security Center

Advisory
Number

INTEL-
SA-
00100

INTEL-
SA-
00092

INTEL-
SA-
00084

INTEL-
SA-
00082

INTEL-
SA-
00079

INTEL-
SA-
00078

INTEL-
SA-
00077

INTEL-
SA-
00076

INTEL-
00081
INTEL-

SA-
00074

Updated

Nov 20,
2017

Nov 14,
2017

Oct 10,
2017

Sep 5,
2017

Aug 8,
2017

Aug 8,
2017

Aug 1,
2017

Jul 25,
2017

Jun 5,
2017

May 30,
2017

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Nov 20,
2017

Nov 14,
2017

Oct 6, 2017

Sep 5,
2017

Aug 8,
2017

Aug 8,
2017

Jul 31,
2017

Jul 25,
2017

Jun 5,
2017

May 30,
2017

94/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00100.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00100.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00092.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00092.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00084.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00082.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00079.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00079.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00078.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00077.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00077.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00077.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00076.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00081.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00074.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00074.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Branded NUC's Vulnerable to SMM exploit

Security Center

Advisory
Number

INTEL-
SA-
00068

INTEL-
SA-
00072

INTEL-
SA-
00073

INTEL-
SA-
00071

INTEL-
SA-
00070

INTEL-
SA-
00069

INTEL-
SA-
00066

INTEL-
SA-
00063

INTEL-
SA-
00067

INTEL-
SA-
00065

Updated

May 2,
2017

Apr 3,
2017

Apr 3,
2017

Mar 7,
2017

Feb 28,
2017

Feb 27,
2017

Feb 7,
2017

Jan 9, 2017

Dec 12,
2016

Dec 7,
2016

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 2,
2017

Apr 3,
2017

Apr 3,
2017

Mar 7,
2017

Feb 28,
2017

Feb 27,
2017

Feb 7,
2017

Jan 9, 2017

Dec 12,
2016

Dec 7,
2016

95/104


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00068.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00072.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00072.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00073.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00071.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00070.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00070.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00069.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00069.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00066.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00066.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00066.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00063.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00063.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00067.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00067.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00065.html

8/4/26, 6:25 AM

Advisories (2025 and older)

Intel® Wireless Bluetooth® Driver Unquoted Service Path

Security Center

Advisory
Number

INTEL-
SA-
00059

INTEL-
SA-
00057

INTEL-
SA-
00064

INTEL-
SA-
00061

INTEL-
SA-
00060

INTEL-
SA-
00056

INTEL-
SA-
00062

INTEL-
SA-
00054

INTEL-
00055
INTEL-

SA-
00053

Updated

Dec 6,
2016

Nov 29,
2016

Nov 1,
2016

Oct 4, 2016

Oct 4, 2016

Sep 30,
2016

Sep 13,
2016

Aug 31,
2016

Aug 1,
2016

Aug 1,
2016

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Dec 6,
2016

Oct 3, 2016

Nov 1,
2016

Oct 4, 2016

Oct 4, 2016

Aug 8,
2016

Sep 13,
2016

Jul 11,
2016

Aug 1,
2016

Jun 14,
2016
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00059.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00057.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00064.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00061.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00061.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00060.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00060.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00060.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00056.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00062.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00062.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00054.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00054.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00055.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00055.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00053.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00053.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00053.html
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Advisories (2025 and older)

Potential vulnerability in the Intel® Ethernet Controller X710

Security Center

Advisory
Number

INTEL-
SA-
00052

INTEL-
SA-
00049

INTEL-
SA-
00051

INTEL-
SA-
00050

INTEL-
SA-
00048

INTEL-
SA-
00047

INTEL-
SA-
00045

INTEL-
SA-
00043

INTEL-
00046
INTEL-

SA-
00044

Updated

May 31,
2016

May 26,
2016

May 06,
2016

Mar 15,
2016

Jan 19,
2016

Nov 17,
2015

Sep 3,
2015

Aug 13,
2015

Aug 12,
2015

Jul 13,
2015

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 31,
2016

Mar 08,
2016

Apr 11,
2016

Mar 15,
2016

Jan 19,
2016

Nov 17,
2015

Aug 4,
2015

Jun 29,
2015

Aug 12,
2015

Jul 13,
2015
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00052.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00052.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00049.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00049.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00051.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00051.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00050.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00050.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00048.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00047.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00047.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00045.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00043.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00046.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00044.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00044.html
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Advisories (2025 and older)

Enhanced Protection of UEFI Variables

Security Center

Advisory
Number

INTEL-
SA-
00038

INTEL-
SA-
00042

INTEL-
SA-
00041

INTEL-
SA-
00040

INTEL-
SA-
00039

INTEL-
SA-
00037

INTEL-
SA-
00036

INTEL-
SA-
00035

INTEL-
SA-
00034

INTEL-
SA-
00033

Updated

Apr 3,
2015

Feb 9,
2015

Jan 7,2015

Nov 3,
2014

Aug 26,
2014

Apr 30,
2014

Mar 31,
2014

Jul 11,2013

Oct 29,
2012

Sep 11,
2012

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

May 27,
2014

Feb 9,
2015

Dec 23,
2014

Sep 22,
2014

Aug 26,
2014

Apr 15,
2014

Mar 31,
2014

Jul 11,2013

Oct 29,
2012

Sep 11,
2012
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00038.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00042.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00042.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00041.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00040.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00040.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00039.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00039.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00037.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00037.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00036.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00035.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00034.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00034.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00034.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00033.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00033.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00033.html
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Advisories (2025 and older)

Security Center

Advisory
Number

Privilege Escalation in Intel® Hybrid Cloud (IHC)

INTEL-
SA-
00032

INTEL-
SA-
00031

INTEL-
SA-
00030

INTEL-
SA-
00029

INTEL-
SA-
00028

INTEL-
SA-
00027

INTEL-
SA-
00026

INTEL-
SA-
00025

INTEL-

00024

INTEL-

SA-
00023

Updated

Jul 19,
2012

Jul 3,2012

Dec 6,
2011

Aug 8,
2011

May 18,
2011

Dec 20,
2010

Nov 1,
2010

Jul 23,
2010

Jul 20
2010

Mar 29,
2010

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Jul 10
2012

Jul 3,2012

Dec 5,
2011

Aug 8,
2011

May 18,
2011

Dec 21,
2010

Nov 1,
2010

Jul 20
2010

Jul 20
2010

Mar 29,
2010
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00032.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00031.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00031.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00030.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00029.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00029.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00028.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00028.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00027.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00027.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00026.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00026.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00025.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00025.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00024.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00024.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00023.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00023.html
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Advisories (2025 and older)

Intel® Desktop Boards Privilege Escalation

Security Center

Advisory
Number

INTEL-
SA-
00022

INTEL-
SA-
00021

INTEL-
SA-
00020

INTEL-
SA-
00019

INTEL-
SA-
00018

INTEL-
SA-
00016

INTEL-
SA-
00017

INTEL-
SA-
00006

INTEL-
00012
INTEL-

SA-
00005

Updated

Feb 16,
2010

Dec 21,
2009

Oct 30,
2009

Oct 16,
2009

Oct 5, 2009

Aug 25,
2008

Aug 25,
2008

Jan 24,
2008

Jan 19,
2007

Jan 12,
2007

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr

Release Date

Feb 1,
2010

Dec 21,
2009

Oct 30,
2009

Oct 16,
2009

Jul 28,
2009

Aug 25,
2008

Aug 25,
2008

Jan 12,
2007

Jan 19,
2007

Jan 12,
2007
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00022.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00021.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00020.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00020.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00019.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00019.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00019.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00018.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00016.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00017.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00006.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00012.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00012.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00005.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00005.html
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Advisories (2025 and older) Advisory Updated Release Date

Number

Intel® Centrino Wireless Driver Malformed Frame Remote INTEL- Jan 12, Jan 12,

Code Execution SA- 2007 2007

"""""""""" 00001

Intel® PROSet/Wireless Software Local Information INTEL- Jan 12, Jan 12,

Disclosure SA- 2007 2007
00004

Intel® Product Security Bulletins

Intel is focused on ensuring the security of our customers computing environments. We are
committed to rapidly addressing issues as they arise, and providing recommendations through
security advisories and security bulletins.

Report a Vulnerability

If you have information about a security issue or vulnerability affecting an Intel branded product or
technology, submit your report via the Intigriti platform, where you'll find eligibility criteria and

submission instructions. All vulnerability reports must be submitted through Intigriti.

For issues not related to reporting security vulnerabilities, contact Intel PSIRT.

For issues related to Intel's external web presence (Intel.com and related subdomains), please
contact Intel's External Security Research team.

Intel® Bug Bounty Program

Intel Corporation believes that working with skilled security researchers across the globe is a crucial
part of identifying and mitigating security vulnerabilities in Intel products. Like other major
technology companies, Intel incentivizes security researchers to report security vulnerabilities in
Intel products to us to enable a coordinated response.

To encourage closer collaboration with the security research community on these kinds of issues,
Intel created its Bug Bounty Program. The program provides a structured process for security
researchers to collaborate with Intel on identifying and mitigating potential security vulnerabilities,
coordinating responsible disclosure, and receiving recognition for contributions.

https://www.intel.com/content/www/us/en/security-center/default.htmI?intelid=INTEL-SA-00051&languageid=en-fr 101/104


https://www.intel.com/content/www/us/en/security-center/announcement/default.html
https://app.intigriti.com/programs/intel/intel/detail
mailto:secure@intel.com
mailto:external.security.research@intel.com
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00001.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00001.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00004.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00004.html

8/4/26, 6:25 AM Security Center

Working with Intigriti as our provider helps ensure independent oversight, consistent report
management, and compliance with regulatory commitments.

Intel® Bug Bounty Program Terms

Intel® CSAF Advisories

The Common Security Advisory Framework (CSAF) is a standardized language designed for the
automated exchange of security advisories' allows vulnerabilities to be disclosed in a machine-
readable format. Public Intel® CSAF advisories can be found here.

Intel Security Vulnerability Researcher Commmunity Code of Conduct

The Code of Conduct applies to all interactions among persons reporting or discussing security

issues with Intel employees (‘Community Members’). It outlines the expected/acceptable standards
of behavior, classifies some unacceptable behaviors, and describes possible enforcement actions
for the Community Member interactions if unacceptable behavior arises during crowdsourced
security vulnerability research such as the Intel® Bug Bounty Program, Project Circuit Breaker,
vulnerability reporting, or any other communications interactions such as slack channels, email
communication, or in person communications.

Need product support?
If you...

» Have questions about the security features of an Intel product
» Require technical support

» Want product updates or patches

Please visit Support & Downloads.
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https://app.intigriti.com/programs/intel/intel/detail
https://github.com/intel/security-center/tree/main/advisories
https://www.intel.com/content/www/us/en/security-center/Code_of_Conduct.html
https://www.intel.com/content/www/us/en/support.html
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Company Overview
Contact Intel

Newsroom

Investors

Careers

Corporate Responsibility
Inclusion

Public Policy
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© Intel Corporation

Terms of Use

*Trademarks

Cookies

Privacy

Supply Chain Transparency
Site Map

Recycling

Intel technologies may require enabled hardware, software or service activation. // No product or component can be absolutely
secure. // Your costs and results may vary. // Performance varies by use, configuration, and other factors. Learn more at
intel.com/performanceindex. // See our complete legal Notices and Disclaimers. // Intel is committed to respecting human rights
and avoiding causing or contributing to adverse impacts on human rights. See Intel’s Global Human Rights Principles. Intel’s
products and software are intended only to be used in applications that do not cause or contribute to adverse impacts on human
rights.
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https://www.intel.com/content/www/us/en/company-overview/company-overview.html
https://www.intel.com/content/www/us/en/support/contact-us.html
https://newsroom.intel.com/
https://www.intc.com/
https://www.intel.com/content/www/us/en/jobs/life-at-intel.html
https://www.intel.com/content/www/us/en/corporate-responsibility/corporate-responsibility.html
https://www.intel.com/content/www/us/en/inclusion/inclusion-at-intel.html
https://www.intel.com/content/www/us/en/company-overview/public-policy.html
https://www.facebook.com/Intel
https://www.facebook.com/Intel
https://www.facebook.com/Intel
https://twitter.com/intel
https://twitter.com/intel
https://twitter.com/intel
https://www.linkedin.com/company/intel-corporation
https://www.linkedin.com/company/intel-corporation
https://www.linkedin.com/company/intel-corporation
https://www.youtube.com/user/channelintel?sub_confirmation=1
https://www.youtube.com/user/channelintel?sub_confirmation=1
https://www.youtube.com/user/channelintel?sub_confirmation=1
https://www.instagram.com/intel/
https://www.instagram.com/intel/
https://www.instagram.com/intel/
https://www.intel.com/content/www/us/en/legal/terms-of-use.html
https://www.intel.com/content/www/us/en/legal/trademarks.html
https://www.intel.com/content/www/us/en/privacy/intel-cookie-notice.html
https://www.intel.com/content/www/us/en/privacy/intel-privacy-notice.html
https://www.intel.com/content/www/us/en/corporate-responsibility/statement-combating-modern-slavery.html
https://www.intel.com/content/www/us/en/siteindex.html
https://www.intel.com/content/www/us/en/support/articles/000098122/services.html
https://edc.intel.com/content/www/us/en/products/performance/benchmarks/overview/
https://edc.intel.com/content/www/us/en/products/performance/benchmarks/overview/#GUID-26B0C71C-25E9-477D-9007-52FCA56EE18C
https://www.intel.com/content/www/us/en/policy/policy-human-rights.html
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