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Samsung Mobile is releasing a maintenance release for major flagship models as part of monthly
Security Maintenance Release (SMR) process. This SMR package includes patches from Google and
Samsung.

Google Patches for the following CVEs from Android Security Bulletin are applied in this
Security Maintenance Release - March 2026 Package.

Critical
CVE-2026-0006, CVE-2026-0027, CVE-2026-0028, CVE-2026-0030, CVE-2026-0031, CVE-2026-
0037 CVE-2026-0038, CVE-2026-0047
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High

CVE-2024-31328, CVE-2025-10865, CVE-2025-13952, CVE-2025-2879, CVE-2025-32313, CVE-2025-
38616, CVE-2025-38618, CVE-2025-39682, CVE-2025-39946(A-432728472), CVE-2025-39946(A-
446648770), CVE-2025-40266, CVE-2025-47384, CVE-2025-47385, CVE-2025-48544, CVE-2025-
48567, CVE-2025-48578, CVE-2025-48579, CVE-2025-48582, CVE-2025-48585, CVE-2025-48587,
CVE-2025-48615, CVE-2025-48634, CVE-2025-48636, CVE-2025-48642, CVE-2025-48644, CVE-
2025-48653, CVE-2025-48654, CVE-2025-58407, CVE-2025-58408, CVE-2025-58409, CVE-2025-
58411, CVE-2025-59600, CVE-2025-64783, CVE-2025-64784, CVE-2025-64893, CVE-2026-0005,
CVE-2026-0011, CVE-2026-0012, CVE-2026-0013, CVE-2026-0024, CVE-2026-0025, CVE-2026-
0029, CVE-2026-0032, CVE-2026-0034, CVE-2026-0035, CVE-2026-20425, CVE-2026-20426, CVE-
2026-20427, CVE-2026-20428, CVE-2026-20434, CVE-2026-21385

Already included in previous updates
CVE-2025-47378, CVE-2025-48631, CVE-2026-0026

Not applicable to Samsung devices
CVE-2025-48613, CVE-2025-61612, CVE-2025-61613, CVE-2025-61614, CVE-2025-61615, CVE-2025-
61616, CVE-2025-69278, CVE-2025-69279

% Please see Android Security Bulletin for detailed information on Google patches.

Along with Google patches, Samsung Mobile provides 8 Samsung Vulnerabilities and Exposures
(SVE) items described below, in order to improve our customer’s confidence on security of
Samsung Mobile devices. Samsung security index (SSI), found in “Security software version”, SMR
Mar-2026 Release 1 includes all patches from Samsung and Google. Some of the SVE items may
not be included in this package, in case these items were already included in a previous
maintenance release.

High

SVE-2025-1906(CVE-2026-20988)

Affected versions: Android 16

Disclosure status: Privately disclosed

Improper verification of intent by broadcast receiverin Settings prior to SMR Mar-2026 Release
1 allows local attacker to launch arbitrary activity with Settings privilege. User interaction is
required for triggering this vulnerability.

The patch adds proper access control.
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SVE-2025-2310(CVE-2026-20990)

Affected versions: Android 14,15, 16

Disclosure status: Privately disclosed

Improper export of android application components in Secure Folder prior to SMR Mar-2026
Release 1 allows local attackers to launch arbitrary activity with Secure Folder privilege.
The patch adds proper permission.

Moderate

SVE-2025-1926(CVE-2026-20989)

Affected versions: Android 16

Disclosure status: Privately disclosed

Improper verification of cryptographic signature in Font Settings prior to SMR Mar-2026
Release 1 allows physical attackers to use custom font.

The patch adds proper verification.

SVE-2025-2520(CVE-2026-20991)

Affected versions: Android 14,15, 16

Disclosure status: Privately disclosed

Improper privilege management in ThemeManager prior to SMR Mar-2026 Release 1 allows
local privileged attackers to reuse trial contents.

The patch adds propervalidation logic.

SVE-2025-2847(CVE-2026-20992)

Affected versions: Android 13,14, 15,16

Disclosure status: Privately disclosed

Improper authorization in Settings prior to SMR Mar-2026 Release 1 allows local attacker to
disable configuring the background data usage of application.

The patch adds proper authorization.

SVE-2026-0023(CVE-2026-21023)

Affected versions: Android 14,15, 16

Disclosure status: Privately disclosed

Insufficient verification of data authenticity in PackageManagerService prior to SMR Mar-2026
Release 1 allows local attackers to modify the installation restriction of specific application.
The patch adds proper verification logic.
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Some SVE items included in the Samsung Android Security Update cannot be disclosed at this time.
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Version
Version Date
1.0 March 3, 2026
11 April 2, 2026
1.2 April 29,2026
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