4/30/26, 5:50 AM

H snyk | SECURITY

Snyk Vulnerability Database / pip / django-mdeditor

Missing Authentication for Critical

Function

Affecting django-mdeditor package, versions [0]

INTRODUCED: 8 JAN 2025 CVE-2025-13030 () CWE-306 (3) | FIRST ADDED BY SNYK

How to fix?

A fix was pushed into the master branch but not yet
published.

Overview
django-mdeditor is an A simple Django app to edit markdown text.

Affected versions of this package are vulnerable to Missing
Authentication for Critical Function in the image upload endpoint. An
attacker can upload malicious files and achieve arbitrary code
execution since this endpoint lacks authentication protection and
proper sanitisation of file names.
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