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Missing Authentication for Critical
Function

Affecting django-mdeditor package, versions [0]

Severity RECOMMENDED

INTRODUCED: 8 JAN 2025 CVE-2025-13030 () CWE-306 (3) | FIRST ADDED BY SNYK

How to fix? 0 o 4

A fix was pushed into the master branch but not yet
published.
0 10
Overview CVSS assessment by Snyk's Security

Team. Learn more
django-mdeditor is an A simple Django app to edit markdown text.

Affected versions of this package are vulnerable to Missing
Authentication for Critical Function in the image upload endpoint. An Threat Intelligence
attacker can upload malicious files and achieve arbitrary code

execution since this endpoint lacks authentication protection and Exploit Maturity

proper sanitisation of file names. " )
EPSS 0.06% (18" percentile)

References

¢ GitHub Commit
e GitHub Issue

e GitHub PR

¢ Vulnerable Code

Do your applications use this
vulnerable package?

In a few clicks we can analyze

CVSS Base Scores version 3.1 your entire application and see
v Snyk ( RecoMMENDED what components are vulnerable

in your application, and suggest
you quick fixes.

Attack Network Confidentiality None Confidentiality Low
Vector (VC) (SC) Test your applications
(AV)
Integrity (VI) Low Integrity (SI) Low
Attack Low
Complexity Availability None Availability Low
(AC) (VA) (SA)
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Learn about Missing
Authentication for Critical
Function vulnerabilities in an
interactive lesson.

Start learning

Snyk ID SNYK-PYTHON-DJANGOMDE
DITOR-8630926

Published 26 Apr 2026
Disclosed 8 Jan 2025
Credit Jeager Coder

Report a new vulnerability

Found a mistake?
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