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of offering our customers a consistently high level of security.

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt 1/8


https://www.sick.com/de/en/
https://www.sick.com/de/en/
https://www.sick.com/de/en/w/psirt#advisories
https://www.sick.com/de/en/
https://www.sick.com/de/en/
https://www.sick.com/de/en/
https://www.sick.com/de/en/
https://www.sick.com/dataprotection

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK

|I II
—. :.
|~ |

I

- |

The SICK Product Security Incident
Response Team (SICK PSIRT)

The SICK PSIRT is the central team of SICK AG which is authorized to answer reports
regarding the cyber security of products, solutions and services as well as provide
information. All reports concerning potential vulnerabilities or other security incidents
connected to SICK AG products can be passed on to the SICK PSIRT.

The SICK PSIRT manages the inspection, internal coordination and disclosure of security
vulnerabilities. A security advisory is issued for confirmed vulnerabilities as soon as a
solution is available. If the situation requires, a security advisory with the measures to be
taken is sent out before an update is available.

Reports on potential vulnerabilities or other incidents are more than welcome from anyone,
regardless of their customer status. SICK AG respects and takes into account the different
interests of reporters and encourages the reporting of information to the SICK PSIRT. The aim
is to follow a process of coordinated disclosure of vulnerabilities (coordinated vulnerability
disclosure).

Handling vulnerabilities is described in document “Vulnerability Handling Guideline”.

Reporting a vulnerability
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The SICK PSIRT aims to process every vulnerability with confidentiality and professionalism
together with the respective reporters. Neither a non-disclosure agreement (NDA) nor
another type of contract is necessary or a requirement for collaboration.

Coordinated vulnerability reports from all members of the security community are greatly
appreciated. These include security researchers, universities, CERTs, business partners,
authorities, industry associations and suppliers.

Many SICK AG products fulfill important protective functions and are used in critical
infrastructures. SICK AG therefore asks for cooperation when dealing with the coordinated
disclosure of vulnerabilities and also requests that vulnerability information not be disclosed
prematurely.

SICK AG requests that as much information as possible is provided in a report in order to
speed up processing. This information should contain the following:

= Contact information and availability

= Affected product including model and version number

= Classification of the vulnerability (buffer overflow, XSS, ...

= Detailed description of the vulnerability (with verification if possible)

= Effect of the vulnerability (if know)

= Current level of awareness of the vulnerability (are there plans to disclose it?)

= (Company) affiliation of the reporter (if reporter is prepared to provide such information)
= CVSS score (if known)

If more information is necessary for the inspection of a vulnerability, the SICK PSIRT will
contact the reporter.

If the reporter would like, he/she will be publicly acknowledged after disclosing a new
vulnerability.

Contact information

Reports for the SICK PSIRT are to be sent to this address:

= psirt@sick.de
(PGP Public Key with fingerprint: E509 7FC0 4047 3BB3 OF3E A7EO D586 2240 OE6D OE90)
= Accepted languages: German and English

= Transmission: Encryption preferred

Encrypted reports are preferred to protect sensitive information and data. German and
English are accepted.

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt 3/8


mailto:psirt@sick.de
https://www.sick.com/medias/E5097FC040473BB30F3EA7E0D58622400E6D0E90.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2N3x0ZXh0L3BsYWlufGNvbnRlbnQvaGRiL2gxNy8xNDYzNDY5MzM5NDQ2Mi50eHR8NDExYzAyODUzM2I4MzNlMWU5OGVhMGEwZmNiZGU0ZjE4Y2JjOWJmYTc1Nzg5OWQ2ZTFjOThjZjMwOGNkNjUzMQ

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt



https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0001.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0001.json
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0001.pdf.asc
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0002.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0002.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0002.pdf.asc
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0003.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0003.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0003.pdf.asc
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0004.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0004.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0004.pdf.asc
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0005.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0005.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0005.pdf.asc

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt



https://www.sick.com/medias/7F833F8E676ED0BA.pub.asc?context=bWFzdGVyfGNvbnRlbnR8MTI1MzZ8dGV4dC9wbGFpbnxjb250ZW50L2g1Yi9oNTUvMTQwNjExNDI1NDAzMTgudHh0fDZlOTc4MGUxNDg1N2RjZDc5OTdhZGRiNGM2MTRhMWU5MzRmMTEzYjA5NDYzM2ZkOWI1NjJlMTcwMGJiODRmMzY
https://www.sick.com/medias/psirt-sick.de-CDD1CF41EC1D6F9A415BDB5C034F17E61BA3842D.pub.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2N3x0ZXh0L3BsYWlufGNvbnRlbnQvaDdkL2gwMC8xMzM2OTA4NTM2MjIwNi50eHR8YmY5OWZhNWZmYTRjMTA3NjBkYmFkYmZhMGU3YTg2ZTBmOWNhOTJmNTRkNDg0OWU1N2YzZDE5NTJiMzM3ZjI3NQ
https://preview.sick.com/medias/psirt-sick.de-EFF6D3A2181198E496A886CDA8D7970FA2CFA9B8.pub.asc?context=bWFzdGVyfGNvbnRlbnR8NjYwMHx0ZXh0L3BsYWlufGNvbnRlbnQvaDY1L2gyNi8xMjg5NjU2MTUyODg2Mi50eHR8M2Y4Mjc2YWUyMWM3MDgwOWUyYjRiOWUwZThhMzk0N2JhOTE0OTlkZGQxZTZjYWFlMTQ5OWFmZWY1NTYxNjk3OQ
https://www.sick.com/medias/psirt.sick.de-EC48F9FAE65BA1A0F9FA53427318FA2E430EC459.pub.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2M3x0ZXh0L3BsYWlufGNvbnRlbnQvaDlhL2gyMS8xMjE2NDk5Njg5MDY1NC50eHR8NzgxYzhlNmVkY2U5YWZjNjI3OWUwYjFlNGU2YTgwODQ4OTk5OTVhODJiODgwOWY4ZTY2YTE5ZmM3OTg1NzM4ZA
https://www.sick.com/medias/psirt-sick.de-6D5284FF953BCF22.pub.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2M3x0ZXh0L3BsYWlufGNvbnRlbnQvaGM0L2g5ZC8xMTIxODA3NzQxNzUwMi50eHR8YWRiNWZjMzQ0ODhiYWYyNWZlNjllN2I4YmE0ZmU3MTRkOGRmZjA1ZmE3ZWJiYjc5YzBmMzUxMTAzZmM1M2RhOA
https://www.sick.com/medias/psirt-sick.de-E473D535A7F574607923FBC37EE5723DC8D33A14.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2M3x0ZXh0L3BsYWlufGNvbnRlbnQvaDU0L2g0OC8xMDM2NDMwNzUwNTE4Mi50eHR8ZDQ0Y2E5NTMxYmFiYjVjNDlmOGRkYzUxNjhkZTI4YzY2NjM1ODU2ZDI5NzYxYmE2ZThhYTMzNjMwMDgzYTEwZA
https://www.sick.com/medias/SICK-PSIRT-PGP-Public-Key.asc?context=bWFzdGVyfGNvbnRlbnR8NTQ4M3x0ZXh0L3BsYWlufGNvbnRlbnQvaGY4L2g5Yy85OTUwODQxMTEwNTU4LnR4dHxjNTM2ZmUzZjZmZTkzM2EwZWRkZjdkMzc0ZDA4ZThhNjViYzgyNzMwNzk2NTI1ZjE5ODVjNDliYjI3NjQ2YTVm
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0006.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0006.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0006.pdf.asc
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0007.pdf
https://www.sick.com/.well-known/csaf/white/2026/sca-2026-0007.json
https://sick.com/.well-known/csaf/white/2026/sca-2026-0007.pdf.asc

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt



mailto:psirt@sick.de
https://tools.sick.com/rss/psirt/advisories.atom
https://tools.sick.com/rss/psirt/advisories.atom
https://www.sick.com/de/en/w/psirt#advisories
https://www.sick.com/medias/E5097FC040473BB30F3EA7E0D58622400E6D0E90.asc?context=bWFzdGVyfGNvbnRlbnR8NjI2N3x0ZXh0L3BsYWlufGNvbnRlbnQvaGRiL2gxNy8xNDYzNDY5MzM5NDQ2Mi50eHR8NDExYzAyODUzM2I4MzNlMWU5OGVhMGEwZmNiZGU0ZjE4Y2JjOWJmYTc1Nzg5OWQ2ZTFjOThjZjMwOGNkNjUzMQ
https://cdn.sick.com/media/content/hc8/h9b/9649321148446.pdf
https://www.sick.com/de/en/w/psirt-acknowledgments/

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt



https://www.sick.com/media/docs/4/04/904/flyer_completely_secured_industrial_information_security_en_im0092904.pdf
https://www.sick.com/media/docs/4/04/904/flyer_completely_secured_industrial_information_security_en_im0092904.pdf
https://www.sick.com/media/docs/4/04/904/flyer_completely_secured_industrial_information_security_en_im0092904.pdf
https://www.sick.com/media/docs/4/04/904/flyer_completely_secured_industrial_information_security_en_im0092904.pdf
https://www.sick.com/media/docs/9/19/719/special_information_sick_operating_guidelines_cybersecurity_by_sick_en_im0106719.pdf
https://www.sick.com/media/docs/9/19/719/special_information_sick_operating_guidelines_cybersecurity_by_sick_en_im0106719.pdf
https://www.sick.com/media/docs/9/19/719/special_information_sick_operating_guidelines_cybersecurity_by_sick_en_im0106719.pdf
https://www.sick.com/media/docs/9/19/719/special_information_sick_operating_guidelines_cybersecurity_by_sick_en_im0106719.pdf
https://www.bsi.bund.de/
https://www.cisa.gov/resources-tools/resources/ics-recommended-practices

5/13/26, 2:10 PM The SICK Product Security Incident Response Team (SICK PSIRT) | SICK
ICS-Cert

»
>

m
O

© 2026 SICKAG

https://www.sick.com/de/en/service-and-support/the-sick-product-security-incident-response-team-sick-psirt/w/psirt 8/8


https://www.cisa.gov/resources-tools/resources/ics-recommended-practices
https://www.isa.org/
https://webstore.iec.ch/

