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Security Bulletin: HCL DevOps Velocity is
susceptible to brute-force attacks

 published 11d ago •   92 Views •

Summary

HCL DevOps Velocity is susceptible to brute-force attacks.

Vulnerability Details

CVEID:  CVE-2025-31991

DESCRIPTION:  Rate Limiting for attempting a user login is not being properly enforced, making HCL DevOps

Velocity susceptible to brute-force attacks past the unsuccessful login attempt limit.  This vulnerability is fixed

in 5.1.7.

CVSS Base score:  6.8

CVSS Vector:  CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:H/A:N
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Affected products and versions

HCL DevOps Velocity version < 5.1.7

Remediation/fixes

HCL strongly suggests the following:

Upgrade the affected versions to 5.1.7 or later from My HCLSoftware Portal.

Workarounds and Mitigations

None

References

Complete CVSS v3 Guide On-line Calculator v3

Complete CVSS v2 Guide On-line Calculator v2

Related Information

HCL PSIRT blog

HCLSoftware PSIRT site

HCLSoftware Support community

*The CVSS Environment Score is customer environment specific and will ultimately impact the Overall

CVSS Score. Customers can evaluate the impact of this vulnerability in their environments by accessing

the links in the Reference section of this Security Bulletin.

Disclaimer

According to the Forum of Incident Response and Security Teams (FIRST), the Common Vulnerability

Scoring System (CVSS) is an "industry open standard designed to convey vulnerability severity and help to

determine urgency and priority of response. "HCL PROVIDES THE CVSS SCORES" "AS IS" "WITHOUT

WARRANTY OF ANY KIND, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS

FOR A PARTICULAR PURPOSE. CUSTOMERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY

ACTUAL OR POTENTIAL SECURITY VULNERABILITY."
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April 13, 2026:  Initial Publication
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