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Lenovo Security Advisory: LEN-213829

Potential Impact: Arbitrary Code Execution, Denial of Service

Severity: High

Scope of Impact: Lenovo-specific

CVE Identifier: CVE-2026-4134, CVE-2026-4135, CVE-2026-4145

 

Summary Description:

During an internal security assessment, a potential vulnerability was discovered in Lenovo Software Fix that, during installation, could allow a local authenticate

code with elevated privileges. CVE-2026-4134

During an internal security assessment, a potential vulnerability was discovered in Lenovo Software Fix that, during installation, could allow a local authenticate

arbitrary file write with elevated privileges. CVE-2026-4135

During an internal security assessment, a potential vulnerability was discovered in Lenovo Software Fix that could allow a local authenticated user to perform a

execution with elevated privileges. CVE-2026-4145

 

Mitigation Strategy for Customers (what you should do to protect yourself):

Update Lenovo Software Fix to version 7.5.5.19 or later.

 

Product Impact:

To download the version specified for your product below, follow these steps:

Navigate to the Drivers & Software support site for your product:

Lenovo Products (sold worldwide, except in China): https://support.lenovo.com/ (https://pcsupport.lenovo.com/us/en/)

Lenovo Products (sold in China): https://newsupport.lenovo.com.cn/ (https://newsupport.lenovo.com.cn/)

IBM-branded System x Legacy Products: https://www.ibm.com/support/fixcentral/ (https://www.ibm.com/support/fixcentral/)

1. Search for your product by name or machine type.

2. Click Drivers & Software on the left menu panel.

3. Click on Manual Update to browse by Component type.

4. Compare the minimum fix version for your product from the applicable product table below with the latest version posted on the support site.

Lenovo also offers tools to assist with update management as an alternative to the manual steps described above. Refer to the following for additional help:

PC Products and Software: https://support.lenovo.com/us/en/solutions/ht504759 (https://support.lenovo.com/us/en/solutions/ht504759)

Server and Enterprise Software: https://support.lenovo.com/us/en/solutions/lnvo-lxcaupd (https://support.lenovo.com/us/en/solutions/lnvo-lxcaupd) and

https://datacentersupport.lenovo.com/us/en/documents/lnvo-center (https://datacentersupport.lenovo.com/us/en/documents/lnvo-center)

 

References:

Software Fix (Rescue and Smart Assistant) - Lenovo Support US (https://support.lenovo.com/us/en/downloads/ds101291-rescue-and-smart-assistant-lmsa)

 

Revision History:

Revision Date Description

1 2026-04-14 Initial release

For a complete list of all Lenovo Product Security Advisories, click here (https://support.lenovo.com/us/en//product_security/home).

For the most up to date information, please remain current with updates and advisories from Lenovo regarding your equipment and software. The information 

advisory is provided on an “as is” basis without any warranty or guarantee of any kind. Lenovo reserves the right to change or update this advisory at any time.

 

Based on your IP, we detect you are physically located in Germany, however the website you are

viewing is the United States of America site, We may forward you to the Germany site, or you may

continue with the United States of America site.
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󡉇  Was this information helpful?

Your feedback helps to improve the overall experience

Yes No

 Our commitment to the environment (https://www.lenovo.com/us/en/about#social-

responsibility)

Stay in touch

 (//www.facebook.com/lenovo)

󡔖 (//twitter.com/lenovo)

 (//www.youtube.com/lenovovision)

 (//pinterest.com/lenovous/)

See our Sustainability Report. (https://www3.lenovo.com/us/en/social_responsibility/sustainability_reports/)

About Lenovo

Our Company (https://www.lenovo.com/us/en/about/)

News (https://news.lenovo.com/?linkTrack=footer:About Lenovo_News)

Investor Relations (https://static.lenovo.com/us/en/investor_relations.html?linkTrack=footer:About Lenovo_Investor Relations)

Sustainability (https://www.lenovo.com/us/en/social_responsibility/sustainability_reports/?linkTrack=footer:About Lenovo_Social Responsibility)

Product Compliance (https://www.lenovo.com/us/en/compliance/)

Product Security (https://www.lenovo.com/us/en/product-security/landing/)

Lenovo Open Source (/us/en/solutions/HT511330)

Legal Information (https://www.lenovo.com/us/en/legal/?linkTrack=footer:About Lenovo_Legal Information)

Jobs at Lenovo (https://jobs.lenovo.com/)

Shop

Laptops & Ultrabooks (https://www.lenovo.com/us/en/laptops?linkTrack=footer:Shop_Laptops%20And%20Ultrabooks)

Tablets (https://www.lenovo.com/us/en/tablets)

Desktops & All-in-Ones (https://www.lenovo.com/us/en/desktops?linkTrack=footer:Shop_Desktops)

Workstations (https://www.lenovo.com/us/en/workstations/)

Accessories & Software (https://www.lenovo.com/us/en/accessories-and-software/)

Servers (https://www.lenovo.com/us/en/servers-storage/servers/)

Storage (https://www.lenovo.com/us/en/servers-storage/storage/)

Networking (https://www.lenovo.com/us/en/servers-storage/networking/)

Laptop Deals (https://www.lenovo.com/us/en/d/deals/laptops/)

Outlet (https://www.lenovo.com/us/en/en/?linkTrack=footer:Shop_Outlet)

Support

Drivers & Software (/us/en/selectproduct?linkto=downloads&linkTrack=footer:Support_Downloads)

Documentation Center (https://support.lenovo.com/documentation)

How To's (/us/en/selectproduct?linkto=documentation&linkTrack=footer:Support_Solutions)

Warranty Lookup (/us/en/warrantylookup?linkTrack=footer:Support_Warranty Lookup)

Parts Lookup (/us/en/partslookup?linkTrack=footer:Support_Parts Lookup)

Contact Us (/us/en/contactus?linkTrack=footer:Support_Contact%20Us)

Repair Status Check (/us/en/repairstatus?linkTrack=footer:Support_Repair Status)

Based on your IP, we detect you are physically located in Germany, however the website you are

viewing is the United States of America site, We may forward you to the Germany site, or you may

continue with the United States of America site.
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Based on your IP, we detect you are physically located in Germany, however the website you are
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continue with the United States of America site.
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