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'service' parameter (CVE-2026-23927)

v Details
Type: [E] Defect (Security) Resolution: Fixed
Priority: < Minor Fix Version/s: None
Affects Version/s: None
Component/s: Agent2 plugin (G)
Labels: None

v Description

CVE ID CVE-2026-23927

CVSS score 5.1 (Medium)

CVSS vector CVSS:4.0/AV:N/AC:L/AT:P/PR:H/UL:IN/VC:N/VI:LIVAIN/SC:H/SI:H/SA:N
?cf)fri(;ts:ents Agent2

Summary Agent 2 Oracle plugin TNS connection string injection via the 'service' parameter

A user able to connect to Agent 2 can inject an Oracle TNS connection string via the 'service' parameter. This can lead to
Description Agent 2 connecting to an attacker-controlled server and leaking Oracle database credentials if they are saved in a
named session.

Known attack

vectors An attacker sending malicious requests to Agent 2 monitoring an Oracle database.

Affected: 6.0.0-6.0.44 - Fixed: 6.0.45

Affected and fix Affected: 7.0.0-7.0.23 — Fixed: 7.0.24

version/s Affected: 7.4.0-7.4.7 — Fixed: 7.4.8
Mitigation Update the affected components to their respective fixed versions.
Workarounds Don't use named sessions for Oracle database monitoring.

Acknowledgements  Zabbix wants to thank kelsier from clocktwice.com for submitting this report on the HackerOne bug bounty platform.
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