
Vulnerability Reports

Current Report Totals for 2026

38

Open Reported Zero-Days

66

Publicly Disclosed Vulnerabilities

DISCLOSED VULNERABILITY REPORTS ZERO-DAY REPORTS

REPORT ID TITLE REPORT DATE CVE NUMBER CVSS

TALOS-2026-2381 OpenVPN TLS Crypt v2 Client

Key Extraction denial of service

vulnerability

2026-04-27 CVE-2026-35058 7.7

TALOS-2025-2274 Adobe Photoshop Installation

Privilege Escalation

Vulnerability

2026-04-22 CVE-2026-34632 8.2

TALOS-2026-2358 LibRaw x3f_thumb_loader heap-

based buffer overflow

vulnerability

2026-04-07 CVE-2026-20889 9.8

TALOS-2026-2330 LibRaw HuffTable::initval heap-

based buffer overflow

vulnerability

2026-04-07 CVE-2026-20911 9.8

TALOS-2026-2363 LibRaw

uncompressed_fp_dng_load_raw

integer overflow vulnerability

2026-04-07 CVE-2026-24450 8.1

TALOS-2026-2364 LibRaw deflate_dng_load_raw

integer overflow vulnerability

2026-04-07 CVE-2026-20884 8.1

TALOS-2026-2331 LibRaw lossless_jpeg_load_raw

heap-based buffer overflow

vulnerability

2026-04-07 CVE-2026-21413 9.8

TALOS-2026-2359 LibRaw x3f_load_huffman heap-

based buffer overflow

vulnerability

2026-04-07 CVE-2026-24660 8.1

TALOS-2026-2365 Foxit Reader List Box Calculate

Array Use-After-Free

Vulnerability

2026-03-31 CVE-2026-3779 7.8
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TALOS-2025-2281 Hangzhou Hikvision Digital

Technology Co., Ltd. Face

Recognition Modules SADP XML

parsing stack-based buffer

overflow vulnerability

2026-03-18 CVE-2025-66176 8.8
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