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TALOS-2026-2358

LibRaw x3f_thumb_loader heap-based buffer overflow
vulnerability
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https://github.com/LibRaw/LibRaw.git
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DETAILS

void LibRaw::x3f_thumb_loader()

{
[...]

x3f_directory_entry_header_t *DEH = &DE->header;
x3f_image_data_t *ID = §DEH->data_subsection.image_data;

[...]

else if (imgdata.thumbnail.tformat == LIBRAW_THUMBNAIL_BITMAP)
{

imgdata.thumbnail.tlength = ID->columns * ID->rows * 3;
imgdata.thumbnail.thumb = (char *)malloc(ID->columns * ID->rows =* 3);

char *srcO® = (char *)ID->data;
for (int row = 0; row < (int)ID->rows; row++)
{
int offset row * ID->row_stride;
if (offset ID->columns * 3 > ID->data_size)
break;
char xdest &imgdata.thumbnail.thumb[row * ID->columns * 3];
char *src = &srcO[offset];
memmove(dest, src, ID->columns * 3);
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https://talosintelligence.com/vulnerability_reports
https://talosintelligence.com/vulnerability_reports/TALOS-2026-2359
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