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It has been discovered that TYPO3 CMS is susceptible to
sensitive data exposure.

e Component Type: TYPO3 CMS

e Subcomponent: User Profile Settings (ext:backend)

o Release Date: April 21, 2026

¢ Vulnerability Type: Sensitive Data Exposure

o Affected Versions: 14.2.0

e Severity: High

e Suggested CVSS:
CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:N/VA:N/SC:H/SI:H/SA:H

o References: CVE-2026-6553, CWE-312

Problem Description
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The backend user settings module (SetupModuleController) incorrectly
conflates entity data (like passwords or email address) with user-
interface settings (like theme, display options) when persisting
changes. As a result, passwords were stored in cleartext in the ucand
user_settings fields of the be_users database table.

The cleartext data was only persisted if users changed their credentials
in the backend user settings module when the TYPO3 14.2.0 release
was used (not in any other version).

Solution
Update to TYPO3 version 14.3.0 LTS that fixes the problem described.

Manual actions required

Updating to the patched release does not retroactively clean
existing data. It is recommended to execute all User Settings
upgrade wizards in the TYPO3 Install Tool, including the
dedicated User Settings Scrubbing wizard, which sanitizes the
incorrectly persisted cleartext values from the ucand
user_settingsfields of the be_userstable. Additionally,
affected backend user accounts should be assigned new
passwords.

Admin Tools - Upgrade — Upgrade Wizard — User Settings
Scrubbing

Credits

Thanks to Martin Clewing for reporting this issue, and to TYPO3 core
team members Oliver Hader, Stefan Biirk and Garvin Hicking for fixing
it.

General Advice

Follow the recommendations that are given in the TYPO3 Security
Guide. Please subscribe to the typo3-announce mailing list.

General Note
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All security-related code changes are tagged so you can easily look

them up in our review system.
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