
WEB APPLICATION VULNERABILITIES (/VULNERABILITIES/)   STANDARD & PREMIUM (/VULNERABILITIES/WEB/)

WordPress Plugin DELUCKS SEO Cross-Site Scripting (2.1.7)

Description

WordPress Plugin DELUCKS SEO is prone to a cross-site scripting vulnerability because it fails to properly sanitize
user-supplied input. An attacker may leverage this issue to execute arbitrary script code in the browser of an
unsuspecting user in the context of the affected site. This can allow the attacker to steal cookie-based authentication
credentials and launch other attacks. WordPress Plugin DELUCKS SEO version 2.1.7 is vulnerable; prior versions may
also be affected.

Remediation

Update to plugin version 2.1.9 or latest

References

https://www.pluginvulnerabilities.com/2019/09/21/hackers-may-already-be-targeting-this-persistent-xss-
vulnerability-in-delucks-seo/ (https://www.pluginvulnerabilities.com/2019/09/21/hackers-may-already-be-targeting-
this-persistent-xss-vulnerability-in-delucks-seo/)

https://blog.nintechnet.com/vulnerability-in-the-wordpress-delucks-seo-plugin-actively-exploited/
(https://blog.nintechnet.com/vulnerability-in-the-wordpress-delucks-seo-plugin-actively-exploited/)

https://delucks.com/en/wordpress-seo-plugin/information-about-the-hack/ (https://delucks.com/en/wordpress-seo-
plugin/information-about-the-hack/)

https://plugins.trac.wordpress.org/changeset?old_path=%2Fdelucks-seo&old=2099783&new_path=%2Fdelucks-
seo&new=2161211&sfp_email=&sfph_mail= (https://plugins.trac.wordpress.org/changeset?old_path=%2Fdelucks-
seo&old=2099783&new_path=%2Fdelucks-seo&new=2161211&sfp_email=&sfph_mail=)

Related Vulnerabilities

Moodle Incorrect Calculation Vulnerability (CVE-2022-30600)
(https://www.acunetix.com/vulnerabilities/web/moodle-incorrect-calculation-vulnerability-cve-2022-30600/)

TYPO3 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') Vulnerability (CVE-2012-
6148) (https://www.acunetix.com/vulnerabilities/web/typo3-improper-neutralization-of-input-during-web-page-
generation-cross-site-scripting-vulnerability-cve-2012-6148/)

Contao Improper Neutralization of Special Elements in Output Used by a Downstream Component ('Injection')
Vulnerability (CVE-2024-45612) (https://www.acunetix.com/vulnerabilities/web/contao-improper-neutralization-of-
special-elements-in-output-used-by-a-downstream-component-injection-vulnerability-cve-2024-45612/)

AbanteCart Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') Vulnerability (CVE-
2025-40627) (https://www.acunetix.com/vulnerabilities/web/abantecart-improper-neutralization-of-input-during-
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web-page-generation-cross-site-scripting-vulnerability-cve-2025-40627/)

WordPress Plugin Post Custom Templates Lite Cross-Site Scripting (1.6)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-post-custom-templates-lite-cross-site-scripting-1-
6/)

Severity

HIGH

Classification

CWE-79  (https://cwe.mitre.org/data/definitions/79.html)

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N

(https://www.first.org/cvss/calculator/3.0#CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N)

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N

(https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N)

Tags

Missing Update  (https://www.acunetix.com/vulnerabilities/web/tag/missing-update/)

XSS  (https://www.acunetix.com/vulnerabilities/web/tag/xss/)

Take action and discover your vulnerabilities

Get a demo (https://www.acunetix.com/web-vulnerability-scanner/demo/)
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