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WEB APPLICATION VULNERABILITIES (/VULNERABILITIES/) STANDARD & PREMIUM (/VULNERABILITIES/WEB/)

WordPress Plugin N-Media Post Front-end Form Arbitrary File
Upload (1.0)

Description

WordPress Plugin N-Media Post Front-end Form is prone to a vulnerability that lets attackers upload arbitrary files
because the application fails to properly verify user-supplied input. An attacker can exploit this vulnerability to upload
arbitrary code and run it in the context of the webserver process. This may facilitate unauthorized access or privilege
escalation; other attacks are also possible. WordPress Plugin N-Media Post Front-end Form version 1.0 is vulnerable.

Remediation

Update to plugin version 1.1 or latest

References

https:/www.pluginvulnerabilities.com/2016/09/19/arbitrary-file-upload-vulnerability-in-n-media-post-front-end-
form/ (https:/www.pluginvulnerabilities.com/2016/09/19/arbitrary-file-upload-vulnerability-in-n-media-post-front-
end-form/)

https:/wordpress.org/plugins/wp-post-frontend/changelog/ (https:/wordpress.org/plugins/wp-post-
frontend/changelog/)

Related Vulnerabilities

Hesk Exposure of Sensitive Information to an Unauthorized Actor Vulnerability (CVE-2011-3743)
(https://www.acunetix.com/vulnerabilities/web/hesk-exposure-of-sensitive-information-to-an-unauthorized-actor-
vulnerability-cve-2011-3743/)

Joomla Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') Vulnerability (CVE-
2019-9711) (https:/www.acunetix.com/vulnerabilities/web/joomla-improper-neutralization-of-input-during-web-
page-generation-cross-site-scripting-vulnerability-cve-2019-9711/)

IBM RTC Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) Vulnerability (CVE-
2019-4249) (https:/www.acunetix.com/vulnerabilities/web/ibm-rtc-improper-neutralization-of-input-during-web-
page-generation-cross-site-scripting-vulnerability-cve-2019-4249/)

Oracle Application Server Other Vulnerability (CVE-2002-1089)
(https:/www.acunetix.com/vulnerabilities/web/oracle-application-server-other-vulnerability-cve-2002-1089/)

WordPress 3.8.x Multiple Vulnerabilities (3.8 - 3.8.20) (https:/www.acunetix.com/vulnerabilities/web/wordpress-3-
8-x-multiple-vulnerabilities-3-8-3-8-20/),
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Classification

(mps://cwe.mitre.orq/data/deﬁnitions/434.htm|)_

[ CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
(https:Zwww.first.org/cvss/calculator/3.0#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L)
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[ CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N
(https:Z/www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N)

Tags
(https://www.acunetix.com/vuInerabiIities/web/taq/missinggpdate/),

[ Unauthenticated File Upload ]_(httos://www.acunetix.com/vulnerabilities/web/taq/unauthenticated—ﬁle—upload/)_

Take action and discover your vulnerabilities

Get a demo (https://www.acunetix.com/web-vulnerability-scanner/demo/)

aWS, Cognizant
\~7
GARMIN N7

[
<

U.S. AIRFORCE

\ %:V/A 'AMERICAN
EXPRESS

PRODUCT INFORMATION USE CASES WEBSITE SECURITY
AcuSensor Technology Penetration Testing_Software Cross-site Scripting,
(https://www.acunetix.com/vulnerability- (https://www.acunetix.com/vulnerability- (https:/www.acunetix.com/websitesecurity/
scanner/acusensor-technology/) scanner/penetration-testing- site-scripting/)
AcuMonitor Technology software/) SQL Injection
(https:/www.acunetix.com/vulnerability- Website Security Scanner (https://www.acunetix.com/websitesecurity/s
scanner/acumonitor-technology/) (https://www.acunetix.com/vulnerability- injection/)
Acunetix Integrations scanner/website-security-scanner/) Reflected XSS
(https:/www.acunetix.com/vulnerability- External Vulnerability Scanner (https:/www.acunetix.com/websitesecurity/:
scanner/acunetix-integrations/) (https://www.acunetix.com/vulnerability- CSRF Attacks
Vulnerability Scanner (/vulnerability- scanner/external-v/u)lnerabll|ty- (https://www.acunetix.com/websitesecurity/
scanner/) scanner/; attacks/)
Support Plans MEFMY I Directory Traversal
(https://www.acunetix.com/support- (https://www.acunetix.com/vulnerability-

(https://www.acunetix.com/websitesecurity/
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Prevent SQL Injection
(https:/www.acunetix.com/blog/articles/prevent-
sql-injection-vulnerabilities-in-php-
applications/)

Login (https:/online.acunetix.com)

Invicti Subscription Services Agreement (https:/www.invicti.com/legal/ssa/)
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