
WEB APPLICATION VULNERABILITIES (/VULNERABILITIES/)   STANDARD & PREMIUM (/VULNERABILITIES/WEB/)

WordPress Plugin N-Media Post Front-end Form Arbitrary File

Upload (1.0)

Description

WordPress Plugin N-Media Post Front-end Form is prone to a vulnerability that lets attackers upload arbitrary files
because the application fails to properly verify user-supplied input. An attacker can exploit this vulnerability to upload
arbitrary code and run it in the context of the webserver process. This may facilitate unauthorized access or privilege
escalation; other attacks are also possible. WordPress Plugin N-Media Post Front-end Form version 1.0 is vulnerable.

Remediation

Update to plugin version 1.1 or latest

References

https://www.pluginvulnerabilities.com/2016/09/19/arbitrary-file-upload-vulnerability-in-n-media-post-front-end-
form/ (https://www.pluginvulnerabilities.com/2016/09/19/arbitrary-file-upload-vulnerability-in-n-media-post-front-
end-form/)

https://wordpress.org/plugins/wp-post-frontend/changelog/ (https://wordpress.org/plugins/wp-post-
frontend/changelog/)

Related Vulnerabilities

WordPress Plugin WooCommerce Salesforce Integration Cross-Site Scripting (1.5.8)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-woocommerce-salesforce-integration-cross-site-
scripting-1-5-8/)

WordPress Plugin Search Unleashed 'Log' Function HTML Injection (0.2.10)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-search-unleashed-log-function-html-injection-0-
2-10/)

WordPress Plugin Ultimate WP Query Search Filter Cross-Site Scripting (1.0.10)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-ultimate-wp-query-search-filter-cross-site-
scripting-1-0-10/)

MySQL CVE-2021-2203 Vulnerability (CVE-2021-2203) (https://www.acunetix.com/vulnerabilities/web/mysql-cve-
2021-2203-vulnerability-cve-2021-2203/)

Envoy Proxy Loop with Unreachable Exit Condition ('Infinite Loop') Vulnerability (CVE-2024-32976)
(https://www.acunetix.com/vulnerabilities/web/envoy-proxy-loop-with-unreachable-exit-condition-infinite-loop-
vulnerability-cve-2024-32976/)
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Severity

HIGH

Classification

CWE-434  (https://cwe.mitre.org/data/definitions/434.html)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L

(https://www.first.org/cvss/calculator/3.0#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L)

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N

(https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N)

Tags

Missing Update  (https://www.acunetix.com/vulnerabilities/web/tag/missing-update/)

Unauthenticated File Upload  (https://www.acunetix.com/vulnerabilities/web/tag/unauthenticated-file-upload/)

Take action and discover your vulnerabilities

Get a demo (https://www.acunetix.com/web-vulnerability-scanner/demo/)
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