
WEB APPLICATION VULNERABILITIES (/VULNERABILITIES/)   STANDARD & PREMIUM (/VULNERABILITIES/WEB/)

WordPress Plugin Thumbnail carousel slider Arbitrary File Upload

(1.0)

Description

WordPress Plugin Thumbnail carousel slider is prone to a vulnerability that lets attackers upload arbitrary files
because the application fails to properly verify user-supplied input. An attacker can exploit this vulnerability to upload
arbitrary code and run it in the context of the webserver process. This may facilitate unauthorized access or privilege
escalation; other attacks are also possible. WordPress Plugin Thumbnail carousel slider version 1.0 is vulnerable.

Remediation

Edit the source code to ensure that input is properly verified or disable the plugin until a fix is available

References

https://www.exploit-db.com/exploits/37998/ (https://www.exploit-db.com/exploits/37998/)

https://packetstormsecurity.com/files/133360/WordPress-Responsive-Thumbnail-Slider-1.0-Shell-Upload.html
(https://packetstormsecurity.com/files/133360/WordPress-Responsive-Thumbnail-Slider-1.0-Shell-Upload.html)

https://www.pluginvulnerabilities.com/2016/07/26/wordpress-plugin-directorys-failure-to-enforce-developer-
guidelines-puts-websites-at-risk/ (https://www.pluginvulnerabilities.com/2016/07/26/wordpress-plugin-directorys-
failure-to-enforce-developer-guidelines-puts-websites-at-risk/)

Related Vulnerabilities

WordPress Plugin LOGOSWARE SUITE Uploader Arbitrary File Upload (1.1.6)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-logosware-suite-uploader-arbitrary-file-upload-1-
1-6/)

Craft CMS Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') Vulnerability (CVE-
2023-30177) (https://www.acunetix.com/vulnerabilities/web/craft-cms-improper-neutralization-of-input-during-
web-page-generation-cross-site-scripting-vulnerability-cve-2023-30177/)

WordPress Plugin LeagueManager Multiple SQL Injection Vulnerabilities (3.9.1.1)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-leaguemanager-multiple-sql-injection-
vulnerabilities-3-9-1-1/)

MySQL CVE-2020-2790 Vulnerability (CVE-2020-2790) (https://www.acunetix.com/vulnerabilities/web/mysql-cve-
2020-2790-vulnerability-cve-2020-2790/)

GibbonEdu Session Fixation Vulnerability (CVE-2022-27305)
(https://www.acunetix.com/vulnerabilities/web/gibbonedu-session-fixation-vulnerability-cve-2022-27305/)
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Severity

HIGH

Classification

CWE-434  (https://cwe.mitre.org/data/definitions/434.html)

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:L

(https://www.first.org/cvss/calculator/3.0#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:L)

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N

(https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N)

Tags

Missing Update  (https://www.acunetix.com/vulnerabilities/web/tag/missing-update/)

Unauthenticated File Upload  (https://www.acunetix.com/vulnerabilities/web/tag/unauthenticated-file-upload/)

Take action and discover your vulnerabilities

Get a demo (https://www.acunetix.com/web-vulnerability-scanner/demo/)
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