
WEB APPLICATION VULNERABILITIES (/VULNERABILITIES/)   STANDARD & PREMIUM (/VULNERABILITIES/WEB/)

WordPress Plugin Work The Flow File Upload Arbitrary File Upload

(2.5.2)

Description

WordPress Plugin Work The Flow File Upload is prone to a vulnerability that lets attackers upload arbitrary files
because the application fails to properly sanitize user-supplied input. An attacker can exploit this vulnerability to
upload arbitrary code and run it in the context of the webserver process. This may facilitate unauthorized access or
privilege escalation; other attacks are also possible. WordPress Plugin Work The Flow File Upload version 2.5.2 is
vulnerable; prior versions may also be affected.

Remediation

Update to plugin version 2.5.3 or latest

References

https://www.homelab.it/index.php/2015/04/04/wordpress-work-the-flow-file-upload-vulnerability/
(https://www.homelab.it/index.php/2015/04/04/wordpress-work-the-flow-file-upload-vulnerability/)

https://www.exploit-db.com/exploits/36640/ (https://www.exploit-db.com/exploits/36640/)

http://packetstormsecurity.com/files/131294/WordPress-Work-The-Flow-2.5.2-Shell-Upload.html
(http://packetstormsecurity.com/files/131294/WordPress-Work-The-Flow-2.5.2-Shell-Upload.html)

http://packetstormsecurity.com/files/131512/WordPress-Work-The-Flow-Upload.html
(http://packetstormsecurity.com/files/131512/WordPress-Work-The-Flow-Upload.html)

https://github.com/rapid7/metasploit-
framework/blob/master/modules/exploits/unix/webapp/wp_worktheflow_upload.rb
(https://github.com/rapid7/metasploit-
framework/blob/master/modules/exploits/unix/webapp/wp_worktheflow_upload.rb)

Related Vulnerabilities

Jboss EAP Improper Restriction of XML External Entity Reference Vulnerability (CVE-2017-12629)
(https://www.acunetix.com/vulnerabilities/web/jboss-eap-improper-restriction-of-xml-external-entity-reference-
vulnerability-cve-2017-12629/)

WordPress Plugin Alpine PhotoTile for Instagram Cross-Site Scripting (1.2.7.5)
(https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-alpine-phototile-for-instagram-cross-site-scripting-
1-2-7-5/)
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Atlassian Confluence Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') Vulnerability (CVE-
2019-3394) (https://www.acunetix.com/vulnerabilities/web/atlassian-confluence-improper-limitation-of-a-pathname-
to-a-restricted-directory-path-traversal-vulnerability-cve-2019-3394/)

WordPress 4.5.x Multiple Vulnerabilities (4.5 - 4.5.30) (https://www.acunetix.com/vulnerabilities/web/wordpress-4-5-
x-multiple-vulnerabilities-4-5-4-5-30/)

WordPress Plugin WP Editor SQL Injection (1.2.6.3) (https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-
wp-editor-sql-injection-1-2-6-3/)

Severity

HIGH

Classification

CWE-434  (https://cwe.mitre.org/data/definitions/434.html)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

(https://www.first.org/cvss/calculator/3.0#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H)

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N

(https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N)

Tags

Missing Update  (https://www.acunetix.com/vulnerabilities/web/tag/missing-update/)

Unauthenticated File Upload  (https://www.acunetix.com/vulnerabilities/web/tag/unauthenticated-file-upload/)

Take action and discover your vulnerabilities

Get a demo (https://www.acunetix.com/web-vulnerability-scanner/demo/)

PRODUCT INFORMATION

AcuSensor Technology
(https://www.acunetix.com/vulnerability-

USE CASES

Penetration Testing Software
(https://www.acunetix.com/vulnerability-

WEBSITE SECURITY

Cross-site Scripting
(https://www.acunetix.com/websitesecurity/c
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