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arbitrary scripts or binaries
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Vulnerability Allows User 1.0
Role Privilege Escalation
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Injection in Hirschmann 1.0
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Vulnerability in WLAN 1.0
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EtherNet/IP Vulnerability in

1.0 12.18.2020
2012 release of (3) PLX31s

HiOS EtherNet/IP stack

- 1.0 09.09.2020
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Multiple dnsmasq
Vulnerabilities in OWL 3G, 1.0
LTE & LTE M12
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JAVA SE vulnerability in
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pppd vulnerability in
Hirschmann OWL Devices

1.0 5.28.2020
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WPA2 Key

Reinstallation Attack
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Filtering Evasion / Firewall
Bypass

Unauthenticated remote
code execution vulnerability
in Industrial HiVision

Vulnerability in the bundled
Java Runtime Environment
lets local users execute
arbitrary code in Industrial
HiVision, HiFusion and
HiView

ICX35 User Interface Input
Validation Issue

ICX35 Authentication
Vulnerability

Belden GarrettCom MNS 6K
and 10K Device Access and
Security Key Vulnerabilities

Potential false forward of
IPv4 multicast/broadcast
traffic by HILCOS Layer-2
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Possible Request Forgery
Vulnerabilities for GECKO
Devices

Restricted user roles may
gain write access to devices
managed by Industrial
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Passwords Synchronization
with SNMP v1/v2
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Possible Information
Disclosure for GECKO
Devices

HiOS TCP Initial Sequence
Number Predictability
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