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Alerts

Vulnerability in Koollab Learning Management
System (LMS)

23 April 2026

CSA has issued a CVE ID to a vulnerability reported in Koollab LMS as part of
CSA’s Responsibility Vulnerability Disclosure Policy. Users and administrators
of the affected product version are advised to update to the latest version
5.4.0 immediately. 

Background

CSA has issued a CVE ID (CVE-2026-3007) to a vulnerability reported in Koollab LMS. The

Product Owner, Three Learning, an e-learning service provider, has released a security

update to address it.

Impact

Successful exploitation of the stored cross-site scripting (XSS) vulnerability could allow an

attacker to execute arbitrary JavaScript on any user account that has access to Koollab

LMS’ courselet feature.

Government officials will never ask you to transfer money or disclose bank
log-in details over a phone call.

Call the 24/7 ScamShield Helpline at 1799 if you are unsure if something is a

scam.
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Affected Products

The vulnerability affects Koollab LMS version 5.3.2.

Mitigation

Users and administrators of the affected product version are advised to update to the latest

version 5.4.0 immediately.

Special Thanks to:

Informer: Mr Justin Ng, CSA

Product Owner: Three Learning

Cyber Security Agency of Singapore

About CSA

Information for

Alerts & Advisories

News & Events

Legislation

Our Programmes

Resources

Careers

Internet Hygiene Portal

Back to top

4/26/26, 3:06 PM Vulnerability in Koollab Learning Management System (LMS) | Cyber Security Agency of Singapore

https://www.csa.gov.sg/alerts-and-advisories/alerts/al-2026-042/ 2/3

https://www.csa.gov.sg/about-csa/
https://www.csa.gov.sg/information-for/
https://www.csa.gov.sg/alerts-and-advisories/
https://www.csa.gov.sg/news-events/
https://www.csa.gov.sg/legislation/
https://www.csa.gov.sg/our-programmes/
https://www.csa.gov.sg/resources/
https://www.csa.gov.sg/about-csa/careers/
https://ihp.csa.gov.sg/home


Reach us

Contact

Feedback

© 2026 Government of Singapore, last updated 24 April 2026

Report Vulnerability

Privacy Statement

Terms of Use

REACH

Made with

Built by

4/26/26, 3:06 PM Vulnerability in Koollab Learning Management System (LMS) | Cyber Security Agency of Singapore

https://www.csa.gov.sg/alerts-and-advisories/alerts/al-2026-042/ 3/3

https://www.facebook.com/CSAsingapore
https://www.linkedin.com/company/cyber-security-agency-of-singapore-csa-
https://www.twitter.com/csasingapore
https://www.instagram.com/csasingapore
https://www.tiktok.com/@csasingapore
https://www.csa.gov.sg/contact-us/
https://form.gov.sg/#!/5d3e5580c90d0b0012c329a5
https://go.gov.sg/report-vulnerability
https://www.csa.gov.sg/privacy-statement/
https://www.csa.gov.sg/terms-of-use/
https://www.reach.gov.sg/
https://www.isomer.gov.sg/
https://www.open.gov.sg/

