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Required CVE Record Information

CNA: Meta Platforms, Inc.

Updated: 2020-10-20
Published: 2019-07-25 Updated: 2020-10-20

Description

A race condition in the one-pass compression functions of Zstandard prior to version 1.3.8 could allow an attacker to w
bounds if an output buffer smaller than the recommended size was used.

Product Status

Learn more
Vendor Product
Facebook Zstandard

Versions 2 Total

Default Status: unknown
Affected
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References 7Total

o lists.opensuse.org: openSUSE-SU-2019:1845 &  vendor-advisory

o lists.opensuse.org: openSUSE-SU-2019:1952 & vendor-advisory

e usn.ubuntu.com: USN-4108-1 > vendor-advisory

o lists.opensuse.org: openSUSE-SU-2019:2008 = vendor-advisory

e https:/lwww.oracle.com/security-alerts/cpuoct2020.html

o https:/lwww.facebook.com/security/advisories/cve-2019-11922 >

o https:ligithub.com/facebook/zstd/pull/1404/commits/3e5cdf1b6a85843€991d7d10f6a2567c¢15580da0

CVE Program

https://www.cve.org/CVERecord?id=CVE-2019-11922 1/2


https://cveawg.mitre.org/api/cve/CVE-2019-11922
https://www.cve.org/CVERecord/UserGuide/#cve-product-status
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00008.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00062.html
https://usn.ubuntu.com/4108-1/
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00078.html
https://www.oracle.com/security-alerts/cpuoct2020.html
https://www.facebook.com/security/advisories/cve-2019-11922
https://github.com/facebook/zstd/pull/1404/commits/3e5cdf1b6a85843e991d7d10f6a2567c15580da0
https://www.cve.org/ResourcesSupport/FAQs#pc_cve_list_basicssearch_cve
https://www.cve.org/ResourcesSupport/FAQs#pc_cve_list_basicssearch_cve
https://www.cve.org/
https://www.cve.org/Legal/PrivacyPolicy

4/30/26, 10:18 PM CVE Record: CVE-2019-11922

This website utilizes technologies such as cookies to enable essential site functionality, as well as for analytics, personalization, and
targeted advertising. Privacy Policy

e https:/iwww.tacebooK.com/security/advisories/icve-ZU19-11922 ¢  x_transferred

o https:ligithub.com/facebook/zstd/pull/1404/commits/3e5cdf1b6a85843€991d7d10f6a2567c15580da0

Policies & Cookies Media Social Media Contact
Terms of Use News (w) lin| L 4 ®@ o CVE Program Support &
Website Security Policy Blogs CNA Partners
Privacy Policy Podcasts X New CVE Records CVE Website Feedback Form
Cookie Notice Email newsletter sigh up ey
i X' CVE Announce .
Manage Cookies CVE Website Support

Use of the CVE™ List and the associated references from this website are subject to the terms of use. CVE is sponsored by the U.S.
Department of Homeland Security (DHS) @ Cybersecurity and Infrastructure Security Agency (CISA) 2. Copyright © 1999-2026, The
MITRE Corporation . CVE is a trademark and the CVE logo is a registered trademark of The MITRE Corporation.

Links that redirect to external websites ' will open a new window or tab depending on the web browser used.

https://www.cve.org/CVERecord?id=CVE-2019-11922

2/2


http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00008.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00062.html
https://usn.ubuntu.com/4108-1/
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00078.html
https://www.oracle.com/security-alerts/cpuoct2020.html
https://www.facebook.com/security/advisories/cve-2019-11922
https://github.com/facebook/zstd/pull/1404/commits/3e5cdf1b6a85843e991d7d10f6a2567c15580da0
https://www.cve.org/Legal/TermsOfUse
https://github.com/CVEProject/cve-website/security/policy
https://www.cve.org/Legal/PrivacyPolicy
https://www.cve.org/Legal/CookieNotice
https://www.cve.org/Media/News/AllNews
https://www.cve.org/Media/News/Blogs
https://www.cve.org/Media/News/Podcasts
https://www.cve.org/Media/News/NewsletterSignup
https://github.com/CVEProject
https://github.com/CVEProject
https://github.com/CVEProject
https://www.linkedin.com/company/cve-program
https://www.linkedin.com/company/cve-program
https://www.linkedin.com/company/cve-program
https://bsky.app/profile/cveprogram.bsky.social
https://bsky.app/profile/cveprogram.bsky.social
https://bsky.app/profile/cveprogram.bsky.social
https://mastodon.social/@CVE_Program
https://mastodon.social/@CVE_Program
https://mastodon.social/@CVE_Program
https://www.youtube.com/channel/UCUHd2XFDsKH8kjMZQaSKpDQ/
https://www.youtube.com/channel/UCUHd2XFDsKH8kjMZQaSKpDQ/
https://www.youtube.com/channel/UCUHd2XFDsKH8kjMZQaSKpDQ/
https://medium.com/@CVE_Program
https://medium.com/@CVE_Program
https://medium.com/@CVE_Program
https://x.com/CVEnew
https://x.com/CVEannounce
https://cveform.mitre.org/
https://www.cve.org/PartnerInformation/ListofPartners
https://forms.office.com/g/dFzysrHLpR
https://cveform.mitre.org/
https://www.cve.org/Legal/TermsOfUse
https://www.dhs.gov/
https://www.dhs.gov/
https://www.dhs.gov/
https://www.dhs.gov/
https://www.cisa.gov/about/divisions-offices/cybersecurity-division
https://www.cisa.gov/about/divisions-offices/cybersecurity-division
https://www.cisa.gov/about/divisions-offices/cybersecurity-division
https://www.mitre.org/
https://www.mitre.org/
https://www.mitre.org/
https://www.mitre.org/
https://www.cve.org/
https://www.cve.org/Legal/PrivacyPolicy

