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Published: 2025-03-20 Updated: 2026-03-30
Title: Apache Seata (incubating): Deserialization of untrusted Data in jraft mode in Apache Seata Server

Description

Deserialization of Untrusted Data vulnerability in Apache Seata (incubating). This issue affects Apache Seata (incubatin
before 2.2.0. Severity Justification: The Apache Seata security team assesses the severity of this vulnerability as "Low"
real-world mitigating factors. First, the vulnerability is strictly isolated to the Raft cluster mode, an optional and non-defa
introduced in v2.0.0, while most users rely on the unaffected traditional architecture. Second, Seata is an internal middl
communication between TC and RM/TM occurs entirely within trusted internal networks. An attacker would require prio
access to the Intranet to exploit this, making external exploitation highly improbable. Users are recommended to upgrad
which fixes the issue.

CWE 1 Total

Learn more

CWE-502: CWE-502 Deserialization of Untrusted Data

Product Status
Learn more

Vendor

Apache Software Foundation

Product

Apache Seata (incubating)

Versions 1 Total

Default Status: unaffected

Affected

affected from 2 0 0 before 2 2 0

Credits

liuhuajin<liuhuajin1@huawei.com> finder

llqxc369@gmail.com finder

Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn
more here .

CNA: Apache Software Foundation

®

This website utilizes technologies such as cookies to enable essential site functionality, as well as for analytics, personalization, and
targeted advertising. To learn more, view the following link: Privacy Policy
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