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DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery
Mechanism Vulnerability

Summary: Dell Client Platform BIOS remediation is available for a Weak Password Recovery Mechanism Vulnerability that could be exploited
by malicious users to compromise the affected system.
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Medium

Additional Details

The Affected Products and Remediation table above may not be a comprehensive list of all affected supported versions and may be updated as

more information becomes available.

Details

Proprietary Description

Code CVEs

CVE-2025- Dell Client Platform BIOS contains a Weak Password

36579 Recovery Mechanism vulnerability. An
unauthenticated attacker with physical access to the
system could potentially exploit this vulnerability,
leading to unauthorized access.

Proprietary Description

Code CVEs

CVE-2025- Dell Client Platform BIOS contains a Weak Password

36579 Recovery Mechanism vulnerability. An

unauthenticated attacker with physical access to the

system could potentially exploit this vulnerability,

leading to unauthorized access.

CVSS
Base
Score

5.1

CVSS
Base
Score

5.1

CVSS Vector String

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/l:.L/A:L

K4

CVSS Vector String

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/l:L/A:L

K

Dell Technologies recommends all customers consider both the CVSS base score and any relevant temporal and environmental scores that may impact the
potential severity associated with a particular security vulnerability.

Affected Products & Remediation

Products Software/Firmware
Dell Pro 14 Essential BIOS

PV14250

Dell Pro Micro / QCM1255 BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.4.0

Versions
prior to
1.9.1

Remediated
Versions

Version 1.4.0
or later

Version 1.9.1
or later

Release Date Link

(MM/DD/YYYY)

02/09/2026 Go to the Drivers &
Downloads site for
updates

01/09/2026 Go to the Drivers &
Downloads site for
updates
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https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
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Products

Dell Pro Slim / QCS1255

Dell Pro Tower / QCT1255

Alienware 16 Area-51

AA16250

Alienware 16X Aurora
AC16251

Alienware 18 Area-51

AA18250

Alienware Area-51 AAT2250

Alienware Aurora ACT1250

Alienware m15 R6

Alienware m15 R7

Alienware m16 R1

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.9.1

Versions
prior to
1.9.1

Versions
prior to
1.9.0

Versions
prior to
1.8.1

Versions
prior to
1.9.0

Versions
prior to
1.11.0

Versions
prior to
1.10.0

Versions
prior to
1.42.0

Versions
prior to
1.37.0

Versions
prior to
1.32.0

Remediated
Versions

Version 1.9.1
or later

Version 1.9.1
or later

Version 1.9.0
or later

Version 1.8.1
or later

Version 1.9.0
or later

Version
1.11.0 or later

Version
1.10.0 or later

Version
1.42.0 or later

Version
1.37.0 or later

Version
1.32.0 or later

Release Date

(MM/DD/YYYY)

01/09/2026

01/09/2026

11/26/2025

12/05/2025

11/26/2025

11/27/2025

11/27/2025

01/14/2026

01/14/2026

01/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
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Products

Alienware m16 R2

Alienware m18 R1

Alienware M18 R2

Alienware x14 R2

Alienware x16 R1

Alienware X16 R2

ChengMing 3900

ChengMing 3910/3911

ChengMing 3990

ChengMing 3991

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.18.0

Versions
prior to
1.32.0

Versions
prior to
1.20.0

Versions
prior to
1.30.1

Versions
prior to
1.30.1

Versions
prior to
1.18.1

Versions
prior to
1.37.0

Versions
prior to
1.32.0

Versions
prior to
1.35.1

Versions
prior to
1.35.1

Remediated
Versions

Version
1.18.0 or later

Version
1.32.0 or later

Version
1.20.0 or later

Version
1.30.1 or later

Version
1.30.1 or later

Version
1.18.1 or later

Version
1.37.0 or later

Version
1.32.0 or later

Version
1.35.1 or later

Version
1.35.1 or later

Release Date

(MM/DD/YYYY)

02/12/2026

01/16/2026

01/16/2026

02/13/2026

02/13/2026

01/14/2026

01/15/2026

01/15/2026

07/07/2025

07/07/2025
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Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2

4/26/26, 7:15 PM

Products

Dell 14 DC14250

Dell 14 Premium DA14250

Dell 15 DC15250

Dell 16 DC16250

Dell 16 DC16251

Dell 16 Premium DA16250

Dell G15 5510

Dell G15 5511

Dell G15 5520

Dell G15 5530

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.4.0

Versions
prior to
1.5.1

Versions
prior to
1.6.0

Versions
prior to
1.7.0

Versions
prior to
1.7.0

Versions
prior to
1.7.0

Versions
prior to
1.38.0

Versions
prior to
1.41.0

Versions
prior to
1.38.0

Versions
prior to
1.30.0

Remediated
Versions

Version 1.4.0
or later

Version 1.5.1
or later

Version 1.6.0
or later

Version 1.7.0
or later

Version 1.7.0
or later

Version 1.7.0
or later

Version
1.38.0 or later

Version
1.41.0 or later

Version
1.38.0 or later

Version
1.30.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/16/2026

01/15/2026

01/16/2026

01/16/2026

12/04/2025

01/19/2026

01/14/2026

01/14/2026

01/14/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J

4/26/26, 7:15 PM

Products

Dell G16 7620

Dell G16 7630

Dell G5 5000

Dell Pro 13 Plus PB13250

Dell Pro 13 Plus PB13255

Dell Pro 13 Premium

PA13250

Dell Pro 14 PC14250

Dell Pro 14 Plus PB14250

Dell Pro 14 Plus PB14255

Dell Pro 14 Premium
PA14250

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.38.0

Versions
prior to
1.30.0

Versions
prior to
1.28.2

Versions
prior to
2.8.1

Versions
prior to
1.9.1

Versions
prior to
2.8.1

Versions
prior to
1.10.2

Versions
prior to
2.8.1

Versions
prior to
1.9.1

Versions
prior to
2.8.1

Remediated
Versions

Version
1.38.0 or later

Version
1.30.0 or later

Version
1.28.2 or later

Version 2.8.1
or later

Version 1.9.1
or later

Version 2.8.1
or later

Version
1.10.2 or later

Version 2.8.1
or later

Version 1.9.1
or later

Version 2.8.1
or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/14/2026

06/03/2025

12/15/2025

12/16/2025

12/15/2025

12/23/2025

12/15/2025

12/16/2025

12/15/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44

4/26/26, 7:15 PM

Products

Dell Pro 15 Essential

PV15250

Dell Pro 16 PC16250

Dell Pro 16 Plus PB16250

Dell Pro 16 Plus PB16255

Dell Pro 24 All-in-One

Plus/Dell Pro 24 All-in-One

Dell Pro Laptop PC14250

Dell Pro Laptop PC16250

Dell Pro Max 14 MC14250

Dell Pro Max 14 MC14255

Dell Pro Max 16 MC16250

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.2.0

Versions
prior to
1.10.2

Versions
prior to
2.8.1

Versions
prior to
1.9.1

Versions
prior to
1.10.1

Versions
prior to
1.10.2

Versions
prior to
1.10.2

Versions
prior to
1.9.0

Versions
prior to
1.6.2

Versions
prior to
1.9.0

Remediated
Versions

Version 1.2.0
or later

Version
1.10.2 or later

Version 2.8.1
or later

Version 1.9.1
or later

Version
1.10.1 or later

Version
1.10.2 or later

Version
1.10.2 or later

Version 1.9.0
or later

Version 1.6.2
or later

Version 1.9.0
or later

Release Date

(MM/DD/YYYY)

01/15/2026

12/23/2025

12/15/2025

12/16/2025

12/17/2025

12/23/2025

12/23/2025

12/09/2025

12/15/2025

12/09/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
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Products

Dell Pro Max 16 MC16255

Dell Pro Max Micro
FCM2250

Dell Pro Max Slim FCS1250

Dell Pro Max Tower T2
FCT2250

Dell Pro Micro/Micro Plus
QCM1250/QBM1250

Dell Pro Rugged 13
RA13250

Dell Pro Rugged 14
RB14250

Dell Pro Slim Essential
QVS1260

Dell Pro Slim Plus
QBS1250/Dell Pro Slim
QCS1250

Dell Pro Tower Essential
QVT1260

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.6.2

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.12.1

Versions
prior to
1.121

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Remediated
Versions

Version 1.6.2
or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.12.1 or later

Version
1.12.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Release Date
(MM/DD/YYYY)

12/15/2025

12/15/2025

12/15/2025

12/15/2025

12/12/2025

01/14/2026

01/14/2026

12/04/2025

12/12/2025

12/04/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
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Products

Dell Pro Tower Plus
QBT1250/Dell Pro Tower
QCT1250

Dell Slim ECS1250

Dell Tower ECT1250

Dell Tower Plus EBT2250

Inspiron 13 5320

Inspiron 13 5330

Inspiron 14 5420

Inspiron 14 5430

Inspiron 14 5440

Inspiron 14 7420 2-in-1

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.11.0

Versions
prior to
1.30.0

Versions
prior to
1.28.0

Versions
prior to
1.33.0

Versions
prior to
1.26.0

Versions
prior to
1.19.0

Versions
prior to
1.31.0

Remediated
Versions

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.11.0 or later

Version
1.30.0 or later

Version
1.28.0 or later

Version
1.33.0 or later

Version
1.26.0 or later

Version
1.19.0 or later

Version
1.31.0 or later

Release Date

(MM/DD/YYYY)

12/12/2025

12/17/2025

12/17/2025

12/08/2025

01/14/2026

02/12/2026

01/16/2026

01/14/2026

01/14/2026

02/10/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN

4/26/26, 7:15 PM

Products

Inspiron 14 7430 2-in-1

Inspiron 14 7440 2-in-1

Inspiron 14 Plus 7420

Inspiron 14 Plus 7430

Inspiron 14 Plus 7440

Inspiron 15 3511

Inspiron 15 3520

Inspiron 16 5620

Inspiron 16 5630

Inspiron 16 5640

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.26.0

Versions
prior to
1.19.0

Versions
prior to
1.34.0

Versions
prior to
1.26.0

Versions
prior to
1.22.0

Versions
prior to
1.43.0

Versions
prior to
1.39.0

Versions
prior to
1.33.0

Versions
prior to
1.26.0

Versions
prior to
1.18.0

Remediated
Versions

Version
1.26.0 or later

Version
1.19.0 or later

Version
1.34.0 or later

Version
1.26.0 or later

Version
1.22.0 or later

Version
1.43.0 or later

Version
1.39.0 or later

Version
1.33.0 or later

Version
1.26.0 or later

Version
1.18.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/14/2026

01/14/2026

01/14/2026

02/06/2026

01/21/2026

02/11/2026

01/16/2026

01/14/2026

01/15/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9

4/26/26, 7:15 PM

Products

Inspiron 16 7610

Inspiron 16 7620 2-in-1

Inspiron 16 7630 2-in-1

Inspiron 16 7640 2-in-1

Inspiron 16 Plus 7620

Inspiron 16 Plus 7630

Inspiron 16 Plus 7640

Inspiron 24 5420 All-in-One

Inspiron 24 5430 All-in-One

Inspiron 27 7720 All-in-One

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.0

Versions
prior to
1.31.0

Versions
prior to
1.26.0

Versions
prior to
1.18.0

Versions
prior to
1.34.0

Versions
prior to
1.26.0

Versions
prior to
1.22.0

Versions
prior to
1.25.0

Versions
prior to
1.18.0

Versions
prior to
1.25.0

Remediated
Versions

Version
1.36.0 or later

Version
1.31.0 or later

Version
1.26.0 or later

Version
1.18.0 or later

Version
1.34.0 or later

Version
1.26.0 or later

Version
1.22.0 or later

Version
1.25.0 or later

Version
1.18.0 or later

Version
1.25.0 or later

Release Date

(MM/DD/YYYY)

02/13/2026

02/10/2026

01/14/2026

02/05/2026

01/14/2026

01/14/2026

02/06/2026

01/16/2026

01/15/2026

01/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T

4/26/26, 7:15 PM

Products

Inspiron 27 7730 All-in-One

Inspiron 3020 Desktop

Inspiron 3020 Small

Desktop

Inspiron 3030

Inspiron 3030S

Inspiron 3910

Inspiron 5400/5401

Inspiron 5401 AIO

Inspiron 5410 All-in-One

Inspiron 5510

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.18.0

Versions
prior to
1.32.0

Versions
prior to
1.32.0

Versions
prior to
1.22.1

Versions
prior to
1.22.1

Versions
prior to
1.37.0

Versions
prior to
1.37.0

Versions
prior to
1.37.0

Versions
prior to
1.35.0

Versions
prior to
2.39.0

Remediated
Versions

Version
1.18.0 or later

Version
1.32.0 or later

Version
1.32.0 or later

Version
1.22.1 or later

Version
1.22.1 or later

Version
1.37.0 or later

Version
1.37.0 or later

Version
1.37.0 or later

Version
1.35.0 or later

Version
2.39.0 or later

Release Date

(MM/DD/YYYY)

01/15/2026

01/15/2026

01/15/2026

01/21/2026

01/21/2026

01/15/2026

06/04/2025

06/04/2025

01/15/2026

02/13/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

12/53


https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9

4/26/26, 7:15 PM DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Products Software/Firmware Affected Remediated Release Date Link
Versions Versions (MM/DD/YYYY)

Inspiron 7700 All-In-One BIOS Versions Version 06/04/2025 Go to the Drivers &
prior to 1.37.0 or later Downloads site for
1.37.0 updates

Inspiron 7710 All-in-One BIOS Versions Version 01/15/2026 Go to the Drivers &
prior to 1.35.0 or later Downloads site for
1.35.0 updates

Latitude 3120 BIOS Versions Version 06/11/2025 Go to the Drivers &
prior to 1.35.1 or later Downloads site for
1.35.1 updates

Latitude 3140 BIOS Versions Version 02/11/2026 Go to the Drivers &
prior to 1.28.1 or later Downloads site for
1.28.1 updates

Latitude 3140 2in1 BIOS Versions Version 02/11/2026 Go to the Drivers &
prior to 1.28.1 or later Downloads site for
1.28.1 updates

Latitude 3320 BIOS Versions Version 02/10/2026 Go to the Drivers &
prior to 1.41.0 or later Downloads site for
1.41.0 updates

Latitude 3330 BIOS Versions Version 01/14/2026 Go to the Drivers &
prior to 1.33.0 or later Downloads site for
1.33.0 updates

Latitude 3340 BIOS Versions Version 02/13/2026 Go to the Drivers &
prior to 1.29.0 or later Downloads site for
1.29.0 updates

Latitude 3410 BIOS Versions Version 09/17/2025 Go to the Drivers &
prior to 1.36.0 or later Downloads site for
1.36.0 updates

Latitude 3420 BIOS Versions Version 02/10/2026 Go to the Drivers &
prior to 1.46.0 or later Downloads site for
1.46.0 updates

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ

4/26/26, 7:15 PM

Products

Latitude 3430

Latitude 3440

Latitude 3450

Latitude 3510

Latitude 3520

Latitude 3530

Latitude 3540

Latitude 3550

Latitude 5300

Latitude 5300 2-in-1

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.32.0

Versions
prior to
1.29.0

Versions
prior to
1.20.0

Versions
prior to
1.36.0

Versions
prior to
1.46.0

Versions
prior to
1.32.0

Versions
prior to
1.29.0

Versions
prior to
1.20.0

Versions
prior to
1.36.0

Versions
prior to
1.36.0

Remediated
Versions

Version
1.32.0 or later

Version
1.29.0 or later

Version
1.20.0 or later

Version
1.36.0 or later

Version
1.46.0 or later

Version
1.32.0 or later

Version
1.29.0 or later

Version
1.20.0 or later

Version
1.36.0 or later

Version
1.36.0 or later

Release Date

(MM/DD/YYYY)

02/09/2026

02/13/2026

02/13/2026

09/17/2025

02/10/2026

02/09/2026

02/13/2026

02/13/2026

06/10/2025

06/10/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG

4/26/26, 7:15 PM

Products

Latitude 5310

Latitude 5310 2-in-1

Latitude 5320

Latitude 5330

Latitude 5340

Latitude 5350

Latitude 5400

Latitude 5401

Latitude 5410

Latitude 5411

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.30.0

Versions
prior to
1.30.0

Versions
prior to
1.48.0

Versions
prior to
1.33.0

Versions
prior to
1.27.1

Versions
prior to
1.19.1

Versions
prior to
1.39.2

Versions
prior to
1.40.1

Versions
prior to
1.36.1

Versions
prior to
1.37.1

Remediated
Versions

Version
1.30.0 or later

Version
1.30.0 or later

Version
1.48.0 or later

Version
1.33.0 or later

Version
1.27.1 or later

Version
1.19.1 or later

Version
1.39.2 or later

Version
1.40.1 or later

Version
1.36.1 or later

Version
1.37.1 or later

Release Date

(MM/DD/YYYY)

09/10/2025

09/10/2025

01/15/2026

01/15/2026

01/15/2026

01/15/2026

06/26/2025

06/30/2025

06/30/2025

06/30/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
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Products

Latitude 5420

Latitude 5421

Latitude 5430

Latitude 5430 Rugged

Laptop

Latitude 5431

Latitude 5440

Latitude 5450

Latitude 5500

Latitude 5501

Latitude 5510

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.50.0

Versions
prior to
1.43.0

Versions
prior to
1.35.0

Versions
prior to
1.41.0

Versions
prior to
1.36.0

Versions
prior to
1.28.1

Versions
prior to
1.20.1

Versions
prior to
1.39.2

Versions
prior to
1.40.1

Versions
prior to
1.36.1

Remediated
Versions

Version
1.50.0 or later

Version
1.43.0 or later

Version
1.35.0 or later

Version
1.41.0 or later

Version
1.36.0 or later

Version
1.28.1 or later

Version
1.20.1 or later

Version
1.39.2 or later

Version
1.40.1 or later

Version
1.36.1 or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/14/2026

01/20/2026

01/12/2026

01/16/2026

02/11/2026

02/11/2026

06/26/2025

06/30/2025

06/30/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
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Products

Latitude 5511

Latitude 5520

Latitude 5521

Latitude 5530

Latitude 5531

Latitude 5540

Latitude 5550

Latitude 7030 Rugged

Extreme

Latitude 7200 2-In-1

Latitude 7210 2-in-1

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.37.1

Versions
prior to
1.48.0

Versions
prior to
1.40.0

Versions
prior to
1.33.0

Versions
prior to
1.33.0

Versions
prior to
1.27.1

Versions
prior to
1.19.1

Versions
prior to
1.21.1

Versions
prior to
1.37.0

Versions
prior to
1.38.0

Remediated
Versions

Version
1.37.1 or later

Version
1.48.0 or later

Version
1.40.0 or later

Version
1.33.0 or later

Version
1.33.0 or later

Version
1.27.1 or later

Version
1.19.1 or later

Version
1.21.1 or later

Version
1.37.0 or later

Version
1.38.0 or later

Release Date

(MM/DD/YYYY)

06/30/2025

01/14/2026

02/10/2026

01/14/2026

01/14/2026

01/15/2026

01/15/2026

02/12/2026

07/15/2025

06/18/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R

4/26/26, 7:15 PM

Products

Latitude 7220 Rugged
Extreme

Latitude 7230 Rugged

Extreme

Latitude 7300

Latitude 7310

Latitude 7320

Latitude 7320 Detachable

Latitude 7330

Latitude 7330 Rugged

Laptop

Latitude 7340

Latitude 7350

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.45.1

Versions
prior to
1.30.1

Versions
prior to
1.40.1

Versions
prior to
1.39.1

Versions
prior to
1.47.0

Versions
prior to
1.44.0

Versions
prior to
1.37.0

Versions
prior to
1.41.0

Versions
prior to
1.28.0

Versions
prior to
1.19.1

Remediated
Versions

Version
1.45.1 or later

Version
1.30.1 or later

Version
1.40.1 or later

Version
1.39.1 or later

Version
1.47.0 or later

Version
1.44.0 or later

Version
1.37.0 or later

Version
1.41.0 or later

Version
1.28.0 or later

Version
1.19.1 or later

Release Date

(MM/DD/YYYY)

05/28/2025

02/12/2026

06/25/2025

06/23/2025

01/12/2026

01/15/2026

01/19/2026

01/12/2026

01/15/2026

01/15/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
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Products

Latitude 7350 Detachable

Latitude 7400

Latitude 7410

Latitude 7420

Latitude 7430

Latitude 7440

Latitude 7450

Latitude 7520

Latitude 7530

Latitude 7640

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.19.0

Versions
prior to
1.40.1

Versions
prior to
1.39.1

Versions
prior to
1.47.0

Versions
prior to
1.37.0

Versions
prior to
1.28.1

Versions
prior to
1.19.2

Versions
prior to
1.47.0

Versions
prior to
1.37.0

Versions
prior to
1.28.1

Remediated
Versions

Version
1.19.0 or later

Version
1.40.1 or later

Version
1.39.1 or later

Version
1.47.0 or later

Version
1.37.0 or later

Version
1.28.1 or later

Version
1.19.2 or later

Version
1.47.0 or later

Version
1.37.0 or later

Version
1.28.1 or later

Release Date

(MM/DD/YYYY)

02/06/2026

06/25/2025

06/23/2025

01/12/2026

01/19/2026

02/10/2026

01/15/2026

01/12/2026

01/19/2026

02/10/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
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Products

Latitude 7650

Latitude 9330

Latitude 9410

Latitude 9420

Latitude 9430

Latitude 9440 2-in-1

Latitude 9450

Latitude 9510 2in1

Latitude 9520

Latitude Rugged 7220EX

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.19.2

Versions
prior to
1.34.0

Versions
prior to
1.37.1

Versions
prior to
1.44.0

Versions
prior to
1.37.0

Versions
prior to
1.27.0

Versions
prior to
1.18.1

Versions
prior to
1.36.0

Versions
prior to
1.44.0

Versions
prior to
1.45.1

Remediated
Versions

Version
1.19.2 or later

Version
1.34.0 or later

Version
1.37.1 or later

Version
1.44.0 or later

Version
1.37.0 or later

Version
1.27.0 or later

Version
1.18.1 or later

Version
1.36.0 or later

Version
1.44.0 or later

Version
1.45.1 or later

Release Date

(MM/DD/YYYY)

01/15/2026

01/19/2026

06/26/2025

01/14/2026

01/21/2026

02/13/2026

02/11/2026

06/18/2025

01/14/2026

05/28/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
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Products

Dell Pro 14 Essential
PV14250

Dell Pro Micro / QCM1255

Dell Pro Slim / QCS1255

Dell Pro Tower / QCT1255

Alienware 16 Area-51
AA16250

Alienware 16X Aurora
AC16251

Alienware 18 Area-51

AA18250

Alienware Area-51 AAT2250

Alienware Aurora ACT1250

Alienware m15 R6

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.4.0

Versions
prior to
1.9.1

Versions
prior to
1.9.1

Versions
prior to
1.9.1

Versions
prior to
1.9.0

Versions
prior to
1.8.1

Versions
prior to
1.9.0

Versions
prior to
1.11.0

Versions
prior to
1.10.0

Versions
prior to
1.42.0

Remediated
Versions

Version 1.4.0
or later

Version 1.9.1
or later

Version 1.9.1
or later

Version 1.9.1
or later

Version 1.9.0
or later

Version 1.8.1
or later

Version 1.9.0
or later

Version
1.11.0 or later

Version
1.10.0 or later

Version
1.42.0 or later

Release Date

(MM/DD/YYYY)

02/09/2026

01/09/2026

01/09/2026

01/09/2026

11/26/2025

12/05/2025

11/26/2025

11/27/2025

11/27/2025

01/14/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=630MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6VP8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=32X5K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP6CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=83T6M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MVV80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=523N8
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Products

Alienware m15 R7

Alienware m16 R1

Alienware m16 R2

Alienware m18 R1

Alienware M18 R2

Alienware x14 R2

Alienware x16 R1

Alienware X16 R2

ChengMing 3900

ChengMing 3910/3911

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.37.0

Versions
prior to
1.32.0

Versions
prior to
1.18.0

Versions
prior to
1.32.0

Versions
prior to
1.20.0

Versions
prior to
1.30.1

Versions
prior to
1.30.1

Versions
prior to
1.18.1

Versions
prior to
1.37.0

Versions
prior to
1.32.0

Remediated
Versions

Version
1.37.0 or later

Version
1.32.0 or later

Version
1.18.0 or later

Version
1.32.0 or later

Version
1.20.0 or later

Version
1.30.1 or later

Version
1.30.1 or later

Version
1.18.1 or later

Version
1.37.0 or later

Version
1.32.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/16/2026

02/12/2026

01/16/2026

01/16/2026

02/13/2026

02/13/2026

01/14/2026

01/15/2026

01/15/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W2R50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FTK4M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F93MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=01WVY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1YRCY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MW36V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWCMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PJ4VX
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Products

ChengMing 3990

ChengMing 3991

Dell 14 DC14250

Dell 14 Premium DA14250

Dell 15 DC15250

Dell 16 DC16250

Dell 16 DC16251

Dell 16 Premium DA16250

Dell G15 5510

Dell G15 5511

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.35.1

Versions
prior to
1.35.1

Versions
prior to
1.4.0

Versions
prior to
1.5.1

Versions
prior to
1.6.0

Versions
prior to
1.7.0

Versions
prior to
1.7.0

Versions
prior to
1.7.0

Versions
prior to
1.38.0

Versions
prior to
1.41.0

Remediated
Versions

Version
1.35.1 or later

Version
1.35.1 or later

Version 1.4.0
or later

Version 1.5.1
or later

Version 1.6.0
or later

Version 1.7.0
or later

Version 1.7.0
or later

Version 1.7.0
or later

Version
1.38.0 or later

Version
1.41.0 or later

Release Date

(MM/DD/YYYY)

07/07/2025

07/07/2025

01/14/2026

01/16/2026

01/15/2026

01/16/2026

01/16/2026

12/04/2025

01/19/2026

01/14/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M5DG2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T6K72
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RRMR7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2W9DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J59DK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8DDHT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F31CJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VD3R
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Products

Dell G15 5520

Dell G15 5530

Dell G16 7620

Dell G16 7630

Dell G5 5000

Dell Pro 13 Plus PB13250

Dell Pro 13 Plus PB13255

Dell Pro 13 Premium

PA13250

Dell Pro 14 PC14250

Dell Pro 14 Plus PB14250

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.38.0

Versions
prior to
1.30.0

Versions
prior to
1.38.0

Versions
prior to
1.30.0

Versions
prior to
1.28.2

Versions
prior to
2.8.1

Versions
prior to
1.9.1

Versions
prior to
2.8.1

Versions
prior to
1.10.2

Versions
prior to
2.8.1

Remediated
Versions

Version
1.38.0 or later

Version
1.30.0 or later

Version
1.38.0 or later

Version
1.30.0 or later

Version
1.28.2 or later

Version 2.8.1
or later

Version 1.9.1
or later

Version 2.8.1
or later

Version
1.10.2 or later

Version 2.8.1
or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/14/2026

01/14/2026

01/14/2026

06/03/2025

12/15/2025

12/16/2025

12/15/2025

12/23/2025

12/15/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMC5V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCN5J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDP1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
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Products

Dell Pro 14 Plus PB14255

Dell Pro 14 Premium

PA14250

Dell Pro 15 Essential

PV15250

Dell Pro 16 PC16250

Dell Pro 16 Plus PB16250

Dell Pro 16 Plus PB16255

Dell Pro 24 All-in-One

Plus/Dell Pro 24 All-in-One

Dell Pro Laptop PC14250

Dell Pro Laptop PC16250

Dell Pro Max 14 MC14250

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.9.1

Versions
prior to
2.8.1

Versions
prior to
1.2.0

Versions
prior to
1.10.2

Versions
prior to
2.8.1

Versions
prior to
1.9.1

Versions
prior to
1.10.1

Versions
prior to
1.10.2

Versions
prior to
1.10.2

Versions
prior to
1.9.0

Remediated
Versions

Version 1.9.1
or later

Version 2.8.1
or later

Version 1.2.0
or later

Version
1.10.2 or later

Version 2.8.1
or later

Version 1.9.1
or later

Version
1.10.1 or later

Version
1.10.2 or later

Version
1.10.2 or later

Version 1.9.0
or later

Release Date

(MM/DD/YYYY)

12/16/2025

12/15/2025

01/15/2026

12/23/2025

12/15/2025

12/16/2025

12/17/2025

12/23/2025

12/23/2025

12/09/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWYNX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYK44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=33RVW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=422MW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR8DF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40

4/26/26, 7:15 PM

Products

Dell Pro Max 14 MC14255

Dell Pro Max 16 MC16250

Dell Pro Max 16 MC16255

Dell Pro Max Micro
FCM2250

Dell Pro Max Slim FCS1250

Dell Pro Max Tower T2
FCT2250

Dell Pro Micro/Micro Plus
QCM1250/QBM1250

Dell Pro Rugged 13
RA13250

Dell Pro Rugged 14
RB14250

Dell Pro Slim Essential
QVS1260

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.6.2

Versions
prior to
1.9.0

Versions
prior to
1.6.2

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.12.1

Versions
prior to
1.12.1

Versions
prior to
1.10.1

Remediated
Versions

Version 1.6.2
or later

Version 1.9.0
or later

Version 1.6.2
or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.12.1 or later

Version
1.12.1 or later

Version
1.10.1 or later

Release Date

(MM/DD/YYYY)

12/15/2025

12/09/2025

12/15/2025

12/15/2025

12/15/2025

12/15/2025

12/12/2025

01/14/2026

01/14/2026

12/04/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VV40
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5CHGN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0CC9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1NWRV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F

4/26/26, 7:15 PM

Products

Dell Pro Slim Plus
QBS1250/Dell Pro Slim
QCS1250

Dell Pro Tower Essential
QVT1260

Dell Pro Tower Plus
QBT1250/Dell Pro Tower
QCT1250

Dell Slim ECS1250

Dell Tower ECT1250

Dell Tower Plus EBT2250

Inspiron 13 5320

Inspiron 13 5330

Inspiron 14 5420

Inspiron 14 5430

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.10.1

Versions
prior to
1.11.0

Versions
prior to
1.30.0

Versions
prior to
1.28.0

Versions
prior to
1.33.0

Versions
prior to
1.26.0

Remediated
Versions

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.10.1 or later

Version
1.11.0 or later

Version
1.30.0 or later

Version
1.28.0 or later

Version
1.33.0 or later

Version
1.26.0 or later

Release Date

(MM/DD/YYYY)

12/12/2025

12/04/2025

12/12/2025

12/17/2025

12/17/2025

12/08/2025

01/14/2026

02/12/2026

01/16/2026

01/14/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3G94F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VTNFD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4V6T8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VN189
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P6WD3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5

4/26/26, 7:15 PM

Products

Inspiron 14 5440

Inspiron 14 7420 2-in-1

Inspiron 14 7430 2-in-1

Inspiron 14 7440 2-in-1

Inspiron 14 Plus 7420

Inspiron 14 Plus 7430

Inspiron 14 Plus 7440

Inspiron 15 3511

Inspiron 15 3520

Inspiron 16 5620

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.19.0

Versions
prior to
1.31.0

Versions
prior to
1.26.0

Versions
prior to
1.19.0

Versions
prior to
1.34.0

Versions
prior to
1.26.0

Versions
prior to
1.22.0

Versions
prior to
1.43.0

Versions
prior to
1.39.0

Versions
prior to
1.33.0

Remediated
Versions

Version
1.19.0 or later

Version
1.31.0 or later

Version
1.26.0 or later

Version
1.19.0 or later

Version
1.34.0 or later

Version
1.26.0 or later

Version
1.22.0 or later

Version
1.43.0 or later

Version
1.39.0 or later

Version
1.33.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

02/10/2026

01/14/2026

01/14/2026

01/14/2026

01/14/2026

02/06/2026

01/21/2026

02/11/2026

01/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K

4/26/26, 7:15 PM

Products

Inspiron 16 5630

Inspiron 16 5640

Inspiron 16 7610

Inspiron 16 7620 2-in-1

Inspiron 16 7630 2-in-1

Inspiron 16 7640 2-in-1

Inspiron 16 Plus 7620

Inspiron 16 Plus 7630

Inspiron 16 Plus 7640

Inspiron 24 5420 All-in-One

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.26.0

Versions
prior to
1.18.0

Versions
prior to
1.36.0

Versions
prior to
1.31.0

Versions
prior to
1.26.0

Versions
prior to
1.18.0

Versions
prior to
1.34.0

Versions
prior to
1.26.0

Versions
prior to
1.22.0

Versions
prior to
1.25.0

Remediated
Versions

Version
1.26.0 or later

Version
1.18.0 or later

Version
1.36.0 or later

Version
1.31.0 or later

Version
1.26.0 or later

Version
1.18.0 or later

Version
1.34.0 or later

Version
1.26.0 or later

Version
1.22.0 or later

Version
1.25.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

01/15/2026

02/13/2026

02/10/2026

01/14/2026

02/05/2026

01/14/2026

01/14/2026

02/06/2026

01/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P71WN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VGG4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR2KK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VG0RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXXHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T

4/26/26, 7:15 PM DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Products Software/Firmware Affected Remediated Release Date Link
Versions Versions (MM/DD/YYYY)

Inspiron 24 5430 All-in-One BIOS Versions Version 01/15/2026 Go to the Drivers &
prior to 1.18.0 or later Downloads site for
1.18.0 updates

Inspiron 27 7720 All-in-One BIOS Versions Version 01/16/2026 Go to the Drivers &
prior to 1.25.0 or later Downloads site for
1.25.0 updates

Inspiron 27 7730 All-in-One BIOS Versions Version 01/15/2026 Go to the Drivers &
prior to 1.18.0 or later Downloads site for
1.18.0 updates

Inspiron 3020 Desktop BIOS Versions Version 01/15/2026 Go to the Drivers &
prior to 1.32.0 or later Downloads site for
1.32.0 updates

Inspiron 3020 Small BIOS Versions Version 01/15/2026 Go to the Drivers &

Desktop prior to 1.32.0 or later Downloads site for
1.32.0 updates

Inspiron 3030 BIOS Versions Version 01/21/2026 Go to the Drivers &
prior to 1.22.1 or later Downloads site for
1.22.1 updates

Inspiron 3030S BIOS Versions Version 01/21/2026 Go to the Drivers &
prior to 1.22.1 or later Downloads site for
1.22.1 updates

Inspiron 3910 BIOS Versions Version 01/15/2026 Go to the Drivers &
prior to 1.37.0 or later Downloads site for
1.37.0 updates

Inspiron 5400/5401 BIOS Versions Version 06/04/2025 Go to the Drivers &
prior to 1.37.0 or later Downloads site for
1.37.0 updates

Inspiron 5401 AlO BIOS Versions Version 06/04/2025 Go to the Drivers &
prior to 1.37.0 or later Downloads site for
1.37.0 updates

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CCF9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKCW8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XDJ2R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0TM34
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HYMND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
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Products

Inspiron 5410 All-in-One

Inspiron 5510

Inspiron 7700 All-In-One

Inspiron 7710 All-in-One

Latitude 3120

Latitude 3140

Latitude 3140 2in1

Latitude 3320

Latitude 3330

Latitude 3340

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.35.0

Versions
prior to
2.39.0

Versions
prior to
1.37.0

Versions
prior to
1.35.0

Versions
prior to
1.35.1

Versions
prior to
1.28.1

Versions
prior to
1.28.1

Versions
prior to
1.41.0

Versions
prior to
1.33.0

Versions
prior to
1.29.0

Remediated
Versions

Version
1.35.0 or later

Version
2.39.0 or later

Version
1.37.0 or later

Version
1.35.0 or later

Version
1.35.1 or later

Version
1.28.1 or later

Version
1.28.1 or later

Version
1.41.0 or later

Version
1.33.0 or later

Version
1.29.0 or later

Release Date

(MM/DD/YYYY)

01/15/2026

02/13/2026

06/04/2025

01/15/2026

06/11/2025

02/11/2026

02/11/2026

02/10/2026

01/14/2026

02/13/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TR96J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1PPT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1H58F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R39DN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0GPW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0H15V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DMNCV
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Products

Latitude 3410

Latitude 3420

Latitude 3430

Latitude 3440

Latitude 3450

Latitude 3510

Latitude 3520

Latitude 3530

Latitude 3540

Latitude 3550

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.0

Versions
prior to
1.46.0

Versions
prior to
1.32.0

Versions
prior to
1.29.0

Versions
prior to
1.20.0

Versions
prior to
1.36.0

Versions
prior to
1.46.0

Versions
prior to
1.32.0

Versions
prior to
1.29.0

Versions
prior to
1.20.0

Remediated
Versions

Version
1.36.0 or later

Version
1.46.0 or later

Version
1.32.0 or later

Version
1.29.0 or later

Version
1.20.0 or later

Version
1.36.0 or later

Version
1.46.0 or later

Version
1.32.0 or later

Version
1.29.0 or later

Version
1.20.0 or later

Release Date

(MM/DD/YYYY)

09/17/2025

02/10/2026

02/09/2026

02/13/2026

02/13/2026

09/17/2025

02/10/2026

02/09/2026

02/13/2026

02/13/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J37H1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4NXGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K93F6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D2YP1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FRJ24

4/26/26, 7:15 PM

Products

Latitude 5300

Latitude 5300 2-in-1

Latitude 5310

Latitude 5310 2-in-1

Latitude 5320

Latitude 5330

Latitude 5340

Latitude 5350

Latitude 5400

Latitude 5401

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.0

Versions
prior to
1.36.0

Versions
prior to
1.30.0

Versions
prior to
1.30.0

Versions
prior to
1.48.0

Versions
prior to
1.33.0

Versions
prior to
1.27.1

Versions
prior to
1.19.1

Versions
prior to
1.39.2

Versions
prior to
1.40.1

Remediated
Versions

Version
1.36.0 or later

Version
1.36.0 or later

Version
1.30.0 or later

Version
1.30.0 or later

Version
1.48.0 or later

Version
1.33.0 or later

Version
1.27.1 or later

Version
1.19.1 or later

Version
1.39.2 or later

Version
1.40.1 or later

Release Date

(MM/DD/YYYY)

06/10/2025

06/10/2025

09/10/2025

09/10/2025

01/15/2026

01/15/2026

01/15/2026

01/15/2026

06/26/2025

06/30/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DMG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6X2V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7RDD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PT7G3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WD0P7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N9PD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
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Products

Latitude 5410

Latitude 5411

Latitude 5420

Latitude 5421

Latitude 5430

Latitude 5430 Rugged

Laptop

Latitude 5431

Latitude 5440

Latitude 5450

Latitude 5500

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.1

Versions
prior to
1.37.1

Versions
prior to
1.50.0

Versions
prior to
1.43.0

Versions
prior to
1.35.0

Versions
prior to
1.41.0

Versions
prior to
1.36.0

Versions
prior to
1.28.1

Versions
prior to
1.20.1

Versions
prior to
1.39.2

Remediated
Versions

Version
1.36.1 or later

Version
1.37.1 or later

Version
1.50.0 or later

Version
1.43.0 or later

Version
1.35.0 or later

Version
1.41.0 or later

Version
1.36.0 or later

Version
1.28.1 or later

Version
1.20.1 or later

Version
1.39.2 or later

Release Date

(MM/DD/YYYY)

06/30/2025

06/30/2025

01/14/2026

01/14/2026

01/20/2026

01/12/2026

01/16/2026

02/11/2026

02/11/2026

06/26/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WXT9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G7R9R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DPYRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
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Products

Latitude 5501

Latitude 5510

Latitude 5511

Latitude 5520

Latitude 5521

Latitude 5530

Latitude 5531

Latitude 5540

Latitude 5550

Latitude 7030 Rugged

Extreme

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.40.1

Versions
prior to
1.36.1

Versions
prior to
1.37.1

Versions
prior to
1.48.0

Versions
prior to
1.40.0

Versions
prior to
1.33.0

Versions
prior to
1.33.0

Versions
prior to
1.27.1

Versions
prior to
1.19.1

Versions
prior to
1.21.1

Remediated
Versions

Version
1.40.1 or later

Version
1.36.1 or later

Version
1.37.1 or later

Version
1.48.0 or later

Version
1.40.0 or later

Version
1.33.0 or later

Version
1.33.0 or later

Version
1.27.1 or later

Version
1.19.1 or later

Version
1.21.1 or later

Release Date

(MM/DD/YYYY)

06/30/2025

06/30/2025

06/30/2025

01/14/2026

02/10/2026

01/14/2026

01/14/2026

01/15/2026

01/15/2026

02/12/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F12WY
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Products

Latitude 7200 2-In-1

Latitude 7210 2-in-1

Latitude 7220 Rugged

Extreme

Latitude 7230 Rugged

Extreme

Latitude 7300

Latitude 7310

Latitude 7320

Latitude 7320 Detachable

Latitude 7330

Latitude 7330 Rugged
Laptop

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.37.0

Versions
prior to
1.38.0

Versions
prior to
1.45.1

Versions
prior to
1.30.1

Versions
prior to
1.40.1

Versions
prior to
1.39.1

Versions
prior to
1.47.0

Versions
prior to
1.44.0

Versions
prior to
1.37.0

Versions
prior to
1.41.0

Remediated
Versions

Version
1.37.0 or later

Version
1.38.0 or later

Version
1.45.1 or later

Version
1.30.1 or later

Version
1.40.1 or later

Version
1.39.1 or later

Version
1.47.0 or later

Version
1.44.0 or later

Version
1.37.0 or later

Version
1.41.0 or later

Release Date

(MM/DD/YYYY)

07/15/2025

06/18/2025

05/28/2025

02/12/2026

06/25/2025

06/23/2025

01/12/2026

01/15/2026

01/19/2026

01/12/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CFGY3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PN06R
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P3PJH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F3D3V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YDRTH
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Products

Latitude 7340

Latitude 7350

Latitude 7350 Detachable

Latitude 7400

Latitude 7410

Latitude 7420

Latitude 7430

Latitude 7440

Latitude 7450

Latitude 7520

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.28.0

Versions
prior to
1.19.1

Versions
prior to
1.19.0

Versions
prior to
1.40.1

Versions
prior to
1.39.1

Versions
prior to
1.47.0

Versions
prior to
1.37.0

Versions
prior to
1.28.1

Versions
prior to
1.19.2

Versions
prior to
1.47.0

Remediated
Versions

Version
1.28.0 or later

Version
1.19.1 or later

Version
1.19.0 or later

Version
1.40.1 or later

Version
1.39.1 or later

Version
1.47.0 or later

Version
1.37.0 or later

Version
1.28.1 or later

Version
1.19.2 or later

Version
1.47.0 or later

Release Date

(MM/DD/YYYY)

01/15/2026

01/15/2026

02/06/2026

06/25/2025

06/23/2025

01/12/2026

01/19/2026

02/10/2026

01/15/2026

01/12/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

37/53


https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V190Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=520HX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3FXXH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T0JJC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F2MC8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YHP68
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Products

Latitude 7530

Latitude 7640

Latitude 7650

Latitude 9330

Latitude 9410

Latitude 9420

Latitude 9430

Latitude 9440 2-in-1

Latitude 9450

Latitude 9510 2in1

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.37.0

Versions
prior to
1.28.1

Versions
prior to
1.19.2

Versions
prior to
1.34.0

Versions
prior to
1.37.1

Versions
prior to
1.44.0

Versions
prior to
1.37.0

Versions
prior to
1.27.0

Versions
prior to
1.18.1

Versions
prior to
1.36.0

Remediated
Versions

Version
1.37.0 or later

Version
1.28.1 or later

Version
1.19.2 or later

Version
1.34.0 or later

Version
1.37.1 or later

Version
1.44.0 or later

Version
1.37.0 or later

Version
1.27.0 or later

Version
1.18.1 or later

Version
1.36.0 or later

Release Date

(MM/DD/YYYY)

01/19/2026

02/10/2026

01/15/2026

01/19/2026

06/26/2025

01/14/2026

01/21/2026

02/13/2026

02/11/2026

06/18/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G4HY2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7PDJ7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=61FF2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JN36N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VYJCN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXNR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VCNW9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9RWD0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TH6V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GKTR
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Products

Latitude 9520

Latitude Rugged 7220EX

Products

OptiPlex 3000 Micro /
OptiPlex 3000 Small Form
Factor / OptiPlex 3000 Tower

OptiPlex 3000 Thin Client

OptiPlex 3080

OptiPlex 3090

OptiPlex 3280 All-in-One

OptiPlex 5000 Micro /
OptiPlex 5000 Small Form
Factor / OptiPlex 5000 Tower

Software/Firmware

BIOS

BIOS

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.44.0

Versions
prior to
1.45.1

Affected
Versions

Versions
prior to
1.37.0

Versions
prior to
1.31.1

Versions
prior to
2.33.0

Versions
prior to
2.27.0

Versions
prior to
1.38.0

Versions
prior to
1.37.0

Remediated
Versions

Version
1.44.0 or later

Version
1.45.1 or later

Remediated
Versions

Version
1.37.0 or later

Version
1.31.1 or later

Version
2.33.0 or later

Version
2.27.0 or later

Version
1.38.0 or later

Version
1.37.0 or later

Release Date

(MM/DD/YYYY)

01/14/2026

05/28/2025

Release Date

(MM/DD/YYYY)

01/16/2026

01/14/2026

09/09/2025

09/09/2025

06/03/2025

01/15/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KXFDR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V6WGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PCFWY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PCFWY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PCFWY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TP8YT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TP8YT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TP8YT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6478Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6478Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6478Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2N22T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2N22T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2N22T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KJKNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KJKNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KJKNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXWHW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXWHW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RXWHW
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Products

OptiPlex 5080

OptiPlex 5090 Micro /
OptiPlex 5090 Small Form
Factor / OptiPlex 5090 Tower

OptiPlex 5400 All-In-One

OptiPlex 5480 All-in-One

OptiPlex 5490 AIO

OptiPlex 7000 Micro /
OptiPlex 7000 Small Form
Factor / OptiPlex 7000 Tower
/ OptiPlex 7000 XE Micro

OptiPlex 7080

OptiPlex 7090 Tower

OptiPlex 7400 All-In-One

OptiPlex 7480 All-in-One

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.33.0

Versions
prior to
1.40.0

Versions
prior to
1.1.55

Versions
prior to
1.39.0

Versions
prior to
1.45.0

Versions
prior to
1.38.0

Versions
prior to
1.36.0

Versions
prior to
1.40.0

Versions
prior to
1.1.55

Versions
prior to
1.39.0

Remediated
Versions

Version
1.33.0 or later

Version
1.40.0 or later

Version
1.1.55 or later

Version
1.39.0 or later

Version
1.45.0 or later

Version
1.38.0 or later

Version
1.36.0 or later

Version
1.40.0 or later

Version
1.1.55 or later

Version
1.39.0 or later

Release Date
(MM/DD/YYYY)

09/09/2025

01/13/2026

01/14/2026

06/03/2025

01/14/2026

02/12/2026

09/15/2025

01/15/2026

01/14/2026

06/03/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V5RMK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V5RMK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V5RMK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V02GK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V02GK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V02GK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=26TR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=26TR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=26TR1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2NYYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2NYYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2NYYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JXPPH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JXPPH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JXPPH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGYW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGYW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGYW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKX9Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKX9Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CKX9Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XGHHR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
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Products

OptiPlex 7490 AIO

OptiPlex 7780 All-in-One

OptiPlex AlO 7420

OptiPlex All-in-One 7410

OptiPlex Micro 7010 /
OptiPlex Micro Plus 7010

OptiPlex Micro 7020

OptiPlex SFF 7020

OptiPlex Small Form Factor
7010 / OptiPlex Small Form
Factor Plus 7010

OptiPlex Tower 7010 /
OptiPlex Tower Plus 7010

OptiPlex Tower 7020

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.45.0

Versions
prior to
1.39.0

Versions
prior to
1.23.0

Versions
prior to
1.33.0

Versions
prior to
1.33.0

Versions
prior to
1.23.1

Versions
prior to
1.23.1

Versions
prior to
1.33.0

Versions
prior to
1.33.0

Versions
prior to
1.22.1

Remediated
Versions

Version
1.45.0 or later

Version
1.39.0 or later

Version
1.23.0 or later

Version
1.33.0 or later

Version
1.33.0 or later

Version
1.23.1 or later

Version
1.23.1 or later

Version
1.33.0 or later

Version
1.33.0 or later

Version
1.22.1 or later

Release Date
(MM/DD/YYYY)

01/14/2026

06/03/2025

02/12/2026

02/13/2026

02/12/2026

02/16/2026

02/16/2026

02/12/2026

02/12/2026

01/26/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PPNG6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PPNG6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PPNG6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8J56K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=859X3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=859X3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=859X3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC9W2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC9W2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC9W2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YX233
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0W33K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0W33K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0W33K
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Products

OptiPlex XE4 SFF

OptiPlex XE4 Tower

PC14255

PC16255

Precision 3240 CFF

Precision 3260 XE Compact /

Precision 3260 Compact

Precision 3280 CFF

Precision 3440

Precision 3450

Precision 3460 XE Small
Form Factor / Precision 3460
Small Form Factor

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.38.0

Versions
prior to
1.38.0

Versions
prior to
1.9.4

Versions
prior to
1.9.4

Versions
prior to
1.35.0

Versions
prior to
3.23.1

Versions
prior to
1.20.1

Versions
prior to
1.36.0

Versions
prior to
1.40.0

Versions
prior to
3.23.1

Remediated
Versions

Version
1.38.0 or later

Version
1.38.0 or later

Version 1.9.4
or later

Version 1.9.4
or later

Version
1.35.0 or later

Version
3.23.1 or later

Version
1.20.1 or later

Version
1.36.0 or later

Version
1.40.0 or later

Version
3.23.1 or later

Release Date
(MM/DD/YYYY)

02/13/2026

02/13/2026

12/17/2025

12/17/2025

06/10/2025

02/13/2026

01/27/2026

09/15/2025

01/15/2026

02/13/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=993YR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KV0W8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M4GH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M4GH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M4GH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VP80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VP80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0VP80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FKXMM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FKXMM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FKXMM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8F8JP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8F8JP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8F8JP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X5RKT
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Products

Precision 3470

Precision 3480

Precision 3490

Precision 3540

Precision 3541

Precision 3550

Precision 3551

Precision 3560

Precision 3561

Precision 3570

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.0

Versions
prior to
1.28.1

Versions
prior to
1.20.1

Versions
prior to
1.39.2

Versions
prior to
1.40.1

Versions
prior to
1.36.1

Versions
prior to
1.37.1

Versions
prior to
1.48.0

Versions
prior to
1.40.0

Versions
prior to
1.33.0

Remediated
Versions

Version
1.36.0 or later

Version
1.28.1 or later

Version
1.20.1 or later

Version
1.39.2 or later

Version
1.40.1 or later

Version
1.36.1 or later

Version
1.37.1 or later

Version
1.48.0 or later

Version
1.40.0 or later

Version
1.33.0 or later

Release Date
(MM/DD/YYYY)

01/16/2026

02/11/2026

02/11/2026

06/26/2025

06/30/2025

06/30/2025

06/30/2025

01/14/2026

02/10/2026

01/14/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W1K70
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6F0WF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F74XT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GD25X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CT7DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VNCNT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RP7GP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XVMKK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY1V3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TG59
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Products

Precision 3571

Precision 3580

Precision 3581

Precision 3590

Precision 3591

Precision 3640

Precision 3650 MT

Precision 5470

Precision 5480

Precision 5490

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.33.0

Versions
prior to
1.27.1

Versions
prior to
1.27.1

Versions
prior to
1.19.1

Versions
prior to
1.19.1

Versions
prior to
1.39.0

Versions
prior to
1.45.0

Versions
prior to
1.36.0

Versions
prior to
1.25.1

Versions
prior to
1.18.1

Remediated
Versions

Version
1.33.0 or later

Version
1.27.1 or later

Version
1.27.1 or later

Version
1.19.1 or later

Version
1.19.1 or later

Version
1.39.0 or later

Version
1.45.0 or later

Version
1.36.0 or later

Version
1.25.1 or later

Version
1.18.1 or later

Release Date
(MM/DD/YYYY)

01/14/2026

01/15/2026

01/15/2026

01/15/2026

01/15/2026

06/25/2025

01/15/2026

01/16/2026

02/11/2026

02/11/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DNMF1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NN29F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J16RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J16RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J16RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5W4D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JNNGH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JNNGH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JNNGH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=447YF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=447YF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=447YF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K1PP7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K1PP7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K1PP7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XX0X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XX0X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XX0X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=05VJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=05VJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=05VJX
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Products

Precision 5550

Precision 5560

Precision 5570

Precision 5680

Precision 5690

Precision 5750

Precision 5760

Precision 5770

Precision 5860 Tower

Precision 7540

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.36.1

Versions
prior to
1.441

Versions
prior to
1.38.0

Versions
prior to
1.27.0

Versions
prior to
1.20.0

Versions
prior to
1.36.0

Versions
prior to
1.38.0

Versions
prior to
1.37.0

Versions
prior to
3.4.1

Versions
prior to
1.41.1

Remediated
Versions

Version
1.36.1 or later

Version
1.44.1 or later

Version
1.38.0 or later

Version
1.27.0 or later

Version
1.20.0 or later

Version
1.36.0 or later

Version
1.38.0 or later

Version
1.37.0 or later

Version 3.4.1
or later

Version
1.41.1 or later

Release Date
(MM/DD/YYYY)

06/18/2025

01/14/2026

01/20/2026

02/16/2026

02/16/2026

07/09/2025

02/13/2026

01/16/2026

01/13/2026

06/11/2025

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWNWD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWNWD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DWNWD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2TKND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2TKND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2TKND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYVHH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYVHH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYVHH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YNX6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YNX6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YNX6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=84GRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=84GRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=84GRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GP8TH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GP8TH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GP8TH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VHHKV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VHHKV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VHHKV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHK16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHK16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHK16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J8V1V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J8V1V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J8V1V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
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Products

Precision 7550

Precision 7560

Precision 7670

Precision 7680

Precision 7740

Precision 7750

Precision 7760

Precision 7770

Precision 7780

Precision 7960 Tower

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.39.1

Versions
prior to
1.441

Versions
prior to
1.35.0

Versions
prior to
1.27.1

Versions
prior to
1.41.1

Versions
prior to
1.39.1

Versions
prior to
1.44 1

Versions
prior to
1.35.0

Versions
prior to
1.27.1

Versions
prior to
2.16.1

Remediated
Versions

Version
1.39.1 or later

Version
1.44.1 or later

Version
1.35.0 or later

Version
1.27.1 or later

Version
1.41.1 or later

Version
1.39.1 or later

Version
1.44.1 or later

Version
1.35.0 or later

Version
1.27.1 or later

Version
2.16.1 or later

Release Date
(MM/DD/YYYY)

06/11/2025

01/14/2026

01/19/2026

02/11/2026

06/11/2025

06/11/2025

01/14/2026

01/19/2026

02/11/2026

01/13/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0MJR3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VTX6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HKNTR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1GJVT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF77C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GGMP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GGMP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GGMP0
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Products

Vostro 14 3420

Vostro 14 3440

Vostro 14 5410

Vostro 15 3510

Vostro 15 3520

Vostro 15 5510

Vostro 157510

Vostro 16 5630

Vostro 16 5640

Vostro 3030

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.39.0

Versions
prior to
1.19.0

Versions
prior to
2.39.0

Versions
prior to
1.43.0

Versions
prior to
1.39.0

Versions
prior to
2.39.0

Versions
prior to
1.36.0

Versions
prior to
1.26.0

Versions
prior to
1.18.0

Versions
prior to
1.22.1

Remediated
Versions

Version
1.39.0 or later

Version
1.19.0 or later

Version
2.39.0 or later

Version
1.43.0 or later

Version
1.39.0 or later

Version
2.39.0 or later

Version
1.36.0 or later

Version
1.26.0 or later

Version
1.18.0 or later

Version
1.22.1 or later

Release Date
(MM/DD/YYYY)

02/11/2026

01/14/2026

02/13/2026

01/21/2026

02/11/2026

02/13/2026

02/13/2026

01/14/2026

01/15/2026

01/21/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5GKW0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J2H9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J6G3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DY9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKWP0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KCMH5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8WPT9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
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Products

Vostro 3030S

Vostro 3681

Vostro 3690

Vostro 3710

Vostro 3881

Vostro 3888

Vostro 3890

Vostro 3910

Vostro 5320

Vostro 5620

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.22.1

Versions
prior to
2.35.1

Versions
prior to
1.40.0

Versions
prior to
1.37.0

Versions
prior to
2.35.1

Versions
prior to
2.35.1

Versions
prior to
1.40.0

Versions
prior to
1.37.0

Versions
prior to
1.30.0

Versions
prior to
1.33.0

Remediated
Versions

Version
1.22.1 or later

Version
2.35.1 or later

Version
1.40.0 or later

Version
1.37.0 or later

Version
2.35.1 or later

Version
2.35.1 or later

Version
1.40.0 or later

Version
1.37.0 or later

Version
1.30.0 or later

Version
1.33.0 or later

Release Date

(MM/DD/YYYY)

01/21/2026

07/08/2025

01/13/2026

01/15/2026

07/08/2025

07/08/2025

01/13/2026

01/15/2026

01/14/2026

01/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C8F5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=03FG3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K5XDJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WJHYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MFNT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YP37K
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Products

Vostro 5890

Vostro 7620

XPS 139305

XPS 13 2in1 9310

XPS 139310

XPS 139315

XPS 13 9340

XPS 13 9350

XPS 13 Plus 9320

XPS 14 9440

Software/Firmware

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

BIOS

https://www.dell.com/support/kbdoc/en-us/000300450/dsa-2025-153

Affected
Versions

Versions
prior to
1.40.0

Versions
prior to
1.34.0

Versions
prior to
1.30.0

Versions
prior to
2.33.1

Versions
prior to
3.31.0

Versions
prior to
1.35.0

Versions
prior to
1.23.0

Versions
prior to
1.16.1

Versions
prior to
2.27.0

Versions
prior to
1.21.0

Remediated
Versions

Version
1.40.0 or later

Version
1.34.0 or later

Version
1.30.0 or later

Version
2.33.1 or later

Version
3.31.0 or later

Version
1.35.0 or later

Version
1.23.0 or later

Version
1.16.1 or later

Version
2.27.0 or later

Version
1.21.0 or later

Release Date
(MM/DD/YYYY)

01/15/2026

01/14/2026

06/19/2025

06/18/2025

06/18/2025

01/16/2026

02/16/2026

12/17/2025

01/20/2026

02/16/2026

DSA-2025-153: Security Update for Dell Client Platform BIOS for a Weak Password Recovery Mechanism Vulnerability | Dell US

Link

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates

Go to the Drivers &
Downloads site for
updates
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Legal Disclaimer

The information in this Dell Technologies Security Advisory should be read and used to assist in avoiding situations that may arise from the
problems described herein. Dell Technologies distributes Security Advisories to bring important security information to the attention of users of
the affected product(s). Dell Technologies assesses the risk based on an average of risks across a diverse set of installed systems and may not
represent the actual risk to your local installation and individual environment. It is recommended that all users determine the applicability of this
information to their individual environments and take appropriate actions. The information set forth herein is provided "as is" without warranty of
any kind. Dell Technologies expressly disclaims all warranties, either express or implied, including the warranties of merchantability, fitness for a
particular purpose, title and non-infringement. In no event shall Dell Technologies, its affiliates or suppliers, be liable for any damages
whatsoever arising from or related to the information contained herein or actions that you decide to take based thereon, including any direct,
indirect, incidental, consequential, loss of business profits or special damages, even if Dell Technologies, its affiliates or suppliers have been
advised of the possibility of such damages. Some states do not allow the exclusion or limitation of liability for consequential or incidental
damages, so the foregoing limitation shall apply to the extent permissible under law.
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