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DSA-2026-157: Dell PowerStore T Security Update for a Path Traversal vulnerability

Summary: Dell PowerStore Family remediation is available for a Path Traversal vulnerability that may be exploited by malicious users to

compromise the affected system
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Description CVSss
Base
Score

PowerStore, contains a Path Traversal vulnerability in 4.4

the Service user. A low privileged attacker with local

access could potentially exploit this vulnerability,

leading to modification of arbitrary system files.

Description CVSS
Base
Score

PowerStore, contains a Path Traversal vulnerability in 4.4

the Service user. A low privileged attacker with local
access could potentially exploit this vulnerability,
leading to modification of arbitrary system files.

CVSS Vector String

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L

K4

CVSS Vector String

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
”

Dell Technologies recommends all customers consider both the CVSS base score and any relevant temporal and environmental scores that may impact the
potential severity associated with a particular security vulnerability.

Affected Products & Remediation

Product

PowerStore
500T

PowerStore
1000T

PowerStore
1200T

PowerStore
3000T

Software/Firmware

PowerStoreT OS

PowerStoreT OS

PowerStoreT OS

PowerStoreT OS

Affected
Versions

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Remediated
Versions

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Link

https://www.dell.com/support/home/product-
support/product/powerstore-500t/drivers

https://www.dell.com/support/home/product-
support/product/powerstore-1000t/drivers

https://www.dell.com/support/home/product-
support/product/powerstore-1200t/drivers

https://www.dell.com/support/home/product-
support/product/powerstore-3000t/drivers
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Affected
Versions

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Remediated
Versions

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version
4.4.0.0-
2692403 or
later

Version
4.4.0.0-
2692403 or
later

Version
4.4.0.0-
2692403 or
later

Link

https://www.dell.com/support/home/product-

support/product/powerstore-3200q/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-3200t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5200q/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5200t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-7000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-9000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-9200t/drivers
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Affected
Versions

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Remediated
Versions

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version 4.4.0.0-
2692403 or
later

Version
4.4.0.0-
2692403 or
later

Link

https://www.dell.com/support/home/product-

support/product/powerstore-500t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-1000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-1200t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-3000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-3200q/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-3200t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5200q/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-5200t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-7000t/drivers
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Affected
Versions

Versions prior
to 4.4.0.0-
2692403

Versions prior
to 4.4.0.0-
2692403

Remediated
Versions

Version
4.4.0.0-
2692403 or
later

Version
4.4.0.0-
2692403 or
later

Link

https://www.dell.com/support/home/product-
support/product/powerstore-9000t/drivers

https://www.dell.com/support/home/product-

support/product/powerstore-9200t/drivers

Additional vulnerabilities have been remediated in PowerStoreT OS version 4.3.1.0-2662695, see DSA-2026-115.

Revision History

Revision

1.0

2.0

Date Description

2026-03-25 Initial Release

2026-03-25 Corrected advisory title and summary.

Related Information

Dell Security Advisories and Notices
Dell Vulnerability Response Policy.

CVSS Scoring Guide
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Affected Products
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500T, PowerStore 5200Q, PowerStore 5200T, PowerStore 7000T, PowerStore 9000T, PowerStore 9200T
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